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Abstract

Private continual counting is a fundamental problem in differential privacy: given a binary stream
of length n, where each 1 corresponds to the contribution of one individual, the goal is to release all
running counts while protecting the privacy of each individual. The standard algorithm is the binary
tree mechanism, whose Gaussian-noise variant achieves expected £, error proportional to 10g3/ Zn for
approximate differential privacy. Whether this dependence on the stream length is necessary has remained
a central open problem.

In this work, we resolve the dependence on n by proving that every differentially private mechanism for
continual counting must incur expected fo, error Q(log® 2 n). This shows that the binary tree mechanism
is asymptotically optimal in the approximate-DP setting.

As a consequence, we also obtain a largest-possible separation between hereditary discrepancy and
private £~ error for linear queries, showing that the known general upper bound in terms of hereditary
discrepancy has the optimal dependence on the number of queries.

1 Introduction

How can an organization track the occurrence of sensitive events over time without compromising the privacy
of individuals? Such scenarios arise naturally in many settings, including monitoring daily disease cases,
counting user interactions on a platform, or measuring responses to a public poll. This motivates the study
of private continual counting, the focus of this paper. The standard formulation of the problem models time
as discrete steps 1,...,n, where at each step a bit indicates whether an event occurred. Each 1 corresponds
to the contribution of one individual and each individual participates in at most one event. The goal is to
release an accurate running count at every time step without revealing any individual’s contribution.

The study of private continual counting was initiated by [DNPRI10, [CSS10], who established the founda-
tions for differentially private computations under continual observation. Differential privacy (DP) [DMNS06]
is the standard framework for formal privacy guarantees, ensuring that the output of a mechanism reveals
little about any individual’s data. Private continual counting has found applications in a broad range of
tasks including private online learning [JKT12, [TS13], convex optimization [AFKT2I] and federated learning
[KMS™21]. In many of these applications, it appears as a subroutine, and improving its accuracy directly
translates to improvements in the downstream task. The appropriate notion of error, however, depends
on the application: £, error (the expected worst-case error over all time steps) is a natural measure for
monitoring tasks, while ¢ error (the expected root mean squared error over all time steps) is more relevant
for learning applications [HUU23|. In this work, we focus on the {, error.

The most well-known method for private continual counting is the binary tree mechanism [DNPRI0,
(CSS10], which computes carefully structured subset counts in a differentially private manner and combines
them to recover the running count at any given time step.
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For pure differential privacy, the binary tree mechanism uses Laplace noise to make the subset counts
e-differentially private. Here, and throughout the paper, we focus on the regime where ¢ € (0,1). While the
original analysis achieves (o, error O(log®?(n)/¢) [DNPRI0, [CSSI0], a more careful analysis of the same
algorithm yields an improved bound of O(log®(n)/e). The best known lower bound is Q(log(n)/e) [DNPRI0],
leaving a multiplicative gap of logn.

For approximate DP, the binary tree mechanism uses Gaussian noise instead of Laplace, yielding an
(e, 0)-differentially private mechanism with £, error O(log®?(n)+/log(1/8)/e) [TRSS23]. Prior to our work,
the best known lower bound related to the £, error under approximate DP was an (log(n)/e) lower bound
on the square root of the expected value of the square of the worst-case error over all n time steps ( \/EZ
error) [FHU23].

Whether the £, error upper bounds are tight in the dependency on the stream length n has remained
an important open problem. In this work, we resolve the approximate DP setting by proving a lower bound
of Q(10g3/2(n)/max{a,6}). For § = 0, this applies to pure DP, tightening the gap there as well. Table
summarizes the best known upper and lower bounds for pure and approximate DP with € € (0, 1).

Setting Error Notion Upper Bound Lower Bound
Pure DP U error log?(n)/e log®?(n)/e [Our result]
3/2 1/2 3/2
Approx. DP {5 error log®/“(n)log™/=(1/6)/e [JRSS23] log™“(n)/max{e,d} [Our result]
02, error log(n)/e [FHU23]

Table 1: Best known asymptotic lower and upper bounds under pure and approximate DP for 0 < ¢ < 1
and 0 < 0 < C for a small constant C' > 0.

Before stating our result, we formally define the problem of private continual counting and the privacy
notion we work with. Let z € {0,1}" be the binary input vector, where z; = 1 indicates that an event
occurred at time step ¢ and since the mechanism operates in an online fashion, at time step 4 only the entries
T1,...,x; are visible to it. The goal is to approximate, at each time step ¢, the running count Ej<i z; in a
differentially private manner. These n running counts can be written compactly as Ax, where A is the n x n
lower triangular matrix of all ones, known as the prefix-sum matrix, with (Az); = >_ j<i®j. This problem
can be seen as a specific instance of linear queries (mechanisms that answer queries of the form Az for a
fixed matrix A), where the query matrix is the prefix-sum matrix A. A private mechanism M must output
a vector M(z) € R™, where M(x); is the estimate released at time step 4, so that |M(z) — Az|| s is small
while ensuring privacy of any individual’s entry in 2. With this notation, the {, error is E[|M(z) — Az||so],
whereas the £y error is n~'/?E[|M(z) — Az]|2].

We say that two binary vectors x,x’ € {0,1}" are neighboring if they differ in exactly one coordinate.
The mechanism M is required to satisfy differential privacy, defined as follows.

Definition 1 (Differential Privacy [DMNS06]). Fiz e > 0 and § € [0,1). A mechanism M is (e,6)-DP if
for any measurable set S C R",
Pr[M(z) € S] < e*Pr[M(z') € S]+6
for all pairs of neighboring inputs x,z’ € {0,1}".
The case where § = 0 is referred to as pure DP and the case where § > 0 is referred to as approximate
DP.

Our main result establishes a fundamental lower bound on the ¢ error of any (e, d)-DP mechanism for
continual counting.

Theorem 1. For anyn~ 1) < ¢ < 1,0 <6 < C, it holds that any (e,8)-DP mechanism M for continual
counting has error

log3/2
max E[|M(z) — Azo] = Q[ —2 ",
z€{0,1}" max{e,d}



where A is the n X n prefiz-sum matriz.

This shows that the binary tree mechanism has an asymptotically optimal dependency on n in the
approximate DP setting.

We now make a few observations about the lower bound in Theorem The binary tree mechanism
can operate in both the continual observation model, where the input stream arrives online, and the offline
observation model [CLN™24], where the mechanism receives the entire input stream at once. Our lower
bound holds in the offline observation model and, since any mechanism for continual observation also yields
a mechanism for offline observation, lower bounds in the offline model imply lower bounds for the continual
observation model. Specifically, such lower bounds emphasize that the hardness comes from releasing n
outputs privately rather than one.

Maximum Separation Between Privacy and Hereditary Discrepancy. As an interesting corollary
of Theorem [T} we also derive the largest possible separation between hereditary discrepancy and the error of
(€,0)-DP mechanisms for linear queries.

Recall that continual counting, or prefix sums, can be seen as a special case where A is the n x n prefix-
sum matrix. More generally, for an arbitrary query matrix A € R™*"™ a well-studied task is to design a
private mechanism M(z) for releasing an approximation of Az for x € {0,1}". Let err3%(A) denote the
smallest achievable ¢, error of an (e, d)-DP mechanism M:

err0(A) =

o0

inf max E[|M(z) — Az||c]-
M:M is (g,8)-DP z€{0,1}"

The quantity err5%(A) is known to be closely related to the notion of hereditary discrepancy. The
discrepancy of an m x n matrix A, denoted disco.(A), is defined as discoo(A) = mingeq_1,13» |A2| 0. If
S C [n] denotes a subset of column indices and Ajg the matrix A restricted to the columns indexed by S
then

herdisco (4) = disc(Ag).
erdisco, (A) gg};{] isc(As)
The ellipsoid mechanism M of Nikolov, Talwar and Zhang [NTZ13| can be analyzed through the factorization
norm framework of Matousek, Nikolov and Talwar [MNT20] to guarantee

max E[|M(z) — Az||s] = O (g—l Tog m - log(1/9) .WQ(A)) ,
z€{0,1}n
where v2(A) is the 72 factorization norm of A. It was further shown in [MNT20] that v2(A) = O(logm -
herdiscoo(A)). Combining it all gives
errs? (A) = O(e ' log®? m - /log(1/6) - herdiscoo (A)).

oo

Ignoring the € and § dependencies, this is err%, (A) = O. 5(log®? m-herdisco (A4)). At the same time, [NTZ13]
showed that errs’(A) = Q. s(herdiscoo(A)/logm) (with a slight twist in the lower bound requiring the
definition of herdisco(A) to be only over S C [n] of linear size). In summary, there is a constant C. 5 > 0

(depending on e and ¢) such that
herdisco (A)/(Ce.s logm) < errS2?(A) < C. 5 herdisco (A) log®/? m.

If A denotes the prefix-sum matrix, we have herdisco(A) = 1. Our lower bound in Theorem [1| thus shows
that the general upper bound errs’(A) = O s(herdisce(A) log®? m) cannot be improved. Prior to our
work, the largest separation was a factor log m, obtainable from prior lower bounds for prefix sums.



Overview. We now outline the proof of Theorem [I} To simplify the task, we first use a reduction inspired
by prior work [BDKT12| that allows us to assume that the mechanism M is oblivious, meaning that M(x) =
Ax + z for a noise vector z independent of z, but possibly with correlations between its coordinates. We
thus need to prove that E[]|z]je] = Q(log®?(n)/ max{e,8}). The proof has two main parts. In the first
part, we express the noise vector in a basis induced by a binary tree and show that the noise necessarily
accumulates along root-to-leaf paths, converting the task of lower bounding E[||z||o] into lower bounding a
weighted sum of local residual noise contributions in the tree. In the second part, we use a privacy argument:
if all these residual noise contributions were too small, we could construct an adversary that distinguishes
neighboring inputs by projecting the output of the mechanism onto a carefully chosen collection of vectors
we call linear measurements, contradicting differential privacy. Combining these two parts yields the lower
bound of Theorem We believe the techniques developed in this proof introduce several ideas that may
find further applications in lower bound proofs for differential privacy. We give a detailed presentation of
our main ideas in Section [3] before proceeding to the formal proof in Section [

2 Related Work

Private Continual Counting. Private continual counting was introduced independently by [DNPRIO]
and [CSS10], who proposed the binary tree mechanism and established the foundations of differentially
private computation under continual observation. While the original analysis achieves £, error 0875(log5/ 2 n)
for pure DP and 0575(log;2 n) for approximate DP, a more careful analysis of the same algorithm yields
improved bounds of O, 5(log? n) and O, s(log*? n) [JRSS23] respectively. Additionally, [HUU23] introduced
a mechanism achieving ¢3 error (that is, max,eo,13» E[n ™| M(z) — Az||3]) of O. 5(log” n) and a matching
lower bound in terms of the dependence on n. This implies an Q. s(logn) lower bound for the /¢Z, error.
[Hon15] and [APT24] proposed variants of tree mechanisms achieving better error in terms of the constant
factors compared to the standard binary tree mechanism for the offline setting and the pure DP continual
setting respectively. Since the binary tree mechanism is a special case of matrix factorization mechanisms,
other approaches to improving the error include finding alternative matrix factorizations [FHU23, [HUU23].
The best previously known lower bounds were obtained via packing arguments or by lower bounding the
error of matrix factorization mechanisms [DNPRI0, HUU23]. Our work complements this line of research
by proving a matching lower bound for approximate DP, resolving the question of whether the binary tree
mechanism is asymptotically optimal for /., error.

The Sparse Case. A natural variant of private continual counting assumes that the total number of
events (number of 1’s in ) is bounded by n. < n. In this sparse setting, [DNRRI5|] gave an upper bound
of O, s(min{logn + log? ne, ne}), which can significantly improve over the binary tree mechanism when n, is
small. |[CLNT24] proved a lower bound of Q. s(min{logn,n.}), showing that this improvement is tight. In
our setting, we do not assume a bound on n., so the results apply with n, < n, recovering the suboptimal
O. 5(log® n) upper bound and Q. 5(logn) lower bound.

Applications. Private continual counting has found applications across a range of machine learning and
optimization tasks. The work of [JKT12] was the first to use it for differentially private online learning via
a follow-the-leader approach combined with the binary tree mechanism. Subsequent works extended this to
the full-information and bandit setting [TST3l [AST7]. These techniques were applied to federated learning
[KMS™21], enabling practical private deep learning without sampling or shuffling. More recently, [CDP"24]
showed that DP-FTRL, a correlated noise mechanism based on continual counting, provably outperforms DP-
SGD for differentially private learning. In the context of private stochastic convex optimization, variations
of the binary tree mechanism have been used to extend the Frank Wolfe algorithm to differential privacy
[AFKT21, HLL™22|. In all these applications, improving the accuracy of continual counting translates to
improved accuracy in the downstream task.



Related Continual Observation Problems. Several other problems in the continual observation model
are closely related to private continual counting. The problem of privately counting distinct elements in
the case where items can be both inserted and deleted was studied by |[JKR ™23, [HSS24, [CEM 25|, where
continual counting on a difference stream serves as a subroutine. [HUU24] studied continual decaying sums,
a generalization of continual counting where older observations are down-weighted over time. Continual
counting with privacy expiration, where the privacy guarantee degrades gracefully over time, was studied
by [AHP'24]. Graph problems under continual observation, including triangle counting and other graph
statistics, were studied by [FHO2I, [RS25], with continual counting appearing as a key subroutine in several
of these results.

3 Proof Overview and Main Ideas

In this section, we present the high level ideas and overall structure of our lower bound proof for private
continual counting. Along the way, we present the intuition behind each step and explain the barriers we
overcome. Throughout, we assume that the mechanism M is oblivious, i.e. M(z) = Az + z for a noise vector
z independent of x (see Section [4] for the justification).

Bounding Noise via Linear Measurements. In order to best motivate our approach to lower bounding
the noise E[||zl«], let us start by sketching an approach for lower bounding E[||z||3], and then argue how
we adapt it to a local notion of noise we call residual noise, which will ultimately yield a lower bound on
El]2]]oc]-

Fix a coordinate i € [n]. If M(z) = Az + z is (e, 6)-DP for small enough constants €,6 > 0, then it must
be the case that for any neighboring pair of inputs 2/, 2" € {0,1}" that differ in the i’th input bit, if x is
chosen uniformly among {z’, 2"}, then it is not possible for an adversary to guess x from M(x) = Ax + z
with high probability. Importantly, this must be the case even when given knowledge of the pair z’,z".
Since z’, 2" differ only in the i’th input bit, the adversary just needs to guess the value of x;.

Without loss of generality we consider that x; = 0 and z;’ = 1, whereas 2/, = 2/ for all j # . Let x be
uniform in {z’,z"”}. We consider an adversary that estimates x; in the following way. They first compute
Az’ and subtract it from M(x) to obtain Ax — Az’ + z = x;Ae; + z. The idea is now to define a linear
measurement " € R™ for i (that is, a vector defining a linear form y — (1%, y) applied to a vector y € R"™),
and let the adversary compute the estimate

3 3
% = (¢ 7X§A€i+z> —x + @ ,2) .
(0, Acy) (v, Aey)

Since X; is a function of M(x) — A/, it is (e, §)-differentially private by the postprocessing property of
differential privacy. We can apply the following lemma to X; because it is an estimate of the binary variable
x; with additive noise (%, z) /(1% Ae;).

Lemma 1 ([GV16]). Any (e,0)-DP mechanism M releasing a private binary variable z € {0,1} as M(z) =
x + z for a noise variable z independent of x must have E[z?] = Q(min{e~2,672}).

We conclude that the error of the adversary is

E[(¢",2)’] P
— = = Q(min{e™ %, ¢ .
W Aci)? (min{ 1)
Intuitively, this says that the noise z, when measured in the direction of 3%, must be large relative to the

signal (1%, Ae;). Otherwise, the adversary could distinguish x; = 0 from x; = 1, violating privacy. Overall,
it implies that for all i € [n], E[(¢?,2)?] = Q((¢%, Ae;)? min{e~2,§72}).



The idea is now to carefully choose the linear measurements v* as orthogonal and unit length. In this
way, we have >, E[(¢)", z)?] < E[||z||3]. Therefore,

Ell2l} = > E((,2)? = @ (ZW,Ae»? -min{ﬂ,a?}) .

?

Variations of this idea can be used to prove the known E[||z||3] = Q(nlog®n) lower bound by choosing
' = UV'e; where A = UXV! is the singular value decomposition of A. Unfortunately, this only yields a
lower bound of Q(log”n) on E[|z/|%].

Tree Basis. Inspired by the approach just outlined, we next attempt to adapt these ideas to lower bounding
E[||z]|s]. The main barrier is that if an adversary again computes x; Ae; + z and takes linear measurements
%, then we inevitably lower bound E[||z||3]. Our first task is thus to find a different decomposition of the
mechanism output so that the adversary can instead compute vectors of the form x;1* 4 q, where q is a noise
vector whose entries reflect a local rather than global contribution of z, and v* is chosen so that >, (¢*, )2
is large, for some linear measurements °.

Recall that the proof has two main parts. We now describe the first: rewriting the noise in a basis more
closely resembling the binary tree mechanism, which converts the task of lower bounding E[||z|/] into lower
bounding a weighted sum of residual noise contributions. The basis is constructed as follows. Assuming for
simplicity that n is a power of two, consider a perfect binary tree 7 of height h = log, n, i.e. T has n leaves.
We think of the n leaves as being associated with the coordinates of Ax + z so that the i-th leaf corresponds
to (Az + 2z);.

We now define a set of vectors from 7 that together form a basis for R"”. For every node u € T that
is either the root or the right child of its parent, we define a vector x* which is the indicator vector of the
leaves in the subtree rooted at u. There are exactly n such vectors, and they form a basis of R™ (though not
an orthonormal basis). See Figure [I| for an example of the tree basis for n = 8 leaves.

1-8

X

d=0

leaf index i

. root or right child (x* defined)

O left child (no x*)

Figure 1: Binary tree basis for n = 8. Filled nodes are the root or right children and have a x* vector
defined, shown with its binary indicator string. Empty nodes are left children and have no x* vector. For
clarity, each vector x* in this figure uses the range of leaves in the subtree rooted at u to denote u, e.g. the
root has x'~8. The depth of the tree level is denoted by d.

The reason for using this basis is that every suffix vector Ae; has a simple representation in it. More



precisely, if Ae; is the vector with ones in positions j > i and zeros elsewhere, then
Ae; = Z x“
w€ZL(1)

for the set Z(i) of nodes that are right children of the path to the i’th leaf from the root (we refer the reader
to Section [4] for the precise statement). Letting V(7 ) C T be the set of nodes u with a x* vector defined
(right children and the root), we see that for every input z, we may write

Ar = Z au X", Ay = Z ;.
ueV(T) :u€Z(i)
Similarly, since the x* vectors form a basis, the noise vector also has a unique expansion
7z = Z b, x".
weV(T)

For a leaf i, the released noise in coordinate i is therefore the sum of the coefficients b,, over the nodes u on
the root-to-leaf path to ¢ for which x“ is defined:

Z; = Z bua

uw€Anc(i)NV(T)

where Anc(i) are the ancestors of the i’th leaf (including the ¢’th leaf). Thus the ¢, error is controlled by
these path sums.

Noise Accumulation. Having established the tree basis, we now turn to the second part of the proof:
constructing the adversary. To define the vectors v’ and q, we need to understand how the noise z is
distributed across the tree. Specifically, we argue that noise accumulates up the tree when it has “residual
uncertainties”, a notion we now formalize.

Consider a node u € T, let T“ be the subtree rooted at u, and let V(T*) = T* N V(T) be the set of
nodes v in T* with a x¥ vector defined. We now consider the accumulation of the noise z; up to node w

defined as
z "= Z b,.
ve(V(T*)\{u})NAnc(i)

Thus z;" gives the contribution to z; from nodes below u. Our next key idea is to lower bound E[max; z; —
min; z;] rather than E[||z||] directly, avoiding working with absolute values. This is sufficient since ||z >
(max; z; — min; z;)/2. If L(T") denotes the indices of the leaves of 7%, we may now consider

max<"(z) ;= max z; "
ieL(Tw)
and
min<"(z) := min z "
iEL(T™)

Our main inductive argument is to show that E[max<%(z) — min<"(z)] increases as we move up the tree
towards the root. Finally, for the root p, we have

max~”(z) — min“"(z) = (maxz; — b,) — (minz; — b,) = maxz; — minz,
3 7 3 3

and thus a lower bound on E[max<?(z) — min<*(z)] directly translates to a lower bound on E[||z|~].
Consider now a non-leaf node u and the range max<%(z) — min<"(z). Let ¢(u) denote the left child of u
and r(u) the right child. We see that

max<*(z) — min<*(z) = max{max<“")(z), max<"")(z) + b, } — min{min <™ (z), min<"" (z) + b, ()}



This holds since every i € 77(*) has r(u) as an ancestor (only the right child of u has a y-vector). Using
that max{a,b} — min{c,d} = (a—¢)/2+ (b—d)/2+4 |a—b|/2+ |c — d|/2 we get

max</(*)(z) — mind(“)(z) N max<"(")(z) — min<r(“)(z)
2 2

|max<£(u) (z) — max<"()(z) — br(u)’ ‘mind(“) (z) — min<r(")(z) — b
5 + 5 - (1)

max<*(z) — min<*(z) =

+

The first line is very convenient as it expresses max<%(z) — min<"(z) recursively as the average of the same
quantity in the two children’s subtrees. What remains is thus to argue that the second line introduces a
noticeable growth in max<%(z) — min<"(z) as we move up the tree.

Taking expectation on both sides of , we thus need to lower bound

E @)

E Hmaxd(“)(z) — max<"("(z) — b,(u)

and symmetrically for min. Here our main observation is that max<‘(*)(z) and max<"(*)(z) depend only on
the noise below £(u) and r(u). We thus define a type of “residual noise”. Let A<%(z) denote the random
variable giving the noise b, for every v in the subtree below u (excluding u). We now define o, to capture
how well b,.(,,) can be predicted from the noise A< (z) A< (g):

Uu(Ad(u) (Z)7A<7‘(“)(Z)) = igleHbr(u) —m)| | A <L) (Z)7A<T‘(“)(Z)].

Returning to (2)) and recalling that max<‘*)(z) and max<"(*)(z) depend only on A</*)(z) A<7(%)(z)
we thus conclude that is at least

o = Efo, (A< (2), A< (2))].

We thus get an increase in E[max<"(z) — min<"(z)] if there is still randomness left in b,.(,) conditioned on
the noise in the subtrees below ¢(u) and r(u). In particular, recursively unfolding (1)) and letting d(u) denote
the depth of a node u € T with the root p at depth 0, we get

Elllz]lcc] > E[maxz; — minz;]/2

= E[max<*(z) — min<"(z)]/2
h

> Z 27d0'u- (3)
d=0ueT:d(u)=d

e~ =

Observe that ZZ:O D oweT d(u)=d 2795, equals the expected sum of o, values along a uniform random root-
to-leaf path in 7.

Before proceeding to explain how we lower bound this sum of o, values, let us compare to the classic
binary tree mechanism upper bound. There, every node in the binary tree adds independent noise of variance
O(logn). This means that even conditioned on the noise in the subtrees below ¢(u) and r(u), we still have
Efinf,, E[|b, () — m| | A€W (z), A<r®(z)]] = Q(y/logn). Summing Q(y/Iogn) for each of the log, n nodes
along a root-to-leaf path leads to the claimed Q(log®? n) lower bound.

By , our goal reduces to showing that no private mechanism can make do with small residual noise
Ou-

Obstacles for Bounding Residual Noise via Linear Measurements. The main obstacle is that the
adversary cannot directly compute the subtree noise A<“®)(z), A<"(")(z) needed to predict b,(u). To see



why, consider the following attempt: let the adversary compute x;Ae; + z, write it (uniquely) in the basis
x“ and thereby obtain, for every node u € V(T), the value

b, +x;1{u € Z(i)}.

Next, for every non-leaf node u € T, if the adversary could compute A<“®)(z), A<"(%)(z), they could subtract
the conditional median m" (A <4 (z), A<"(¥)(z)), the smallest minimizer of E[|b,.(,y—m/| | A</ (z), A< (z)]
over m, from b,y +x;1{r(u) € Z(i)}, obtaining a residual q,, := b,y —m* (A< (z), A<7(")(z)) satisfying
E[|qu|] = 0. (see Figure [2| for an illustration). This would produce the desired vector x;v* + q, where both

v' and q are indexed over non-leaf nodes u € T, with v* having entries 1{r(u) € Z(i)}.

by ) +xi - I{r(u) € Z(i)}

|

subtract m* (A< A<r(w)

= residual noise oy

A<£(“)(z) A<r(u)(z)

Figure 2: Adversary at node v € 7 (which may or may not be in V(7)): given the noise A</(*)(z) and
A<"(")(z) in the two subtrees, the adversary computes m* and subtracts it from b,y +x; - 1{r(u) € Z(i)}
to obtain a residual oy,.

Unfortunately the adversary cannot compute A</ (z), A<7(®)(z) from x;Ae; + z. The obstacle is that
for any node v € Z(i) in the subtrees below ¢(u) or r(u), the adversary observes b, + x; rather than b,
alone. Since x; is unknown, the adversary cannot extract the noise b,. To remedy this, we take a step back
and slightly redefine o,,.

Noise Prediction via Grandchildren. Consider again a non-leaf node u and assume the children of u
are also internal nodes. Instead of arguing that max<*(z) — min<“(z) grows compared to (max<‘(")(z) —
min <" (z)) /2 + (max<"(")(z) — min<""(z))/2, we can also relate it to the grandchildren.

In more detail, consider first the two grandchildren ¢(¢(u)) and £(r(u)) who are both left children of their
parent. Since Anc(i) for i € L(T*“(")) contains none of r(u), r(¢(u)) and r(r(u)) (the only nodes among u,

<t(e(u)

the children of u, and the grandchildren, who have a x-vector), we get z;" = z . Likewise, Anc(z) for

i € L(T*(W)) contains precisely 7(u) and hence, similarly to 7 we get
max<"(z) — min<"(z) >
max </4w) () — min<£(l("))(z) N max<¢("(#)(z) — mind(’“(“))(z)
2 2
’maxd(e(u))(z) — max <) (z) — br(u)| ‘mind(z(“))(z) — mind(r(“))(z) — by
2 + 2 : (4)

We can thus define o, ¢ to measure the residual noise in b,(,) conditioned on the grandchildren ¢(¢(u)) and
£(r(u)) (see Figure [3):

+

Oyl = E[lnfEHbT(u) - m| | A<E(£(u))(z)a A<£(T(u))(z)”

The symmetric case where we consider the grandchildren r(¢(u)) and r(r(u)) is slightly more complicated
as Anc(i) for i € L(T"“")) contains r(¢(u)) and for i € L(T""(*))) contains both r(u) and r(r(u)). This



gives

max<"(z) — min<"(z) >

max <) (z) — min<"¢®) (z) . max<" (") (z) — min<""(") ()

2 2 +
‘max<r(f(u))(z) _ maX<r(T(u))(Z) + b)) = Br(u) = Prir(u)) ‘ N
2
‘min<r(l(u))(z) _ min<r(r(u))(z) 4 br(é(u)) _ br(u) _ br(r(u)) ( )
. 5
2

We handle this by measuring the residual noise in the sum b, (g(u)) = br(u) — br(r(u)) instead (see Figure 4)):

Ouyr i= E[i%fEHbr(é(u)) _ bT(u) _ bT(T(u)) —m] | A<T(Z(u))(z)7A<T(T(“))(Z)H.

predict by,
with residual noise o, ¢

known unknown known unknown

Figure 3: Case £ at a node u of even depth: given the noise A</“())(z) and A<!"("))(z) in the two left
grandchildren’s subtrees (solid), the adversary predicts b,.(,) with residual noise o, ¢. The right grandchil-
dren’s subtrees (dashed) need not be known.

Averaging and , we conclude

B [max<f(g(u))(z) _ min<f(9(u))(z)]
4

Elmax<"(z) — min<*(z)] > 04¢/2 + 00, /2 + Z
f.g€{t,r}

Starting from the root, which has depth 0, we can recursively unfold this sum and, similarly to , we
conclude

h/2

Ef|[z]loc] = © Z Z 272d(0u,€ +our) |- (6)

d=0ueT:d(u)=2d

Note that the sum is again the expectation over a random root-to-leaf path, of the sum of o, and o, , for
nodes u at even levels of T.

Now, let us look carefully at what we have gained from predicting the noise from the grandchildren.
The key observation is that for an adversary trying to distinguish neighboring 2/, 2" with 2 # z/, it holds
for any node u that if i € L(T7W))y U L(T7)) then v ¢ Z(i) for all v € T\ {£(¢(u))} and all
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predict brs(u)) = Br(u) = Pr(r(u))
with residual noise oy,

unknown known unknown known

Figure 4: Case r at a node u of even depth: given the noise A<"((")(z) and A<"("(¥)(z) in the two right
grandchildren’s subtrees (solid), the adversary predicts by(s(u)) — br(u) — br(r(u)) With residual noise oy ..
The left grandchildren’s subtrees (dashed) need not be known.

v € TH W)\ {£(r(u))}. The symmetric thing holds for i € £(T¢W)) U £L(TH"(W)). In a nutshell, if an
adversary “attacks” a variable x; with ¢ in the subtree of one of the two grandchildren r(¢(u)) and r(r(uw)),
then the adversary can directly compute A</(W)(z), A<t("(W))(z) and predict b, up to an expected
absolute error of o, ¢. A symmetric argument allows the adversary to predict b, (y(w)) = br(w) = brr(u)) up to
expected error oy, if 7 is in the subtree of either £(¢(u)) or £(r(u)). Let us ignore this slightly more tedious
case in the proof overview.

Unfortunately, a new obstacle arises from this approach. One central idea in the linear measurements
approach for bounding the noise, is to define orthogonal unit length vectors ¢’ so that Y, E[(¢?, z)?] <
E[||z]|3]. Now, if we follow the outlined approach and use the noise in the pair of grandchildren not containing
the 7’th leaf, then the distribution of the residual noise vector q depends on 7. That is, if ¢ falls in one of the
subtrees rooted at the grandchildren £(¢(u)), ¢(r(u)), we get one distribution, and if it falls in the subtrees
rooted at r(£(u)),r(r(u)), we get another. If we have different residual noise vectors q° for different i, then
the argument >_. E[(¢, q°)?] < E[||q]|3] breaks, since q is not a fixed vector as it depends on .

Restricting to a Subtree. Our next idea is to restrict attention to a collection of leaf indices ¢ that all
result in the same noise predictions across the tree 7. In more detail, consider a string s € {/, r}h/ 2 and
let 7° be the subset of T defined as follows. Starting from the root, from a node at an even depth 2d we
descend into both children, and from a node at an odd depth 2d — 1 we descend only to the left child if
sq = ¢ and only to the right child if s4 = r. Let £(7*) be the indices of the leaves of T*.

The critical observation is that if w € 7° is a node of even depth 2d, then every i € L(7°) N L(T")
falls in one of the two subtrees 7®a+1(é(4) and Tsa+1("(w)  This implies that an adversary trying to infer
x; via a linear measurement can compute A<*¢+1({(w)(z) A<sat1("(w))(z) regardless of which i € £(T*) the
adversary attacks, where ¢ =7 and 7 = ¢ denotes the opposite direction. The adversary can thus predict
b,.(4) up to expected absolute error o ¢ if s441 = 7, and predict b,.¢()) = bru) = br(r(u)) up to error oy, if
Sa+1 = 1.

Assume for simplicity that s = rr---7 is the all-r string, so we do not have to deal with the b,.(y(y)) —
b,.(u) = br(r(u)) case. For a neighboring pair 2’, 2" with x} # i’ and x uniform in {2’, 2"}, an adversary can
now compute

b, +x1{r(u) € Z(i)} — m (A (2), ASCW (2)) = g, + x;1{r(u) € Z(i)}

for every u € T° of even depth, where E[|q,|] = 0y,¢. Here mj is a conditional median of b,.(,).
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Letting v* be the vector with entries 1{r(u) € Z(i)} for every u € T* of even depth, the adversary has
thus obtained a vector x;v* + q with E[|q,|] = o, Moreover, if we draw s uniformly in {¢,r}"/2 then a
uniform random root-to-leaf path in 73, is uniform random in 7. Thus if we can lower bound the expected
sum of oy, ¢ + 0y, along a uniform random root-to-leaf path in every 7°, then we get the same lower bound
on (). We thus fix an arbitrary s € {¢,7}"/? and lower bound

h/2

Z Z 2_dau,s§]_/1- (7)

d=0ueT*:d(u)=2d

For simplicity of the proof overview, let us merely consider s = rr---r and ngo wET*sd(u)=2d 270, 4.
See Figure [p] for an example for n = 16 and s = rr.

1 2 3 1 5 6 7 8 9 10 11 12 13 14 15 16

leaf index 1
. node in 75 NV(T)
(O node in 75\ V(T)

node not in 7%

Figure 5: The subtree 7° for s = rr in a binary tree of height h = 4. Nodes in 7° N V(T) are filled black,
nodes in 7%\ V(T) have a solid white border, and nodes not in 7° have a dashed border. For each node
u € T° at even depth (d = 0 and d = 2), both children of u are included in 7*. For each node u at odd depth
(d =1 and d = 3), only the right child of w is included. The highlighted leaves give L(7*) = {6, 8,14, 16}.

Median-of-Three Trick. We now have an adversary for every i € L£(7°) that can compute x;v% + q.
Returning to the strategy of using linear measurements, the natural next step would be to define orthog-
onal unit length vectors ¢" for which Y, (¢, v%)? is large. By orthogonality, we would simultaneously get
S EW a)?] < Efllali3] = DT d(w) oven E[@2]. Unfortunately, our guarantee E[|q,|] = oy, is not suffi-
cient to give any upper bound on E[q?] and thereby E[||q||3]. To overcome this, we use a trick from Larsen,
Pagh, Tetek [LPT21]. An immediate corollary of their work is the following.

Corollary 1 ([LPT21)). Let Z1,Z2,Z3 be i.i.d. real-valued random variables. Then
E[median{Z1, Z», Z3}*] < 3 - E[|Z,]]*.

Now using the composition property of differential privacy, we have that the mechanism M’ releasing
(Az+2W, Az +22) | Ax 4 23) for three i.i.d. draws of the noise z of the mechanism M is (3¢, 36)-DP. Thus
even if we give an adversary access to three independent copies of the noise, privacy still guarantees that
one cannot distinguish z’, z”’. Crucially, the adversary trying to infer x; can now compute, for every u € T

12



of even depth, the value

median{x,1{r(u) € Z(0)} + al, xi1{r(u) € T0)} + 4P, x;1{r(u) € Z(1)} +a¥} =
x;1{r(u) € Z(i)} + median{q}”, ¢, q{*}.

From Corollary 1, this results in a vector x;v* + q where

E[(qu)?] = E[median{q'", q{?,q¥}*] < 3E[|qV|]* = 302,

u,l*
We thus have

n/2

Ellal3} <3 > o (8)

d=0 weT*:d(u)=2d

As suggested earlier, the next step is to define the linear measurements v and then use privacy to argue
that E[||ql|5] = Q(3_; (4", v*)?). Indeed this would lower bound the sum of o7, ,. Sadly, this is not enough as
we need to bound the weighted sum of o, ¢ given in ([7)). We thus have a mismatch, both in terms of weights,
but more critically, is a sum of squares whereas (7)) is a sum.

Let us mention that our full proof handles the above in a slightly different manner. Rather than attacking
different x; variables directly, we separate the noise reduction step from the linear measurement attacks,
making the proof more modular. In essence, we define a derived mechanism M that is (3¢,36)-DP when
restricted to inputs with z; = 0 for ¢ ¢ L£(7°), and apply the linear measurements argument to M. Since
|£(T*)| = +/n and the lower bound is polylogarithmic, the restriction to a smaller input domain is harmless.

From Weighted Sum to Max Bound. We now address the mismatch between the sum of squares in
and the weighted sum that we need to lower bound. We will show that for at least half of the h/2 choices
of depth 2d, at least half of the nodes uw € 7*® must have o, = Q(y/logn). This still lower bounds @ by
the desired Q(log®? n).
The way we approach it is as follows: for every even depth 2d, consider the median
= edia
d uG% (lu)n Qd{au [}

Now let J C {0,...,h/2—1} with |J| = h/4 be so that the medians m4 with d € J are the h/4 smallest of

the h/2 medians. Furthermore, for every d € J, let J; consist of the nodes u € T*° of depth 2d having the
smallest o, ¢ values. In particular, each such o, ¢ satisfies o, ¢ < mg. Let us now define

0 = IaX MaX Ty, ¢
deJ ueJq

Then by definition of 7, for each of the h/4 values of d not in 7, we have my > o. Hence, at least half the
nodes of depth 2d have o, ¢ > 0. Summing across the h/4 depths not in J, we lower bound by

h/2
oY 2o =D > 27%mg > Y 27127 =Y /2 =ho/8.  (9)
d=0ueTs:d(u)=2d d¢ T weT:d(u)=2dNoy, 0 >mg d¢J d¢J

With this in mind, we now set out to prove that for any choice of J C {0,...,h/2 — 1} with |J| = h/4
and any choice of {J;}acs with Jy containing half the nodes in 7 of depth 2d, there is at least one node
u € Uge g Jyq with o, ¢ = Q(v/Iogn).

What we have achieved is that we now need to handle the simpler task of showing that just one residual
noise must be large, rather than showing that an intricate weighted sum is large. Furthermore, showing
that just one o, ¢ is large is also possible when given a lower bound on the sum of squared values, as in ,
making the attacks via linear measurements amenable.

13



Privacy Attacks via Linear Measurements. We now describe the second part of the proof: construct-
ing the adversary using linear measurements. Having analyzed the noise structure in the tree, we have shown
that the noise of mechanism M has residual contributions o, ¢ along the tree. It remains to show that if these
residual contributions are small, then privacy is violated. Recall that for simplicity we consider s = rr...r
and an adversary trying to distinguish neighboring inputs ', 2" with 2 # z!/ for some i € £(7*°). As shown
above, this adversary can compute a vector x;v/' + q with an entry for each non-leaf u € 7 of even depth
so that E[q;] < 307 , and v}, = 1{r(u) € Z(i)}. We now show that if the o, ¢ are small, the adversary can
use linear measurements to distinguish z’ from z”, contradicting privacy.

Recall from above the arbitrary sets 7 C {0,...,h/2—1} with | 7| = h/4 and {J4}ae s with Jy containing
half the nodes in 7% of depth 2d. We need to define 1* (specified shortly) with the goal of showing that
at least one o, ¢ for u € UgesJy is large. Since post-processing preserves privacy, the adversary may set
all coordinates corresponding to u € Uge 7Jq to 0, obtaining a shorter vector. It now suffices to show that
Elq;] is large for at least one remaining coordinate u, which by E[q}] < 307 , implies that o, ¢ is large. Let
0 = MaXgey MaxXye g, Ou,e- Then by definition, E[[|qfl3] < > 4c ;7 >, ez, 307, Since T* has 2¢ nodes at even
depth 2d and J; contains half of them, we have | 7;| = 297!, meaning deeper levels contribute more to the
sum. To balance this across depths, the adversary scales each coordinate of x;1* + q by 242 for nodes u
at even depth 2d. Let r be the resulting noise vector with r, = 2-4/2q, for u € Uge 7 Ja and let p® be the
vector with coordinates uf, = 2~/ 2yi. The adversary has thus computed the vector x;u’ 4+ r. With ¢! as
the linear measurement for leaf index 4, the adversary computes the estimate

o W e
(W7, pt) (W7, pf)
Since X; is a private estimate of the binary variable x;, applying Lemma [I| the error of the adversary for
coordinate 7 is E[(w >2]
‘r
.7’, = Q(min 572,572 .
)2 (min{ 1)
If we choose orthogonal unit length vectors ¢* for i € L(T*), then 37, »1+) E[(¢",1)?] < E[[|r[|3] and

EllvlZ]=)" > EFi=) > 2 ‘Ela;]

deJ u€da d€T u€Ja
< Z Z 279362 = O(ho?)
deJ ueJq

since Y yc 7 | Tal - 270 = |T|/2 = h/8.

The final step of the proof is now to choose appropriate vectors 2* so that Ziwi, pi)? is large. The
choice of 1)* is inspired by the Haar wavelet basis. Given a perfect binary tree over n leaves, the Haar wavelet
basis has a vector h" for each internal node u € 7. If the subtree rooted at u has n, leaves, then the vector
h* has coordinates —1/,/n, for leaves in the subtree rooted at ¢(u) and it has coordinates 1/,/n, for leaves
in the subtree rooted at r(u). Finally, the basis also contains the vector with all coordinates 1/y/n. The
Haar wavelet basis is an orthonormal basis of R™. If we now arrange the vectors h* as columns of a matrix
H and compute its transpose H?, then the resulting matrix is also orthonormal. More precisely, we use as
1" the columns of H!, where H is the matrix of the Haar wavelet basis restricted to 7.

Concretely, we let 1° be the vector with one coordinate for every u € 7*. For a node u of depth 2d, we
let ot = 0if i ¢ L(TY), ol = —2=(/2=D/2§f j ¢ £(THW) and o, = 2=(W/2=D/2 if j ¢ £(T™W). Since
2/2=4 i the number of leaves in £(7°)N L(T™), this coincides with the transpose of the matrix H resulting
from the Haar wavelet basis on 7°. We expand Y, (¢*, u*)? and show that the sum is lower bounded by
Q(h?).

Combining the bound Y, E[(¢,r)?] = O(ho?) from above with Y. (4", u")? = Q(h?), implies that
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= Q(hmin{e2,672}). Substituting into (9) finally gives us

h/2 3/2
h3/2 log®/% n
_ —d _ — )= —_—
Efllz]loc] = E : Z 2%, | =Q(ho) =0 (max{&(s}) 0 (max{€75} .

d=0ueTs:d(u)=

4 Formal Lower Bound Proof

We restate our main result for convenience.

Restatement of Theorem For any n='t%W) < ¢ < 1, 0 < 6 < C for a sufficiently small constant
C >0, it holds that any (g,0)-DP mechanism M for continual counting has error

max E[[M(z) - Ax||oo]=ﬂ<1°g3/2”>,

z€{0,1}n max{e,d}

where A is the n X n prefiz-sum matriz.

We now prove Theorem Our goal is to lower bound the noise needed to release a private version of
Az for a binary vector z € {0,1}". In Appendix [A| we prove the following reduction using inspiration from
prior works [BDKT12].

Lemma 2. If there is an (g,9)-DP mechanism M (possibly with data dependent noise) for prefix sums on
inputs x € {0, 1} with erroo (M) = max e 0,13~ E[||M(z) — Az|| ], then for any choice of 0 < 8" < 1, there
is a (2e,e56 + ¢')-DP mechanism M’ with oblivious noise for prefiz sums on inputs x € {0,1}™ with

= s

and max e qo,1ym E[|[M'(7) — Az ] < erreo(M). Here oblivious noise means that M'(z) = Az + z for z
independent of x.

Note that the prior work [BDKT12| gives a general reduction for obtaining oblivious mechanisms for
linear queries, but only for mechanisms that support arbitrary real-valued input vectors x € R™ and only for
neighboring inputs defined as ||z — /||y < 1. We modify their reduction, using the special structure of the
prefix sums problem, to give the above reduction for binary inputs.

Starting from an (e,d)-DP mechanism M, we may choose ¢’ = max{e,d} in Lemma [2] to obtain an
(2¢, e?d +max{e, 0})-DP oblivious mechanism M, for binary inputs of size m (with m as stated in Lemma[2)).
For £ > n~ 172 we have m = n®1). We then prove an

Q 10g3/2 m
max{e,d}

for oblivious mechanisms. Since m = n®1) and max{e,d} changes only by a constant factor, this gives the
result in Theorem [1

With this established, we return to using n as the length of the input vector z € {0,1}"™ and prove a
lower bound for an (g, §)-DP oblivious mechanism M,,.

Tree Structure. We assume n is a power of 16 and let h = log, n. This only affects the lower bound by a
constant factor as we can use the length 1611816 7) prefix of  to embed the hard instance. To define a basis
for R™, consider a binary tree 7 of height h, i.e. 7 has n leaves, where the i-th leaf corresponds to the i-th
coordinate of Az +z. Let V(T) be the set of nodes that are either the root or the right child of their parent.
We use the notation ¢(u) to denote the left child and r(u) to denote the right child of a non-leaf node w.
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For each node u € V(T), we define x* as the indicator vector having a 1 in coordinates corresponding to
the leaves in the subtree T rooted at u and 0 elsewhere. We also define V(7T%) := V(T)NT" as the nodes
v € T* with x? defined.

We observe that the number of vectors [V(T)| =1+ 22:1 24=1 = n. Furthermore, we claim that every
suffix vector Ae; € R™ having a 1 in positions j > 7 and 0 elsewhere can be written as a linear combination
of the x" vectors. Since the suffix vectors span R", we conclude that the x* vectors span R™. Moreover,
since there are n of them, they form a basis (although neither orthogonal nor unit length).

To write Ae; as a linear combination of the x* vectors, initialize § = 0 and traverse the path from the
root to the i’th leaf. For each node u visited, if i is the left-most leaf in the subtree 7%, add x" to ¢
and terminate. Otherwise, if w is an internal node and the path descends to ¢(u), add X" to . Upon
termination, we have § = Ae;. Define Z(i) C V(T) as the nodes such that Ae; = >°, o7,y X"

We observe that

n

Ax = zn:xiAei = Z Z X" = Z Z xix".
i=1

=1 ueZ(i) weV(T) i:u€Z(z)

Thus, if we define

then Ax = ZueV(T) aux". We note that since the " vectors form a basis, this linear combination is unique.
Since the x*" vectors form a basis, there is also a unique linear combination so that z = ZuEV(T) b, x"
with b, € R. From this it also follows that

Z; = Z b.xi = Z b,.

ueV(T) weV(T):xi=1

Note that the nodes u with x¥ = 1 are precisely Anc(i) N V(T ), where Anc(i) is the set of all ancestors of
the i’th leaf, including the leaf itself. Thus, to lower bound ||z||» we need to show that there is an index i
for which >, ¢ ane(iyny(7) Pu 18 large in absolute value.

Noise Accumulation. We next argue that noise accumulates up the tree 7 in a subtle manner. First
observe that ||z||cc > (max;z; — min; z;)/2. We thus lower bound E[max; z; — min, z;] instead of directly
lower bounding E[||z||o], circumventing the absolute value. We do this inductively up the tree 7. For any
node u € T, let T* be the subtree rooted at u and define £(7™) as the indices of the leaves in the subtree
rooted at u. For each i € L(T"), define

zo" = Z b,.

ve(V(T*)\{u})NAnc(i)

That is, z" sums only the contributions to z; from nodes strictly below u on the path from the root to the
i’th leaf. Also define

max<"(z) := max z; "
1€L(TY)
and
min<"(z) := min z; "
1€EL(T™)

We will show that max<%(z) — min<"(z) grows as we move up the tree.

For any node u € T, define A<%(z) as the random variable giving b, for every v € V(T*)\ {u}. That is,
A<"(z) gives the contributions to the noise vector z from x" vectors in the subtree rooted at u, excluding u
itself. A<*(z) is thus a function of z, A<"(z) : V(T*) \ {u} — R with A<"(z)(v) = b, for v € V(T*)\ {u}.
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We now consider how well b,.(,y can be predicted from the noise A</ (z), A<{r(W)(z) for u € T that
is not a leaf:

u (AU (z), AU (2)) .= infE Ubr(u) —m|| A<Z(€(u))(z>7A<é(r(u))(z)} _
m

Also let
Tup = Eloy o( A (2), ASH W) (z))].

For later use, we also define m (A< (z) A<(r(W)(z)) as a measurable minimizer m of
inf “bT(u) —m| | ASHE@) (), A<f(r<u>>(z)} :

chosen as the smallest conditional median.
Similarly, we also consider predicting the sum b,(y(4)) — Br(u) — Pr(r(uy) from A<TEW) () A<(r(W)(7)
for internal v € T whose children are not leaves:

o,u,r(A<r(Z(u))(z)7A<r(r(u))(z)) — igf]E “bw(u)) ~ brw) = Br(o(u)) — m| | A<r(f(u))(z)7A<r(r(u))(z) 7

and let
Tup = B0y (A< (z), AST0() (7)),

Again, we also define m®(A<"({(W)(z), A<"("(¥))(g)) as a measurable minimizer of
infE |:‘b7‘(£(u)) _ br(u) _ br(r(u)) _ m‘ | A<r(l(u))(z)’ A<T(r(u))(z)] ;

chosen as the smallest conditional median. Our goal is to show that max<%(z) — min<"(z) grows propor-
tionally to oy, and oy . Intuitively, this means that if there is still randomness left in b,.(,) after revealing
A<t (z), A<t (W) () or in b, (¢(u)) = Pr(uw) = br(r(u)) after revealing A<TEW) (z) A<T("(W) () then the
noise accumulates up the tree to create a large max<“(z) — min<*(z). This is captured in the following
lemma

Lemma 3. For any internal node w € T whose children are not leaves, we have

E[max<"(z) — min<*(z)] > 0y /2 + 0ur/2 + Z E[max</9(")(z) — min</9(W) (z)] /4.
f.ge{t,ry?

Proof. Let u be an internal node whose children are not leaves. We have

max<"*(z) — min<%(z) >
max{ max 2z %  max 2z "} — min{

z"
seL(THew)) "t e (TErw))

min ; z"}
i L(TeEw) )

, min
ieL (T ()
Notice that max{a,b} = (a + b)/2 + |a — b|/2 and min{a,b} = (a + b)/2 — |a — b|/2 for any a,b. Hence
max{a,b} —min{c,d} = (a+b)/2— (c+d)/2+|a—b|/24+|c—d|/2 = (a—¢)/2+ (b—d)/2+|a—b|/2+ |c—d| /2.
We now see that

. L0 . Ll
max zf" — min zf“ = max ZZ-< (ew) _ min zi< (&)
i€ L(TEE(w)) GEL(T L)) i€ L(Teew)) iEL(THLwD)
= max </ (z) — min<‘(W)(g).
and
. L . 4
max zf“ — min zf” = max zi< (r(w)) _ min zZ-< (r(w))
ieL(Te(r)) ieL(THrw)) ieL(Te(r)) iEL(THrw))

= max <) (z) — min<¢rW) (),
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Finally, we also have

max z~"— max z "
ieL(Teew) ieL(Ter)

L<rw) _p

max  z W) max ; r(u)

ieL(Teewn) " iEL(THr(w))

max <) (z) — max<¢"(W)(z) — b, ()

and

<u

min  z; ~u
ieL(TeEw))

i

min  z}%| = ‘mind([(“))(z) — min<"®)(z) — b, -
ieL(THr ()

We conclude
max<"(z) — min<"(z) >
max<¢(®) (z) — min <) (z) N max<£("(®) (z) — min <t () (z)
2 2
|max<0) (z) — max<{()(z) — b, | . ‘mind(z("))(z) — min <) (z) — b, ()

2 2

+

Now observe that max<‘‘()(z), max<¢"(®)(z), min<*“)(z) and min<*")(z) are all determined from
A<tEW) (z), A<t (W) (). Hence

E Hmaxd(‘(“))(z) _ maX<€(r(u))(Z) _ br(u)‘ | A<€(Z(u))(z)’ A<€(7‘(u))(z)] > Uu,Z(A<Z(Z(U))(Z)a A<€(r(u))(z))
and
E Hmind(a“))(z) ~ min<{r®)(z) - br(u)‘ | A<HE) (), A<e<r(u>>(z)} > g o (ASUEW) (), A<Ur() ()).

Thus we have

E[max<"(z) — min<%(z) | A< (), A< (W) (z)] >

E[max <) (z) — min <) () | A<UUW) (), A<UT () (5)]
+
2

E[max <" () (z) — mind(’”(“))(z) | A<HEW) (g), A<UT (W) (g)]
+

2
Ou g(A<Z(l(u))(Z)7 A<l(r(u))(z)) Ou g(A<Z(Z(U))(Z)7 A<£(r(u))(z))
, 4 Ju. )
2 2

By the law of total expectation, we conclude

E[max<"(z) — min<"(z)] >
E[max <) (z) — min <) (z)] N E[max<{r(®)(z) — min<‘"®)(z)]
2 2

+ Oy

Similarly for the grandchildren of w that are right children of their parents, namely r(¢(u)) and r(r(u)), we
have
max<*(z) — min<*(z) >

z Y ax  z; "} —min i 7z Y min z7 "}

max{ max S m min =
iec(Triewn) b e (Trrw) deL(Tre@)) b e (Trirtu)
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Using the same formula for max{a,b} — min{c, d}, we notice that

max  z % — max z Y

ieL(Trew)) ieL(Trirn) "

<r(f(u)) <r(r(u)) —
z; + bre(u)) — e ) B = brw) = brry| =

max
ieL(Tr(Ew)

max <" (z) — max<"")(z) + b, (o)) = BPrw) — Briru))| -

and

<u_ min  z*¥

min  z; ;
PEL(T () ieL(Trr(w))

- ‘min<’"“(“))(2) = min <" " (2) + by gy — By — brir] -

We notice that max<"(®)(z), max<"("®)(z), min<"“*)(z) and min<""*)(z) are all determined from
A< W) (z) A<r("(W) (), Thus by the same arguments as above, we conclude

E[max<*(z) — min<*(z)] >

E[max<"(“®) (z) — min<"¢ ) (z)] n E[max<"("(®)(z) — min<"("(") (z)]

2 2
By averaging, we finally conclude
E[max<"(z) — min<"(2)] > 0u.¢/2 + 0ur/2 + Z E[max<f(g(“))(z) _ min<f(g(“))(z)]/4-
f.ge{t,ry?

+ Our-

O

Recall that we assume n is a power of 16 and thus h = log, n is even. If we say that the root p is at depth
0, then the leaves are at depth h. If we now recursively apply Lemma [3| on the even levels of T, starting
from the root p and using that max<%(z) = min<%(z) = 0 when u is a leaf, we conclude

h/2—1
E[max<*(z) — min< Z Z 272d71(0u,€ +0ur),
d=0 wueT:d(u)=

where d(u) is the depth of u. Finally, observing that the root p satisfies p € Anc(:) for all i we have
E[|z||oc] > E[max; z; — min; z;]/2
= E[max<"(z) + b, — (min~"(z) + b,)]/2
= E[max<*(z) — min<"(z)]/2

h/2—1

Z Z Z 2_2d_1(0u,ﬁ + au,r)-

d=0 wueT:d(u)=2d

We now rewrite this into an alternative, but more convement representation. Let i be a uniform random leaf

index. Then for a node u, we have Pru € Anc(i)] = 2-4®). Letting pAnc(i) be the proper ancestors of the
7'th leaf, i.e. Anc(i) but without the ’th leaf itself, we have
h/2—1

E[||z]|o0] > Z Z Priu € Anc(i)|(oy.e + our)/2
d=0 wueT:d(u)=2d

h/2—1
Z Z E[1{u € Anc(i)}|(ous + our)/2

d=0 wueT:d(u)=2d

1
= 5 . Eieﬁ(T) Z Oul + Oupr| - (10)
u€pAnc(i):d(u)=0 mod 2
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What remains is thus to lower bound the expected sum of o, and o, on the even levels of a uniformly
random root-to-leaf path.

Restricting to a Subtree. We now restrict attention to a subtree of 7. Recall h is even, so there are
h/2 odd depths 1,3,...,h — 1. For a string s € {£,r}"/2 let T* be the subset of 7 containing all nodes u
for which the path from the root to w satisfies that in every odd depth 2j — 1, the path to v descends to the
left child if s; = £ and to the right child if s; = r. For even levels, we allow descending into both children.
Let £L(T*®) be the indices in the leaves of T*.

Now let s be uniform random in {¢,7}"/? and let i be uniform random in £(7%). Then the distribution
of i is uniform among all leaves of 7. By linearity of expectation, there must exist a choice of s € {£,r}"/2
such that

1
E[HZHOO] > 5 : Eieﬁ(Tﬁ) Z Out + Our
u€pAnc(i):d(u)=0 mod 2

| ke

=35 P €A i u u,r

=0 ueTs:d(u)=2d

| ke

LSS e

d=0 weT=:d(u)=2d
Fix such an s € {£,7}"/2. For a character a € {¢,}, let @ denote the opposite character, i.e. {=rand 7 ="

Then, we further have

hj2—1

>3 oo 2o (11)

d=0 weT3:d(u)=2d

Elllz]lo] =

N | =

We will thus show that this sum is large for any s.

From Weighted Sum to Max Bound. The bound in requires us to bound a weighted sum of
Ou,s5r; values. We reduce this to the simpler case of merely showing that at least one term in the sum is
large.

More concretely, consider choosing J C {0,...,h/2 — 1} as a subset of h/4 out of the h/2 choices for d
in the outer sum in . Next, for each d € J with d > 0, choose a subset J; of 24~ out of the 2¢ nodes
u € T*° with d(u) = 2d. If d = 0 is in J, then that corresponds to the root and we choose Jy = {p}, which
is the only node at depth 0. Assume we can show that for any such choice of J and {J;}4e7, we have

max max o, ¢, = O
deg uegy Ot T

then we claim that

Ef||z]o] > —.
lzllo) > 73

To see this, define for each d € {0,...,h/2 — 1} the value

mg := median {o,
ueTs:d(u):zd{ ws b

where the median, for an even number of elements n4, is defined as the ny/2’th smallest element and for a
set of size 1 is defined as the single element. Now let J C {0,...,h/2 — 1} be the indices d with the h/4
smallest values of mg. For each d € J, let J; contain the 29! nodes u € T* with d(u) = 2d having the
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> 0. By definition

smallest values of o, s, . By assumption, there is a d* € J and u € Jg- with Ouipt; 2

of Jy~, this implies mg« > 0. By definition of 7, it follows that for every d ¢ J, we have myg > my- > o.
Finally, for every d ¢ J, it follows that at least half the nodes u € 7° with d(u) = 2d have o, s, > 0.
Since there are 2¢ nodes u in 7° with d(u) = 2d, we conclude from that

h/2—1

Z Z 274 Tu,s5451

d=0 weT*:d(u)=2d

. Z Z 9—d . s

d¢ T ueTs:d(u)=2d
1
120
d¢J
ho
=, 12
16 (12)
We can thus focus on showing that for any J C {0,...,h/2 — 1} with |J| = h/4 and any {J4}dec7, with T4
consisting of half the nodes of 7° at depth 2d, there is at least one d € J and one u € Jy such that o, s
is large.

l\D\H

Elllzlloc] =

Y
N | =

v

Noise Reduction. The first step in bounding 0 = maxsec 7 max,ez, 0,555, for any choice of J and
{Ja}dae7, is to design an alternative mechanism whose noise is bounded in terms of Tusats

Consider an arbitrary s € {£,7}"/2. We will design a mechanism ﬁs that is (3¢, 30)-DP when restricted
to inputs z € {0,1}™ with z; = 0 for ¢ ¢ £(7?). The mechanism M, does not itself output a noisy version of

the prefix sums Az. Instead, it outputs a vector M(x) = m with one coordinate m,, for each node u € T*
with an even depth d(u) < h.

In more detail, the mechanism M, draws three i.i.d. copies z(!),z(®), z(3) of the noise z of the mechanism
M,(z) = Az +z. Let b{ for u € V(T) be such that z*) = 2 uev(T) bgk)xu. Then, for any d € {0,...,h/2—
1} and node u € T* with depth 2d, if s441 =7, let

= median{b{{),) - my (A<D (500), A< (44 (13)
and let the mechanism ﬁs set

m,, = qy + Qo () -
Otherwise, if sq4+1 = ¢, let

k k T u r(r(u
Qu —medlan{b o) —bi(i) bi(i(u)) — m (AT (z(R)) A< (z(R)))} (14)
and let the mechanism set
my, = qu + Gre(w)) = Cr(u) = r(r(u))-

Lemma 4. The mechanism M, is (3¢,30)-DP when restricted to inputs x € {0,1}" with z; = 0 for
i ¢ L(T®).

Proof. Let (9, () € {0,1}" be an arbitrary neighboring pair with xEO) = xgl) =0 fori ¢ L(T®). Let
1 € L(T*®) be the coordinate on which 0 = xgo) # xz(-l) = 1. Given an z € {z(9, (M} we argue that we can
obtain ﬁs(x) as post-processing of M/ (z) = (Az 4+ 2z, Az + 2, Az + z(®)). By standard composition,
we have that the mechanism M/ is (3,38)-DP and thus the same holds for ﬁs when restricted to inputs
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x with x; = 0 for i ¢ L(T*). Note that our post-processing function depends on the pair 2z () This is
sufficient because the DP inequality is checked separately for every neighboring pair.
Now to obtain Mg(z) from M/ (z), first compute for every node u € V(T) the value

0
I
JAiuEL()) JAEuEL(H)
Next, for k = 1,2,3, write Az + z® in the basis x* as Az 4+ z(*) = ZuEV(T) (ay + bfﬁ))xu. For each u,
subtract a}, from (a, + bq(f)) to obtain the value
b®) + 1{u € Z(i)};.

Now consider any d € {0,...,h/2 — 1} and node u € T° with depth 2d.

If s441 = r, then any leaf with an index ¢ € £(7°) falls in either the subtree rooted at r(¢(u)) or r(r(u)).
By definition of Z(i), we get that Z(i) is disjoint from V(7)) V(T )\ {£(¢(u)), £(r(u))}. Hence for
v € V(T Y (TH @)\ {£(6(w)), £(r(u))}, we have

b*¥) + 1{v € Z(i)}x; = b

This allows us to obtain A</ (z(k)) and A< (W) (z(*¥)  Finally, since we have a, + bi" for every
v € V(T), we can compute

. k u r(uw
median{ay ) + bl{), — mj (A0 (z0), A0 (z0))} -

. k u r(uw
median{b{), — mj (A=) (20), A< GO} 4, =
m,.

Symmetrically, if s411 = ¢, we have that Z(i) is disjoint from V(7)) U V(TN {r(L(u)), r(r(u))}.
We can thus compute A< (z(F)) and A<r("(®)(z(k)) Again using that we know a, + b for every
v € V(T), we can compute

. k k k r(£(u r(r(u
median{a, (u(u)) — @r(w) = Gr(r(u) + Bl — Priny — Prisuy — M (AT (20) A< 500))) —
B k) r(e(u r(r(a
median{b,(y,)) ~ by by — M (AT @), ATV @B+ o)) — ar) — ey =
m,.

Next we argue that m, has noise bounded roughly by Uu sa

Lemma 5. For any u € T*° at an even depth 2d < h, we have if sq41 =T

Efmedian{b{(), — mj(A<10) (21), A0 50))}2) < 3.7

u Sd+1
and if Sq41 =€

Cp® _p®

E[medlan{b () o (u

)~ m (A<r(€ u))( ) A<T r u))(z(k)))}2] <3. O—Z,sfffl'

£(u))

Lemma [5] follows almost immediately from Corollary
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Proof of Lemma[5 Using Corollary [I| we have for u € T* at depth 2d if sg41 =7
Elmedian{b{}), — mj (A< (509), A< 00 (500))32] <
1 u u ™ (u
3-E[[b{[),) —mi (A0 (z0), A<D () P =

and if sg11 = ¢

: (k) k) (k) — o A<T(E(w) (, (k) <r(r(uw)) (,(k)))12
E[Iilgglza}gl{br(e(u)) br(u) bT-(T»(u)) my (A ('), A (z'7))}7] <
1 1 1 u r(f(u r(r(u
3-E[b{)y, — b'h) — by, — mi(ASTE) (g1) A< (512 =
3 0577" =3- 0.1217831/1'

O

Privacy Attacks on 1\718. Based on our analysis of the residual noise a‘b/o\ve7 we now construct an adversary
that deduces the value of x; for a fixed ¢ € L(T?®) from the output of M, via linear measurements, when
o is too small. Specifically, we show that for any J C {0,...,h/2 — 1} with |J| = h/4 and any {Ja}de7,
with J; consisting of half the nodes of 7*° at depth 2d for d > 0 and Jy = {p} if 0 € J, there is at least
one d € J and one u € Jy such that o, 7, is large. Inserting this in implies that the £, error of the
original mechanism M is large.

For fixed s € {£,7}"/2 i € L(T*), J C {0,...,h/2 — 1} with |J| = h/4 and any {J4}acs with Jy
consisting of half the nodes of 7% at depth 2d for d > 0 and Jy = {p} if 0 € J, we design an adversary that
attempts to predict x; from ﬁs(x), while knowing the values of the coordinates x; for j # ¢. Since ﬁs(x)
is (6¢,3ed)-DP for x that is zero for j ¢ L(7?), it must be the case that for any neighboring pair of inputs
o' 2" € {0,1}" with o} = 0, ] = 1, 2, = 2 = 0 for j ¢ L(T?), and 2, = 27 for all j # i, if x is chosen
uniformly among {z’,z”}, then no adversary can guess x; from ﬁs (x) with high probability, even when
given knowledge of the pair {z’,2”}. Let x be uniform in {z’,2”}. We consider an adversary that estimates
x; as in Algorithm

In essence, the adversary performs a privacy attack via linear measurements 1. The vectors v’ are
inspired by the Haar wavelet basis and are defined independently of x. The key step is to show that the
vector ¢! computed by the adversary can be decomposed as

¢ =xl +r,

where ¢ is a deterministic vector depending only on i, s, J, {J4}des, and r is a noise vector whose /3 norm
is controlled by o. Given this decomposition, the adversary computes
. Yl ct Phr
xi:<i i>:Xi+ <z i>’
(¥', 1) (¥', 1)
which is a private estimate of x; with additive noise (¢, r)/(¢)%, u*). We now establish the decomposition
c' =x;u" +r.
For each u € V(T), let a, = >, c7(;)Xi so that Ax = 37 ), aux". For every d € J and every
u € Jq, if sq41 = r, the adversary subtracts
> X

J#ur(u)€L(H)

from M, (%), to obtain

M, (x)y — Z Xj = Qu + Ap(y) — Z X; =gy + 1{r(u) € Z(i) }x;,
J#ir(w)EZ(F) Jj#ir(w)EZ()
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Algorithm 1: Adversary for ﬁs

Input: s € {¢,7}"2, i c L(T*), T, {Titacs, ©', ﬁs(x)

Output: Estimate x;

Initialize ¢!, = u!, = ¢ = 0 for all u € T* with even depth d(u) < h, and set ¢}, = u, =0 and
P =27h4,

for u € T* with even depth 2d < h do

if i € £(T"") then
‘ w; _ _2—(h/2—d)/2;

else
‘ Yi = 9~ (h/2-d)/2,
end

end

forde J and u € J; do

if 5441 = r then

e, =272 (Ms(")“ = Djtis(wer(y) 9”9);

pi = 27421 (i € LT},

else

Ci — 27d/2 (Ms(x)u — Zj#i:r(ﬁ(u))EI(j) 1’; + Zj;ﬁi:T(u)EI(j) l’; + Z]#zr(r(u))ez—(]) m;)a
il = —27921 {5 € L(THr)};

end
end
Compute %X; = é:f: ;7>>,

return X;;

where q,, is defined as in . We observe that for s;11 = r we have that ¢ is in either the subtree rooted
at 7(¢(u)) or r(r(u)) and thus 1{r(u) € Z(i)} = 1{i € L(T"“W))}. The adversary has thus computed

Qu + 1{i € L(T"H D)},

4/2 4 obtain

Now multiply this by 2~
ch =272 (qu + 1{i € LT px;)

If instead sq4+1 = ¢, the adversary subtracts

DD D DI TR DR

G (E(w)EL(j) JFEr(WELG)  guEr(r(w)ET()

from M, (%), to obtain

M, (%), — o Y ox- Y x]=

A ENETG) g @ETG) | i (w)eT()
Qu + 8 (0(u)) = Ar(u) — Br(r(u)) — ooooxi— > x> x| =
FEEE@IETG) A ET() i @)ET()

Qu + (L{r(f(w)) € Z(0)} — 1{r(u) € Z(i)} — 1{r(r(u)) € Z())}) %,
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where qy is defined in ([4). Since for s411 = ¢ we have that i is either in the subtree rooted at £(£(u)) or at
¢(r(u)), we conclude by the definition of Z(i) that if i € L(T*“(")), we have

{r(l(uw) e Z(i)} — L{r(u) €e Z(:)} — 1{r(r(v)) € Z(i)} =1—-1-0=0.
and if i € L(T*"(")) we have
{r(l(u) e Z(i)} —1{r(u) € Z(i)} — 1{r(r(v)) €Z(i)} =0-0—1=—1.

The adversary has thus computed
qu — 1{i € L(T*"W))}x,.

Now multiply this by 2-%2 to obtain
ci = 9-d/? (qu —1{ie c(T“T(u)))}xi) :

Now define a vector r with one coordinate r, for each u € 7° at an even depth less than h and an
additional dummy coordinate ry = 0. Define r,, = 0 for u ¢ Ugec 774 and define r,, = 2-4/2q, otherwise. By
the above arguments, ¢’ = x;u’ + r, establishing the promised decomposition. For i € £(T*), the adversary
computes the estimate o 4 _ 4

A ¢Z7Cl war_i_x"uz er
Xi:<ii>:< iil>:xi+<iz’>'
(Wi, uf) (Y%, pt) (¥%, pt)

Since X; is a deterministic function of ﬁs(x) and ', it is (6¢, 3ed)-differentially private by the postpro-
cessing property of differential privacy. Moreover, X; is an estimate of the binary variable x; with additive
(¥'.r)
Whuty’ i
vectors z(M),z(?) z(3) (which are independent of x because M, is oblivious). We observe that none of ¥?, 1’
r depend on z’: " depends on i and s, u* depends on i, s, J,{J4}dcs and r depends on s, 7, {Jy}acs and
the noise vectors z(1),z(?), z(3), Applying Lemma |1} we conclude that for fixed s,i, 7, {J4}acs as defined
above

noise

which is independent of x;. This is because r only depends on s, J, {Ji}tac7, and the noise

E[(y", r)?]

W )2 = Q(min{37272,37262}).

Therefore, for fixed s, 7, {Ja}acs

SR, =0 Y (@ u) min{37%%,37257%} | (15)

i€L(T*) iE€L(T™)

We now want to upper bound > _,c /(7 E[()%,r)?] and lower bound Ei€£(75)<wi,ui>27 which will give
us a lower bound on o.

We start by upper bounding 3=, »(7+) E[(¢",r)?]. Observe that the 1)* vectors are orthogonal and unit
length.

Lemma 6. Fori € L(T*®) we have ||v!||3 = 1 and for i # j with i,j € L(T*), we have (¢, 17) = 0.

This lemma follows directly from the definition of 1* and the proof has been deferred to Appendix [Cl It
follows from orthogonality and unit length that 37, r oy E[(¢", 1)%] = E[3",c £+ (¥, 1)?] < E[[|r[|3]. Now
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recall that o = maxge 7 maxye g, 0y s, We observe that

Ellr|3] =) > Er}]

deJ ueJa

< Z Z 3'2_d'ai,s§j1

deJ u€Jq

<3.) > 2t

deJ u€Ja

:3.Z|jd|2—d.02

deJ

=(3/2)- ) 22707

deJ
=(3/2)-|J|- 0
=(3/8)-h-o% (16)

Next, we lower bound Zieﬁ(73)<wi,ui)2. Define for convenience the notation Anc(i,d) € T as the
ancestor of the i’th leaf at depth 2d. Let us next consider

> W)=

i€L(T®)

h/2—1

i _ _ i £(Anc(i,d))
Do D0 Hhnea2 MEOA(-HEEAT ) (17)
i€L(T®) d=0

Let u = Anc(i, d) for short. Then

uz(_l)n{iec(ﬂ‘“))}

9=d/2(_)Hsan=0q{; ¢ £(TSd+1(8211(u)))}(,1)1{1‘65(7’““))}.

Now consider first the case sqy1 = £. Then 1{i € L(T*¢Garr())} = 0 if i € L(T*™). If instead
i€ L(T™™), we get
(71)1{5(“_1:[}(71)1{1'6[)(7'@(“))} - —1-1=—1.
Similarly, if s4;1 = 7, then we need only consider i € £(T*®)). Here we have
(71)1{5,“_1:(}(71)1{i€£(7'['(“))} -1. (71) = 1.

Thus in all circumstances, we may simplify

MZ(_l)]l{iEL(Tﬂ(u))} _ _2_d/2]1{z- c £(7-sd+1(sf1\fl(u)))}.
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Inserting this in , we see that

h/2—1

Z Z —2_h/41l{i c E(Tsdﬂ(s?i(AnC(iyd))))} —

i€L(Ts) \ d=0

[

h/2—1

9—h/2 Z Z ]]_{Z'E£(T5d+1(sﬁl(AnC(ivd))))} =
iEL(T=) \ d=0
h/2—1h/2—1
9—h/2 Z Z Z 1{i € L(Tser (ar(AncGd)ng £ ¢ E(Tsd’+1(5/d’\+/1(AnC(iad/))))} =
i€L(T#) d=0 d’'=0
h/2—1h/2—1

—h/2 Z Z Z Z Z ]l{z c Ll Tsuz+1(sd+1 u)))}]l{l c E(Tsd’+1 Saii1 u)))}

=0 u€Ja vETy i€L(T?)

Now define vectors ¢" for each u € Uge 7 Jq. If u is in depth 2d, we let ¢* be the indicator vector with one
coordinate for each i € £(T*) taking the value 1{i € £(T*¢+1(sa+1(W)))} Then by the above we have

2

Z <1/}Z7M7,>2 _ 27h/2 Z ¢u

i€L(T) u€Uaeg Jda 2

Applying Cauchy-Schwartz, we first see that

2

2
272NN e =2 YT || (T (18)

u€Uge g Jd 9 u€Uge g Ja 1

Now using that the vectors ¢* are indicator vectors we have that equals

(5 ) —e (z > ¢“|I1>2—2h (z z2h/“1)2_

u€Uge gJa deJ ueJq deJ ueJq
2
2
9—h (Z 2d12h/2d1> —9—h (h . 2h/274> — 982
aeJg
Therefore,

> @huh)? > 278m% (19)

1€L(T*)

Using the upper bound of E[||r||?] and the lower bound of ZieL(Ts)w}iﬂ u)? in inequality (15)),
it follows that _r
3-h-o

3 > Q(h? - 278 min{6 %2, (3e) 20 2}).

This gives a lower bound of

= Q(hmin{e"2,072}) = 0 = Q(Vhmin{e "1, 671}).
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Inserting this in we conclude

h3/2 log®?n
E[|M(z) — A >E =l —F= =0 ——— | .
xer?oag(}n [IM(z) el 2 Efl|z oo} (max{5,5}> (max{5,5}

This completes the proof of Theorem
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A Reduction to Oblivious Mechanisms

Proof of Lemma[3 Assume M is an (e,d)-DP mechanism (possibly with data dependent noise) for prefix
sums on inputs x € {0,1}" and define

erreo (M) = max E[||M(z) — Az|c]-

z€{0,1}n
Let R € [n] be an integer such that 2R divides n and let m = n/(2R) for short. To avoid confusion, for k € N
let A®) € {0,1}*** denote the lower-triangular all-ones matrix, so A®*)z gives the prefix sums of z € R¥. To
be consistent with the rest of the paper we write A := A, We first argue that we can construct an (g, §)-DP
mechanism M’ for prefix sums on inputs x € {—R, ..., R} with max,c;_g, . gy~ E[||M'(2) — A g o] <
erro(M). Note that we define two inputs in {—R, ..., R} to be neighboring if they differ by 1 in exactly
one coordinate and are equal in all other coordinates.

The construction goes as follows. Given a vector x € {—R,..., R}, map it to the vector 2’ € {0,1}"
where each z; is replaced by a consecutive block of 2R bits in z’. The block starts with z; + R many 1’s,
followed by 2R — (x; + R) = R — x; many 0’s. Observe that two neighboring vectors in {—R, ..., R}™ map
to neighboring vectors in {0,1}". We thus have that M’ is (e, )-DP. To answer a prefix sum query for the
i’th prefix, with ¢ € [m], we use M(z’) and compute the ¢ - 2R’th prefix sum on 2’ and subtract ¢ - R from
it. We can thus via post-processing of M(x’) obtain M'(x) satisfying E[||M/'(z) — Az| ] < erroo(M).

From M’, we now wish to construct an oblivious mechanism M for binary inputs « € {0,1}™. For this,
consider the following discrete truncated Laplace z with range {—R, ..., R}:

exp(—elk|)

S gexp(—eljl)’

Pr[z = k] =

Notice that for k € {—R+1,..., R — 1} we have

Pr(z = k] _ exp(—elk|)
Prlz+1=k] exp(—¢lk—1]|)

< exp(e).

The same holds for Pr[z+1 = k]/ Pr[z = k|. For binary z € {0, 1} and mechanism z+ z, the boundary values
—R and R contribute exp(—¢R)/ Zf:_R exp(—e|j|) < exp(—¢eR). Setting R > [In(1/4")/e] thus suffices for
(€,¢")-DP of the mechanism = + z on binary « € {0,1}. We can now execute a variant of the reduction to

the oblivious setting by [BDKT12]. On an input = € {0, 1}, the mechanism M first samples z1, ..., %, as
discrete truncated Laplace variables with range {—R, ..., R}. Let z be the vector with coordinates z;. The

mechanism then outputs ﬁ(az) = Az + M'(z) — Az.

The mechanism M is clearly oblivious as the noise M'(z) — Az is independent of x. Moreover, since
maxge(—g,.. rym E[[|M'(z) — Az||] < erreo (M), we also have E[||M'(z) — Az||w] < erreo (M).

Finally, for privacy, consider two neighboring x,z’ € {0,1}™ and assume wlog. that z; = 0 and z} = 1.
Consider any possible output y € R™ and let p(M x,y) denote the probability density function of M’

returning y when the input is z. Define p(M x,y) similarly but for M. Then

p(ﬁ,m,y) = Z HPr = zjlp(M', 2,y — Az + Az).
2e{—R, .., R}m j=1

At the same time, we have

Z ﬁPr =zl p(M, 2,y — Ax’ + Az)

z€{—R,...,R}m i=1

Z HPr[zi = zilp(M/, 2,y — Ax — Ae; + Az).
2€{-R,...,R}m i=1

p(M, 2, y)
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Now for any measurable subset S C R™ and z; < R, we have by privacy of M’ and z, z+e¢; being neighboring
that

/ p(M', 2,y — Az + Az)dy < 66/ p(M, 2z + e;,y — Az + Az)dy + 4.
yeS yeS

We therefore have

/ p(M, z,y)dy <
yeS

Z H Pr(z; = 2] (ea/ p(M') 2+ e;,y — Az + Az)dy + (5> <
yeS

z€{—R,...,R}m j=1

Z e Prlz; = z; + 1] HPr i = 2] ( / p(M'7z+ei,y—Ax+Az)dy+5>—i—Pr[zZ-:R]g
2€{—R,...,RY™:2;#R j#i yeS

Z e** Prz; = 2 + HPr P = 2] (/ p(M’,z+ei,y—Ax—|—Az)dy> +e6+0.
ZG{fR,‘.,,R}m:ziyéR JFi yeSs

Now do the substitution Z = z + e; to conclude

/ p(M, z,y)dy <
yeS

> e** Priz; = %] [ [ Prlz; = (/ p(M’,z,y—AerAz—Aei)dy)+e€5+5’:
yes

Z€{—R,....R}™ i

e** / p(M, 2’ y)dy + €6 + &
yeSs
A symmetric argument with the roles of z and 2’ swapped finally concludes that M is (2¢,e°0 +4")-DP. O

B Median-of-Three Trick

Here we show how to derive Corollary (1| from the work of [LPT21]. For the proof, we use the following
auxiliary result by Larsen, Pagh and Tetek:

Lemma 7 ([LPT21]). Let f: RT — RT be a non-increasing function and let t be a positive integer. Then
o %) t
/ f@t/tde < (/ f(a:)dx) .
=0 =0

E[median{z, zQ,Z3}2] < E[min{|z1 |, |ZQ\}2] + E[min{]|z, |, |Z3\}2} + E[min{]|z|, |Z3\}2}
= 3-E[min{z?,z3}].

Proof of Corollary[1, We have

Let p, = Pr[|z1| > ] and recall the layer-cake formula E[|z1|] = [~ psdxz. By independence of zy,zs, we
get
E[min{z?,z3}] < / Pr(z > x A z3 > z]dz
=0

(o)
:/ Pr[z? > x]%dx

=0

/00 Pr[|z:| > vz]*dz
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Letting f(z) = Pr[|z| > ], we get from Lemma[7] that

oo

Efmedian{z,, 25, z5}2] < 3 - (/M Pr]|z:] > x]dm>2

3-E[|z1]]*

C Properties of Attack Vectors

Here we prove Lemma |§|, stating that the 9" vectors are orthogonal and unit length.
Proof of Lemmal[@ Let i # j with i,j € £(T*). Then
(Wt 7y = 9—h/2 4 Z 27(h/27d)(7l)ll{ieﬁ(Te(“))}+Il{j€£(7'[(“))}
w:t,jEL(T™)

If u denotes the lowest common ancestor of the i’th and j’th leaf, and u is at depth 2d, then u contributes
—27(h/2=d) {4 the inner product, the k’th ancestor of u contributes 2752~ ("/2=d) " and all other nodes
contribute 0. Finally, the dummy coordinate contributes 2~"/2. Hence the inner product precisely equals

d
_o—(h/2=d) 4 o=h/2 | Z2fk27(h/27d) — _9—(h/2=d) 4 9=h/2 4 9—(h/2-d) _o9—h/2 _
k=1

Thus the 9! vectors are orthogonal. We also have

h/2—1

[l =22 4 37 a2
d=0
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