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Abstract —Severe privacy leakage in the AOL search log incident has attracted considerable worldwide attention. However, all the web
users’ daily search intents and behavior are collected in such data, which can be invaluable for researchers, data analysts and law
enforcement personnel to conduct social behavior study [14], criminal investigation [5] and epidemics detection [10]. Thus, an important
and challenging research problem is how to sanitize search logs with strong privacy guarantee and sufficiently retained utility. Existing
approaches in search log sanitization are capable of only protecting the privacy under a rigorous standard [24] or maintaining good
output utility [25]. To the best of our knowledge, there is little work that has perfectly resolved such tradeoff in the context of search
logs, meeting a high standard of both requirements. In this paper, we propose a sanitization framework to tackle the above issue in
a distributed manner. More specifically, our framework enables different parties to collaboratively generate search logs with boosted
utility while satisfying Differential Privacy. In this scenario, two privacy-preserving objectives arise: first, the collaborative sanitization
should satisfy differential privacy; second, the collaborative parties cannot learn any private information from each other. We present
an efficient protocol —Collaborative sEarch Log Sanitization (CELS) to meet both privacy requirements. Besides security/privacy and
cost analysis, we demonstrate the utility and efficiency of our approach with real datasets.

Index Terms —Search Log, Differential Privacy, Sampling, Optimization, Secure Multiparty Computation
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1 INTRODUCTION

Web search logs contain a large volume of Internet users’

posed queries and clicked urls. Such data gives great insighivate interests and concerns which can be embarrassing (e
into human behavior via their search intents, then it can lsexual habits) or lead to discrimination (e.g., health eés3u
used to examine the observed patterns of human behaviofTasn, if search log data is released without sanitization or
well as to draw important predictive inferences, e.g., [teey ~ with trivial anonymization like the AOL data, many individls

the pattern of flu spread during the flu-season, estimatingght be easily re-identified by adversarial data recigavith

the customer needs and market trends, and identifying tsmme prior knowledge, and then web users’ entire sensitive
popularity of electoral candidates and economic confidensarch information will be explicitly disclosed to adveisa.
Search engines themselves use it to improve ranking [211},the case of AOL 20 million records were released with only
detect common spelling errors [2], and recommend similaseudo IDs replacing the names. However, it was possible
gueries [7]. Researchers, data analysts and law enfordentenidentify many users from the dataset which subsequently
personnel also analyze it for deriving the human living kabiresulted in a class action lawsuit against AOL. [4], [14]
[14], investigating criminal activities [5] or detectingpie illustrated that it can only take a couple of hours to breach a
demics [10]. It is also an important tool for the governmermarticular user’s privacy in the absence of good anonyrioizat
for shaping public policy based on user concerns and opgniohhus, it is crucial to sanitize search logs appropriatelfpize
captured through web logs. storing, analyzing or possibly publishing them.

There are millions of search queries each day and theThere has been prior work on anonymization of relational
information is logged and stored for analysis. However, omatabases (e.g., k-anonymity [42]), yet it is not directigreed
problem with the storage and the possible release of seatte to significant differences between search logs and rela-
logs is the potential for privacy breach. Although searajslo tional databases [25]. Some recent research results have be
may be stored or published by replacing the sensitive usproposed to sanitize search logs along two dimensions. On
IDs with pseudonyms (i.e. the published data in AOL incidemine hand, each of [5], [17], [22], [25], [27], [30] presented
[14]), there are hidden clues in the search data that caalrev@n anonymization method that satisfies its defined privacy
the identity of the user. Also, the queries may reveal theisim notion (mostly the variants of k-anonymity) and attempts to
retain good utility. However, the privacy notion in each loét
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utility might be greatly damaged since the association betw 2 PRELIMINARIES
different query-url pairs has been removed. With the outPY 1 gearch Log Data

we can neither develop personalized query recommendation, N ) . )
nor can we carry out human behavior research and crimif¥gb users’ most sensitive values in their search history are

investigation since the output data no longer include tfge click-through information. Sometimes“ queries are more
individual web user’s IDs. Therefore, the output utility e S€nsitive than the clicked urls (e.g., query “diabetes wiaef
existing differentially private search log sanitizationnk[13], @nd click “www.walmart.com”), or vice versa (e.g., query

[24] is not that satisfactory. “medicine” and click “www.cancer.gov”). We thus consider
each distinct click-through query-url pair (simply derabte
1.1 Contributions as query-url pair) as a single sensitive item. We dgt=

There is little work that has perfectly resolved such trdﬁeo{¢1’ ¢2’a: .’I(%Stn} k;e thé_query-url palhr lelver_selvghere IS
in the context of search logs — by generating the outpgllﬁ cart |na|y,|o Q.d ven f?' sfearc i ogy n:jcu Itng m
which simultaneously achieves a high standard of both pyiva merent users: logged search information, we denote aef u

rotection and output utility. In this paper, to the best of’ (whgrgl < j <m)'s share inD as: .
P P y pap -SDef|n|t|on 1: (UserLoOG U;) Useru;’s all query tuples in

our knowledge, we take a first step towards addressing t h inale tuol U includ
deficiency by presenting a novel sanitization frameworke TH €€ EVery singie up Bij, éi, ¢ij] € U; includes a user-
D wuj, a click-through query-url paip;, and the count ob;

main contributions are summarized as below: ) k
posed by uset; (1 <i<nandl <j <m).

« Utility. The existing differentially private algorithms [13], Search logD = {U, Us Un} consists of all the users

[24] only made the statistical information of queries, ,...,Upy’'S shares. Table 1 gives an example for the search

and clicks publishable, and broke the association . non-negative integer at theh column and thejth row
different queries/clicks posed by the same user. This leads_ i <mn, 1< j<m) indicates the count of query-url pair
to huge utility loss. We propose a novel differentiall ” Bosgd l;y Uset.

7 g+

private mechanism that samples the output Wdéntical

schema as the inpuhus, the sanitized search log can TABLE 1

be analyzed in exactl)_/ the same fashion and for the An Example of Search Log D
same purposes as the input. E.g., it enables personalized

query recommendation, individual human behavior study, Query-url pairs (Sensitive ltems)
criminal investigation, among others. Lecrs G NI T 7 S
Meanwhile, to further boost the utility, we build a collab- us 1|1 |o0of|of a4
orative sanitization framework that enables differentdat u S I IO I B
owners to produce a collaborative publishable search log, us 1lo|7|o0o|o]ls
which significantly improves the utility as compared to uo P I B B B B
publishing on their own (this benefits society greaily s 1 |lo|5]o0o]o]1
We also show the boosted utility in experiments. Totalc;) | 8 | 6 | 18] 3 [ 7 ]9

o Privacy and Security. Practically, involving untrusted
participants into the sanitization would pose additiona@.2 Utility Measure

privacy and secur!ty concern to every party since ea‘g]earch log analysis has been widely used to function many
of ther_n_holds their own private mp_ut data._ We preserﬁ.')tractical applications, such as search results ranking, [21
an eff|C|en_t protocol for colla_borc_a\tlve parties, n_amel uery suggestion and recommendation [7], and spelling cor-
Collaborative &arch Log Sanitization CELS), which rection [2]. In our prior work [26], we have developed dif-

ens.ufrezzlﬁl) the_ (iollgboratlve dszanglzatlclinbover. all .part'?erentially private sanitization algorithms with thredfeient
satisfy differential privacy, and 2) the collaborative yes measures — total output count, frequent query-url pailgyuti

cannot learn any pnvate_ |nfo_rmat|on from each other._ and query-url pair diversity. We now define an all-rounditytil
Also, we prove differential privacy and protocol Security o ~sure for the sanitization instead

for CELS and experimentally evaluate the performance Measuring the count ratio difference of all the query-url

of our approach with real datasets. pairs in the input and output is a generic way of evaluating
The remainder of this paper is organized as follows. lgjlity. However, Deng et al. [6] has noted that, such apphoa
Sec. 2, some preliminaries for this work are introduced. Wg inherently biased towards heavily-clicked urls. In ortte
present the sampling mechanism and derive the conditions f@jance this bias, we employ an entropy-biased utility miesas
satisfying differential privacy in Sec. 3. Then, we proptise o evaluate the information loss in the sanitization. Coesing
sanitization framework and the corresponding analysiseio. Sthe count ratio of all query-url pairs in the input/output
4 and 5 respectively. Sec. 6 gives experimental results, aghrch log as twerobability distribution functions (pdfjwe
Sec. 7 reviews the related literature. Finally, Sec. 8 ames$ gefine the utility loss function using Kullback-Leibler(iKL

the paper and discusses the future work. divergence between these twdfs:
1. For instance, since the data can be proven to be publshahatious
external researchers can now conduct human behavior stuldyge quantities C Ci/|D|
of search logs collected from various search engines. dleithta owners nor DkL = Z D 0g — 0O (1)
data recipients need to worry about the breach of data grivac Y, eQ | | Iz/| |
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wherec; = Z;‘:lcij (recall thatn is the number of all of every sampled outcome in one trial is given as the ratio
unique query-url pairs), anfD| and |O| represent the total <, for each query-url paiy (derived from inputD).

count of all query-url pairs in the input and output respetti. ~ An example of the multinomial sampling is given in Fig. 1,
Note thatz; might be enforced to bé to satisfy differential assuming thatxy,...,z,) = (0,3,20,0,4). We thus have:

privacy in the sanitization. At this tim& ;, may approximate 1) In every multinomial trial for any query-url paif;, the

+oo. Thus, we slightly revise Equation ¥; = z;+1 and probability that any user-Dy; is sampled, is*. E.g.,
Ol =>isi@ = (@i +1)=[0]+n. “car price, kbb.com” in Fig. 1, the probability that user
n 082 is sampled isﬁ. However, the probability that
Di1(D,0) = { i Jog( 2. 0] +") ) user081 is sampled for; is 0. o
~— [ID| "'|D| wi+1 2) While sampling user-IDs for query-url paif;, since

the expected value of every random variablg is
E(x) = x; - <L, the shape of sampled user-query-url

i

histograms forp; is analogous to the input (guaranteed
by multinomial distribution). E.g., while sampling user-
IDs for “google, google.com”, even if the output count

The revised utility loss functio® k1, (D, O) lies very close
to Dk, and avoids the zero denominator constraint, then we
regard it as our utility measure.

2.3 Privacy Notion z; =20 < ¢ = 15+ 7+ 17 = 39, the shape of a
We consider two search log® and D’ to be neighbors if sampled histogranig, 3, 9 (see Fig. 1(b)) and15, 7,
they differ in any user logl;, resulting in the following 17} (in the input) is similar.

threeCases (1) D = D' JUj, (2) D' = D|JUj, and (3) Thus, the output user-query-url histogram (see Fig. 1(b))

U; is different inD and D’. However, ensuring-differential has the identical schema as the ingit which can be also

privacy is not always feasible: e.g., if an outpltincludes considered as a user-query-url histogram.

an item in D but not in D', such as user-IDu; in (1), . ) . )

the probability of generating) from D’ is zero while the 32 Differential Privacy for Sampling

probability of generatingD from D is non-zero, hence the As described above, i = (z1,...,z,) and D are given,

ratio between the probabilities cannot be boundeadbygue multinomial sampling can generate probabilistic outputsh(

to a zero denominator. We thus employ the relaxed privamentical schema aB). We now discuss hoyg, §)-differential

notion: privacy can be achieved in the sampling for any two neigh-
Definition 2 (e, §)-differential privacy): A randomization boring inputsD and D’. Recall that the relationship between

algorithm A satisfies(e, §)-differential privacy if for all neigh- D and D’ has three different cases, we first look at Case

boring inputsD and D’ and any set of possible outputs (1) D = D’JU; (whereU; is an arbitrary usew;’s user

we have Pr[A(D) € S] < e‘Pr[A(D') € S] + 6 and log) in Sec. 3.2.1 and 3.2.2. Two complementary scenarios

Pr[A(D') € S] < e*Pr[A(D) € S]+ 4. of bounding the difference betweeRr[A(D) € S] and
More specifically, if bothPr[A(D) € S] and Pr[A(D’') € Pr[A(D’) € S] per Definition 2 will be discussed respectively

S] are positive, ther—¢ < LrADIESL — ce it prig(D) e for Case (1), wherd is an arbitrary set of possible outputs. In

PrlA(D")eS] . g
S] = 0, then Pr[A(D') € S] < ¢ and vice-versa. Our Sec. 3.2.3, we dl|scqss the extension to Casé(2x D Uj,
sanitization satisfies the above notion. and Case (3Y; is different inD and D'.
3 DIFFERENTIAL PRIVACY GUARANTEE 321 PrlA(D')e S]=0inCase (1) D =D"JU;

In this section, we present our sampling and show thdthile running multinomial sampling with input® and D’
differential privacy for sampling is guaranteed by saiisfly respectively, if all the outputs ir$ includes the differential
some constraints. user-ID u;, then we havePr[A(D’) € S] = 0, because:
D’ does not haveu;, and if sampling with the histogram
in input D’, the output would never include user-i). Per
) _ Definition 2, Pr[A(D) € S] < § should hold. Equivalently,
In fact, the input search lo@ can be considered as an “Inpu;maX{Pr[A(D) e S]} should be bounded by. In fact, the
user-query-url Histogram{'c;; }, and a coarse-grained “INputy, 5 yimum pr[4(D) € S] occurs whens is the set of all the

query-url Histogram’c = (c1, ..., c,) can be aggregated bypossible outputs including;. Thus, we have
collecting the counts of alh distinct query-url pairs inD.

Similarly, we regard those histograms in the outgutas
“Output user-query-url Histogram{Vz;,; } and “Output query- max{Pr[A(D) € S|} 3
U”DHifStQQrarg"E’CM:l(_xh S iﬂén) ing with and.) =Pr[A(D) € “All outputs includingu;”]

efinition ultinomial Sampling wittD and z): _ :
Given input search logD (fine-grained input user- =PriA(D) includes at least one;]
query-url histogram) and the aggregated output countslf sampling with the histograms in inpub, Equation 3
x = (z1,...,2,), sampling a fine-grained output user-queryequals the probability thatw; is sampled at least once in
url histogramO = {Vx;; } with multinomial distribution is the the multinomial sampling process of all the distinct query-
process of sampling specific user-IDs for every query-uir paurl pairs in U;”. For every query-url paig; € Uj, if its
¢ € @ throughz; multinomial trials, where the probability total output count in the sampling is;, the probability that

3.1 Multinomial Sampling
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Input Search Log Multinomial Sampling Output Search Log
[]JS‘”' query-url pair ;| Count { o yte the Optimal Sampled User | query-url pair ®; | Count
Y % | optimal output query-url pair @, COUlPUl User IDs ID X;
081 pregancy test nyc, 2 counts of all the ount X (sampled times) 081 6
medicinenet.com query-url pairs . tosinsor N preganey ‘ A
book, amazon.com 3 x=(Xp,.., X,) | edicinenet-eem
book, amazon.com 2
google, google.com 15 book, amazon.com 3 2081 (2), ) " 3
082 car price, kbb.com 2 083 (1) google, google.com
google, google.com 7 (Sampling is google, google.com 20 20081 (8), 082 | car price, kbb.com 1
083 | google, google.com | 17 | differentially 082 (3), 083 (9) google, google.com | 3
diabetes medecine, 1 p“f’ate if x I TIBTTeS TICATCIT, v 083 | google, google.com 9
walmart.com satisfies the T e oI - P
conditions in . =ttabetes TITCUCCIIG, \
book, amazon.com ! Theorem 2) car price, kbb.com 4 32082 (1), —— ATt
car price, kbb.com 5 083 (3) book, amazon.com 1
(Maximize the output utility with a defined utlllty' car price, kbb.com 3
measure for the output counts of all the query-url pairs)
(a) Sanitization with Multinomial Sampling (b) A Sample Output
Fig. 1. An Example of the Multinomial Sampling in the Sanitization
u; is not sampled in any single multinomial trial FS— This completes the proof. O

because user; holds ¢, with the countc;; and the total

Similarly we can prove thatPr[A(D) € S] < § +

count of ¢; in D is ¢;. SinceVey;, € U; may lead to e°Pr[A(D’) € S]. This shows that we can ensuring differ-

that «; being sampled, and the multlnomlal sampling fogntial privacy by letting?O, € S, e

—e Pr[A(D)=0
< Pr[[A((D’) 02]] s e

every query-url pairg; includesz; independent trials, we in multinomial sampling, detailed as below.

have Pru; is not samplefd = i, (“_=)". Finally, we

For all query-url pairs in bothU; and D’, sampling

can obtain the probability that; is sampled at least once:yser-IDs from D involves an additional user- IDu; (but

Pru; is samplef=1 — . Thus, we have:

Hz 1(%)

u; ¢ Og9) compared to sampling user-IDs frofy'. We then

Pr[A(D)=0 Pr[A(D")=0
m (e — e\ have w <1< W Since the ratio
max{Pr[A(D) € 5]} =1 - 1_[1 — 4) 75:[%((3);%22]] is bounded b[yl( (?nd ]ef) we only need to
= r[A(D

drive a bound for the rati
sampling for all query-url pairsp; € @ is independent,

Note that for any query-url paip; € U; wherec;; = ¢; (¢;
is uniquely held by uset;, e.g., use083’s sensitive query-
url pair “diabetes medicine, walmart.com”), if its outpuwtumnt
x; > 0, the probabilitymax{Pr[A(D) € S]} = 1, which
cannot be bounded hy. Thereforez; = 0 must hold for this

A(DI=0a] * Since the conducted

Pr[A(D")=0
we denoteg;’s share in ratlow asr; (note that
PT[A(D,):O2] _ H ’f")
PrlA(D)=02] ~ llvg,eqQ "/

As mentioned in Sec. 3.2.1, all the query-url pairdirbut

scenario and such unique query-url pair should be supmtess®t in D’ (unique query-url pairs if/;) should be removed
in Oz, wherex; = 0 makesr; = 1. Thus, to sampl&, from

322 PrlA(D')e S]>0inCase (1) D=D"UU;
If existing an output inS without user-IDu;, both Pr[A(D) €
S] and Pr[A(D’) € S] will be positive. At this time, we
Pr[A(D")eS] PrlA(D)eS

should bound} A%D;gs] and £ A%(D'))e o with e

Now we divide the arbitrary output set into 81 and S,
whereu; € S; andu; ¢ S», and denote any arbitrary output
in S; and S, as O; and O, respectively We can derive a
sufficient condition to boundl;’”[ﬁ(meess]] and 5~ ﬁ((g))eez]]
(Gotz et al. [13] also studied thls)

Theorem 1:If YO, € Sg,%

W < ¢ also holds.
Proof: Note thatvO, € S, PrlA(D’) =

PriA(D') € §] = /V  PrIA®D) = 01O,

< €€ hold, then

01] =0, then

+/ PT‘[A(DI) = 02]d02
VO3 € S5

Seé/ PT‘[A(D) = 02]d02
YO2€ S5
<e‘Pr[A(D) € S3] < e*Pr[A(D) € 5]

D, we only sample user-IDs for the common query-url pairs
in D andD’. Two categories of them can be identified:

e V¢, in D'\ U; (e.g., D’ is 082 and 083's user logs,
u; = 081, ¢;="car price, kbb.com”), the probabilities of
sampling user-IDs for; from D and D’ are equivalent
because these query-url pairs’ query-url-user histograms
in D and D’ are identical. Now we have; = 1.

e V¢, in D'NU; (e.g., D’ is 082 and 083's user logs,
u; = 081, ¢;="book, amazon.com”), we can consider
every sampled user-ID in the process.4fD) into two
occasions: (af u; is sampled”and (b)" u; is not sam-
pled”. In every multinomial trial forg;, the probability
of samplingu; is << while the probability of sampling
another user-1D |rD (any user-ID inD’) is 1— <. Since
we runz; times independent multinomial trlals for, we
haver;= 1/(1 — 22)" = (%)xl (since O, does not
contain user- IDu;, Uj should not be sampled in all;
independent trials while generatiidg, from D).

To generate any outpu®; € Sy from D and D’ respec-

tively, it is independent to sample user-IDs for the above tw
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categories of query-url pairs. ThugQ, € S5, %ﬁgsﬂ For simplicity of notation, we denoté%% in Case
= vae@ ;. Note thatVg; € D'\ U;,r; = 1, then we have (1), (2) and (3) as?;, Ry and R3 respectively, thus we have
for all O € Qq: R1, Ry € [e™¢, e]. Since sampling user-1Ds for any query-url

, pair is independent, the overall multiplicative differeraf the

w — H Py o— probabilities is theproduct of all multiplicative differencef®r
PriA(D) =02] 22, ' all query-url pairs (which may fall into any of the above five

' cases). Therefore, by converting the multiplicative piulitst

difference representation using Theorem 1, we h&ye <

H i | * H i | * H Ti Ry * Ry < € and similarly we can also derivg- < e%.

’ ) ’ . ) ’ . A . . 3
Vi €U;\D véieD'nU; Y €D\U; In summary, the multinomial sampling satisfi¢ge, §)-

¢ ®o ¢ i differential privacy in Case (3) if we bound Equation 4 and 5
= H < ) L1 < ) ®) (for both D and D’) with 6 and e respectively.

Ci — Cij
Ve, eD'NU; N v

Thus, bounding Equation 5 by is effective to guarantee 3.2.4 Differentially Private Sampling

differential privacy for this scenario. Following the above analysis, we can derive a set of sufficien
3.2.3 Case (2) and (3) of D and D’ conditions that the output countssatisfy in order for(e, §)-
differential privacy in the multinomial sampling.

Theorem 2:Multinomial sampling A satisfies (e, 0)-
differential privacy if for any input search lofp, the output
counts of query-url pairs = (z1, ..., z,) meet the following
conditions:

We now discuss the extension from Case PLly= D' |JU; to
Case (2) and (3) foD and D’.

First, in Case (2)D’ = D|JU;,, similar to Sec. 3.2.1 and
3.2.2, we need to examine two scenarid.A(D) € S] =0
andPr[A(D) € S] > 0 sinceD does not include user-1B;.
Conducting similar analysis as well as Case 1} D’ |JU; 1) for any¢; poss;d by user; only, letz; = 0;

(by swappingD and D’), we can discover that bounding the 2) Vj e [1,m], Hi:l(ciilci,j )7 < el

probability differences in Equation 4 and 5 (derived from 3) Vj € [1,m], 1 —H?:l(ci;—f”)zi < 4.

D’) with § and e respectively could make the multinomial  Proof: With the analysis in Sec. 3.2.1, 3.2.2 and 3.2.3, it
sampling based on this pair &f and D’ differentially private. s straightforward to prove this theorem. m

Second, in Case (3), usey; has different user log#/; in Note that if 3c;; = ¢;, unique query-url pairp; will be
D andD’. We now show that multinomial sampling based 0Buppressed in the output (Condition 1)3i;; which is close
this pair of D and D’ could also satisfy differential privacy. tg ¢, the output countz; will be also enforced td) while
Specifically, in this case, both and D’ include u;, thus satisfying Condition 2 and 3 in the optimization of output
we have Pr[A(D) € S] > 0 and Pr[A(D") € S] > 0, utility, thus we can still use effective and § (sufficiently
and we should derive the upper bound for the multiplicativémall) to ensure differential privacy for this special case

differences 5:[%((3))665’5}] and i’;&ﬁ‘&%};ﬂ]. To do so, we can  Since Condition 2 and 3 have given two sets of constraints
conduct similar analysis as Sec. 3.2.2. Lettiig and U for the output counts of all query-url paits= (z1,. .., z,),

denote usefi;’s user log inD and D’ respectively, the count we can compute the optimalfor differentially private multi-
of query-url pairg; in U; and U} is defined as;; andc; nomial sampling by solving the following problem (minimiz-
respectively. ing the utility loss in Equation 2):

o If ¢;; = ¢, the probabilities of sampling any user-1D

171

from D and D’ in any multinomial trial areidentical min - zn: { i 4 ( ¢ 0| +n)
'ltrusgbi’s /share inhratioifjgaé%)f;] efllways Ie-zqualsl. ~— [ID| "'|D| wi+1

o If ¢;; > ¢j; > 0, the probabilities of sampling any user- viell n i\ < pe/2
ID from D and D’ in any multinomial trial arecloser ] : ’m]’lel(ﬁi’cy.),c.._;
than that of Case (1D = D'{JU; sincec;; = 0 in st.qvje[l,m 1 =Tl (75)" <6
Case (1) and counts histograms@fand D’ are closer Vx; > 0 andz; is an integer

in Case (3) than Case (1).

« Similarly, if 0 < ¢;; < ¢i;, the probabilities of sampling
any user-ID fromD and D’ in any multinomial trial are
closer than that of Case (2p' = D|J U, sincec;; =0
in Case (2) and counts histograms/ofand D’ are closer

in Case (3) than Case (2). n

This is a nonlinear programming (NLP) problem wiithear
constraints for simplicity, we let constant;; = ——, and

combine the righthand-side constants of each’ usérUpg
two constraints aé = min{e/2,log -5 }. Then, we have

e . . g s Ol +
« If ¢, =0, the probabilities of sampling any user-ID from min : E ¢ log( G, 9] n)
AT ; g ; |D| D]z +1
D and D’ in any multinomial trial are theame as Case i=1 6)
(1) D = D"JU; sincec;; = 0 in both Case (1) and (3) ot Vi€ [1,m], 0 (z - logty) < b
and the counts. "7 | Va; > 0 andz; is an integer

o If ¢;; = 0, the probabilities of sampling any user-ID from
D and D’ in any multinomial trial are theame as Case where|D| and|O| represent the total count of all query-url
(2) D' = DUU; sincec;; = 0 in both Case (2) and (3). pairs in D and O respectively, and:; represents the overall
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TABLE 2

count of query-url paip; in any sampled output. We can solve ) .
query-url paip y P D Horizontally Partitioned Search Logs

this NLP problem by linear approximation [45]: approxinmafi
the nonlinear objective function (proved as convex in the

. . 3 . g . Query-url Pairs (Sensitive ltems)
Appendix) by piecewise linear functions, then the optimal parties | _users | 1 | #2 | @3 | b4 | &5 | 6
solution of this NLP problem can be derived after solving Py u} s 12101010

: : : ul 1| 1]o]o]4]o0
an LP problem. The details are presented in Appendix B. 2 ” T 1 1 o 1 o2
uj 0 1 0 0 1 1

. . . . uz 1 0 7 0 0 5

3.3 Differential Privacy Guarantee before Sampling 7, s o o 1T 1 oo
. . . . . . 3

Besides the differential privacy guarantee for multindmia “3 sl ooz

sampling shown above, we also ensure that the process of Tl ) 8 6 [ 3 [ 7 ]9

computing the optimal counts = (z1,...,z,) satisfies

differential privacy (such process occurs before sampling

One simple way to do this is to use the generic way of addiffg) each party cannot learn any private information fromheac

Laplacian noise to the counts derived from the optimizatig¥ther in the whole process.

(z1,...,2p). We develop a secure communication protocol under Secure
Similar to Korolova et al. [24], if the count differencesMultiparty Computation [11], [47] for sanitization (dersat

of every query-url pairg; € @ in the optimal solutions as CELS protocd), ensuring that CELS protocol satisfies

derived from two neighboring inputdX, D’) are bounded by differential privacy, and every party cannot learn any qtev

a constantd, computing optimal counts can be guarantedéformation from each other in the protocol. We assume

to be ¢-differentially private [24] ¢ is the parameter of semi-honest modethere all parties are honest to follow the

ensuring differential privacy for such step) by adding lzapl protocol but curious to infer information from other pastie

cian noiseLap(d/¢') to the optimal count of every query- Note that the output utility of CELS protocol can be

url pair: Vi € [1,n],z; < x; + Lap(d/€'). Indeed, givend, ~considerably boosted, compared to the union of all the local

we can simply bound the difference of every query-url pairgutput utility derived from each party’s own sampling-base

optimal count computed from any two neighboring inputganitization (while ensuring the same level of differentia

with a preprocessing procedure by examining every user Igvacy). This is justified in our experiments (Sec. 6).

U; in the input D (for details, please refer Appendix C).

Note that Lap(d/e’) has meanD and insignificant standard4.2 Protocol

deviation‘/é—?id with sensitivity d, and this is the minor price \while sanitizing inputD, an NLP problem should be solved
of guaranteeing complete differential privacy. Since addi to maximize the output utility and the sampling is based @n th
Laplacian noise is a well-studied generic approach, we @ptimal solution. Therefore, in CELS, a global NLP problem
not discuss this privacy guarantee here, and the sanitiratshould be securely formulated and solved among them. With
mechanism refers to the sampling in this paper. the optimal solution of the global NLP problem, all parties
4 SANITIZATION MODEL should jointly generate the probabilistic output with lied

) ) ) .. disclosure. We then illustrate the CELS protocol as below.
In this section, we present our sampling based sanitization

model that boosts the output utility. Specifically, the mlode;. 2.1  Secure NLP
enablesr different partiesP, ..., P. to jointly generate an |, CELS,
output with their own private search logs. We consider B.,..., P, respectively. Lettingn; be the number of users
common scenario in practice that search logshamezontally ;, Dy, if we mathematically formulate the NLP problem
partitioned to r different shares, assuming that every userEquation 6 among- parties, its constraints are alswri-
all search tuples are completely held by one party (viz. sezténtally partitioned every party P,(1 < k < ) holds its
of users held by different parties are disjoint). In this&@b o5 set of linear inequality constraints — each of them is
different parties have different sets of unique query-@it®) - yerived from a user log in its inpudy,. In addition, all parties
the overall queryjurl pair universe can be securely o_bthlngnow the set of variables (the output counts of all query-
by any secure union protocol (e.g., Algo. 3). Table 2 gives gy hairs) and objective function (the minimum utility I9ss
example:Py, P, and P3 hold their own private user 10gs.  rapje 3 gives the partitioned shares of the NLP problem,
where constanb = min{e/2,log 15}, tf; = —% and

Ci—C

4.1 Collaborative Search Log Sanitization (CELS) 1<i<n1<j<my,l<k<r !

Jointly generating the output with private search logsrby (1) Secure Counts Sumsince formulating the privately
different parties needs more privacy/security considemat  held constraints in the NLP problem requires the total count
Definition 4 (CELS):Given search log) horizontally par- of every query-url pair inD, we firstsecurely sunthe global

inputs Dy, ..., D, is privately held by parties

titioned tor sharesDy, ..., D, (held byr partiesP;, ..., P.), count of every query-url pair over parties using Homomor-
Collaborative &archlL og Sanitization (CELS) is to efficiently phic Encryption [35], [37]. We assume th#&t,..., P, can
generate a probabilistic outpd® such that (1) the output learn the total count of every query-url pdi,...,c,) in

production satisfies differential privacy, (2) the utiliof the our sanitization (but the individual counts are unknowndole
output O is maximized under the sampling mechanism, armather). Then they can remove the unique query-url pairs afte
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TABLE 3
Partitioned NLP Problem

All 7 Parties Know| min: 377, |17 log(1% - %)
Py Holds VJ € [17m1]727:1(95i logtzlj) <b
P> Holds Vi€ [1,ma], >0 (zilogts;) <b
P, Holds Vj € [17m7-]7zl ((zilogt;;) < b

obtaining the total count of every query-url pair (for sifisg

Condition 1 in Theorem 2), and preprocess its own input faidex permutation to all the variables= (z1, . .
ensuring differential privacy for the step of computing the More specifically, the pre-multiplication i§'z + Fy

optimal output counts: if necessary.

More specifically, every party?, (1 < k < r) holds a
query-url pair count vectoby = (cf,...,ck). An arbitrary
party is chosen to generate a pair of public-private gy sk)
(w.l.o.g., P, will do so). P, then sends the public keyk to
all the remaining partie$», ..., P.. Every partyP; encrypts
their count vectoru_;; using pk: v’ = Encyr(vr). The sum
of ¥
property of the cipher-texts (as shown in Algo. 1).

Algorithm 1 Secure Counts Sum

Input: vk held by P (1 <k<r)
Output: o = D> ohet T
1. P, generates a pair of public-private kéyk, sk)
2: P, sends the public keyk to P, ..., P
3 fork=1,...,r do
4 P encryptsH asl_L ” v’ = [1F2) 02 % Encpr (1)
using pk (note that* andH
ith entry in the encrypted vectors whete< i < n)

5 Py sendsl_[’::1 vs’ to the next partyPy,; (if & = r, the next
party is P;)
P decrypts[ [, _
and distributes the sum tB, ...

@

L 0’ with the private keyk to obtainy_)_, vy
bl P7‘

(2) Secure Linear Constraints Transformation and Vari-

= > ,_, vr can be guaranteed by the homomorphic

stands for the product of the

The above standard form of all the linear constraints can
be written asT'x + F'y = B where constraint matrix’ =
T

(note thatT,Ty,...,T. arem X n, my X n, ...,

T
m,. X n matrices with constant entries computedltb)gtfj) and
diagonal matrixt’ = diag[F1, F>, ..., F.], whereFy,... F,
are diagonal matrices with positive entrigh', ..., f1, 1, ...,
{f{,..., f,} in the diagonals respectively.

Second, each party securely pre-multiplies a random matrix
to its matrices/vectors in the constraints and implements a

 yTp).

B — ATx+AFy = AB, whereA is vertically partitioned
asA=[A; Ay ... A,] andAl, ..., A, are random matrices
generated by partiel, , . . . , P. respectively B is horizontally

partitioned asB = ,and1 < k < r, By is a vector

B,
with my, entries with the valug).
Note that Homomorphic Cryptosystem [37] facilitates each
party to securely pre-multiply its random matrix to its shar
of the constraint matrix. See the pre-multiplication asohel

P1 . A1T1I + AlFly = AlBl
. . (8)
P, : A Trx+ A, Fry = A, B,
= > ket ATz + Fry) = 37—y A By

where the optimal solution remains original [31].

Then, we can let every party,(1 < k < r) permute
the columns of the transformed constraint matdq” (via
permuting the cipher-texts) with its own permutation (or
considered as permuting the variables of the NLP problem).
With this, no party can learn the true matrix column/vargsbl
index and the transformation for other parties’ share.

ables Permutation. We propose a transformation approach (3) Algorithm. we present the detailed steps of securely
for the horizontally partitioned linear constraints witttang solving the NLP problem for CELS protocol in Algo. 2. We
security guarantee by extending the work of Mangasariah [3dan employ an external party, the output data recipient ®r th
and Li et al. [29] (they have not implemented cryptographyloud P, to solve the transformed NLP problem, and let it
based strong security and variables permutation). generate the public-privacy key paipk, sk) and send the
First, we let each partyP.(1 < k < r) convert its public keypk to the data holder#, ..., P. for encryption.

private linearinequality constraintdnto linear equality con-
straints (the standard form): for party’;’s inequality con-
straint derived from itsjth user log U’C 1< 5 < mp),

Yo (zilogth) < b, we add a slack variablg! with a

First, every party encrypts all the required scalar proslirct
the matrix multiplicationA, Ty, Ay F), Ax By usingpk (Line
3-7). Second, all parties jointly computes the ciphergeodt
Sorey AT, o ApFyr and Y, Ax By, with homomor-

phic property (Line 8). Note that the query-url count vector
@ should be applied with the same permutation as matrix

random positive coefficiert £}

, n AT since the coefficients for variablgs;y,...,z,) in the
. 1 1yl = Lyeeesdn
vj, € [1,m], ijl(x’ logtg) + f72y32 objective function are derived from’ = (cy,...,c,), where
Vj € [1,mal, > i, (wilogty) + fiy; = @ should be encrypted before permutation. Third, every party

s.t. (7

Pi(k=1,...,r) applies its column/index permutation, to
the cipher-textdinc,(v') and Enc,[AT] respectively (Line
10-11), and then they send all the cipher-textsPp After

2. Using coefﬂmentfk for slack varlableyk is equivalent as simply receving the Clpher'tEXtS fron®y, ..., P, Py decrypts the
adding the slack varlable with coefficienit and f" can prevent learning C|phertexts with its prlvate keyk and SOlveS the transformed
the transformation matrix for horizontally partitioniechdar constraints [29]. NLP (Line 12-13) with the approach shown in Appendix B.

Vi€ [Lme], 3 (i log tiy) + fiy; = b
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Algorithm 2 Secure NLP

Input: Horizontally partitioned constraint matrik, held by P, (1 < k <), P is an external party, data recipient or cloud
Output: Optimal Solutionz = (x1,...,Zn)
{All parties agree on a large integer valae> m}
1: every partyP, (1 < k < r) generates aii x m;, random matrixAy
: Py generates a pair of public-private kéyk, sk) and sendgk to P, ..., P.
{Homomorphic Encryption: a random nonce is chosen for eachyption}

cfor k=1,...,r do

P, encrypts all the entries idy, Tk, Fi, With pk: Enc,i(Ax) = A}, Encpr(Tk) = Ty, and Encyi (Fy) = Fj,

for each rows € [1, ] of A} and each column € [1, n] of Ty, do

P, computesEncyr[ArTx]si = 172 [A;c]gk)ji
Py, computesEncy,[Ar Fi] and Enc,i[Ax By like Line 5-6
: P17 .. .,PT- jointly Computes Encpk[AT] = HZ:l Encpk[Aka], Encpk[AF] = HZ:l Encpk[Aka], and Encpk[AB] =
HZ:l Encpk[AkBk]
9: an arbitrary party encrypts the query-url pair count vectomwith pk: Enc,x|[v]
{Line 10-11: Variables Permutatipn

10: for k=1,...,r do

11: P, applies index permutationy, to Enc,,[AT] and the encrypted count vect@inc,,[v'], and sends them to the next party.
{the last party send&ncpx[r(...71(AT)...)], Encpr[AB], Encpr[AF] and Encpr[n,(...m1(0)...)] to Po}

12: Py decryptsEncpy[m(...m1 (AT)...)], Encpx|AF], Encyx|AB] and Encpy,[m-(...m1 (7)...)] with sk to obtain,.(...m1 (AT)...), AF,
AB and ,.(...m1 (V)...)

13: P, solves the NLP problem with linear constraints(...71 (AT)...)x + AFy = AB, global constrain_""_; «; = |O| and the query-url
pair count vectorr,(...m1(@')...) in the permuted objective function (Solving process is wiie Appendix B): the permuted optimal
solution7,.(...1(x)...) is obtained
{All parties get the optimal solution in true index by applyithe inverse permutations,, ' (k = r,...,1) to m-(...m1 (z)...) in order;

N

N OR®

Finally, every party applies their inverse permutatigns  Algorithm 3 Secure Union
r,...,1, 7 ! to the permuted optimal solutian.( ... 71 (x)...) Input: Sampled output®:, ..., O, held byr partiesP;,..., P,
in order, and acquire = (z1,...,z,) with the true index. Commutative encryption and decryption keysRf: (ex, sk)

B Output: the unionO = J;_, Ok
1: every partyPy(1 < k < r) encryptsOy: O;, = Enc., (Oy) and
_ sendsOj, to P,
4.2.2 Secure Sampling {At Party P, (Coordinator}
_ 20— {},0 —{}

We now discuss how to securely sample the output by aB: for eachO, (1 <k <r) do
parties with the optimal solution of the NLP problem. 4: ﬁemp — Oy, 4 & (parties beside®,) d
. . 5: ori=1,...,7r1 parties beside$’, [0}
(1) Global and Local Sampling. In the sampling based 6 sendtemp to P; for commutative encryption with key;:

sanitization, we denote “global sampling” as sampling the temp «— Enc., (temp) (P; sendstemp back to P;)
output with the global input databage = |J,_, D), and the 7: At Pi: O’ «— O’ Jtemp
optimal output count: = (1, ..., x,). Moreover, we denote  {Decryption ofO" by all parties, at Partys (Coordinator}

“local sampling” as — every part¥;, locally samples an output gf forteachogoel O'(1<k<r)do
Oy with its privately held inputD, and a share of the global ... ;5P = “*

. . 10. fori=1,...,r do
optimal output counts: = (z1,...,,): i.e. P locally runs . sendtemyp to P; for decryption withD; (P; decryptstemp:
x; - = times multinomial trials for query-url paip;. temp — Decs, (temp), and sendgemp back to P1)

In essence, since the expectation of sampling ever user-ﬁi Py receivestemp from P
! P pling y T O—O0temp

for every query-url pair is identical for both global and dbc 74 outputO = J_, Oy
sampling, the output of the global sampling is equivalent te —
the union of all the outputs of the local sampling.

(2) Secure Union.After obtaining the outputs with local 4 5 3 cELS Protocol
sampling, we can utilize a commutative encryption based ) _
protocol to securely union all the local output, ..., O,. CELS protocol can be obtained by composing secure sum
Since the commutative encryption-based protocol (e.diligo (Al90- 1), secure NLP (Algo. 2), local sampling, and secure
Hellman’s encryption scheme [41]) generates the same leiphlén'on (Algo. 3).
text by encrypting the plain-text with multiple encryptikays
in any arbitrary order, we can let every party first encrypt it5 ANALYSIS
local data to cipher-text and then encrypt all the ciphgtste In this section, we analyze the CELS protocol security inisem
by all parties (note that an arbitrary party should be pickdtbnest model by quantifying the privacy leakage under SMC
as the coordinator of this protocol. W.l.0.g., we It be the [11], [47]. SMC states that a computation is secure if the
coordinator which cannot learn more information than othefew of each party during the execution of the protocol can
parties). Finally, all parties decrypt all the cipher-gekd get be effectively simulated knowing only its input and output.
the union of the plain-texts. Algo. 3 describes the details. This is more about protocol security but not quite the same as
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saying that all private information is protected againstkle 5.1.3 Secure Union

age. Indeed, differential privacy can complement the maito Al parties only send and receive cipher-texts in Algo. 3.

security by bounding the privacy risk of inferring inform@at ~ Theorem 5:Algo. 3 privately generates the union of the
in the sanitized result. We also analyze the complexity @dcal sampling output® = Uk Ok.

computation and communication of the CELS protocol. Proof: The exchanged cipher-texts received by all parties
) can be simulated by an inverse algorithm of the secure union
5.1 CELS Protocol Security protocol with the same commutative cryptosystem. Thus,
5.1.1 Secure Counts Sum Algo. 3 privately generates the union of the local sampling
Theorem 3:Algo. 1 privately computes the sum pfjuery- CUtPUtSO = U;_; Oy where only the length otk < [1, 1],
url pairs count vectorsy(1 < k < r), where each party, Ok can be obtained. U
only knows the sumv’ = >~ _, . 5.1.4 Overall CELS Protocol
Proof: For all k € [1,r], P receives the encrypted Theorem 6:CELS protocol reveals at mosfv’ and
vector sum from the previous partEncpk(zlzzl vs) = m(..m(z)...) to Pp,...,P., and the transformed matri-

H’;Zl Encyi(vs) (note that]'[’;;l1 stands for the products of ces/vectorsr,.(...m1 (AT)...), AF, Ab and permuted counts
all the ith entries in the encrypted vectors whered i < n). vectorm,(..m(7)...) to F.

It is straightforward to simulate the views of all parties by  Proof: All the communication in CELS protocol occurs
repeating the encryptions in the algorithm step by step. Thethe calls to one-time secure counts sum (Algo. 1), secure
simulator runs in linear time w.r.t. the size of the inputtees, NLP (Algo. 2) and secure union (Algo. 3). Applying the

and thus satisfies the security proof requirement. [ composition theorem [11] can complete the proof. [
Note thatP, . .., P. learns the permuted output counts vec-
512 Secure NLP tor 7,-(...m1(z)...) in the CELS protocol, and they have to re-
Most part of Algo. 2 are locally executed by each party.  cover the true index for sampling (thus knew= (x4, ..., z,)
Theorem 4:In Algo. 2, Py, ..., P, learns onlyFy’s public  since then). Hence, some of those parties might guess the

key pk and the permuted optimal solution,(...m1(z)...) overall permutation index from this. However, every paty’
while P, learns only the transfoined matrices/vectahdividual permutation cannot be inferred by those parties
7 (..m(AT)...), AF, AB and7, (.11 (7)...). in this case, and’, does not know the overall permutation.

Proof: P, ..., P's view: every partyP; (1 < k < r) first  Theorem 6 still holds under the SMC definition, and this minor
encrypts the scalar products in its transformed matrixérec information disclosure does not hurt any party.

ATy, A Fy,, and Ay By, with the public keypk (Line 3-7), and . . )

there is no communication occurring in this stage. This aan B2  Differential Privacy

simulated by running these steps by each party where randontheorem 7:CELS protocol is(e, ¢)-differentially private.
nonce are chosen. In addition, Line 8 calls a secure sum Proof: All the conditions in Theorem 2 are satisfied in
subprotocol with the inputs of the distributed matricestoes CELS from a global point of view (Condition 1 is satisfied
(the messages can be simulated per the proof of Theorafier every party knows the total count of every query-url

3). In the stage of permutation (Line 10-18;,..., P, can pair and suppresses the unique queries; Condition 2 and 3 are

run an inverse permutation algorithm to the cipher-texthwisatisfied by subjecting to the linear constraints in the NLP

permutations,(...71(-)...) in linear time. Thus,P;,..., P,’s problem), hence CELS protocol satisfigs, J)-differential

view can be simulated in polynomial time, and they learn ongrivacy. Note that if differential privacy for computing eh

Py’s public keypk and the final outputr,.(...71()...). optimal output counts with the NLP problem is desirable,
Py’s view: P, receives following messages fraf, ..., P.:  every party can locally preprocess its input with known ltota

Encp[m, (.. (AT)...)], Encpr [AF], Enc,[AB] and count and jointly add Laplacian noise to the output count to

Encpr[m,(...m(7)...)] in only one round communica-ensure differential privacy for the step before samplingl’

tion. P _|?arnS7TT(...7T1(AT)...), AF and vectorsAb and 53 Cost Analysis

(... (0)...) to solve the transformed NLP problem. Thus, ) .

the messages can be simulated by encryptirig.m; (AT)...), We now analyze the computation and communication com-

AF and vectorsAb and 7, (...71(7)...) with its own public plexity of the CELS protocol.

key pk. This simulator is clearly constructed in linear time.
Mangasarian [31] has shown that it is nearly impossible

learn matricesA, F' and vectorB with the known transformed

matricesAT, AF and vectordB. Note that even if all the en- with linear constraints is securely transf(_)rmedBJy, o PT.
tries in B equalmin{e,/2, log -1} which is known to all par- and solved byP,. Such NLP problem is formulated with

ties, it is still impossible to reconstrugt — [A;, As ... A] n variables andn private linear constraints where linear

with only known Ab and B (Vk € [1, r], the entries ind;, and c;)n_st;alnti are ;ecdurely_t;ra:jng,fopr\med Ljrz_ftmew linear Icor)t—
even the sizes ob;, and A, are unknown to other parties).S raints ¢ > m). As described in Appendix B can solve i

Besides the matrix multiplication based transformatioa,let ]I?y I;nLe;lr apk|J3|rOX|mathntW2g( mtervzglls in[o, |2)|],1ar|1_d the
all parties jointly permute the variables in the optimirati ina problem consists ok'm variables and/ + 1) linear

problem. ThusP, can only formulate a random NLP IorOblemconstraints. Standard solvers like Simplex method can fiad t

which reveals nothing about the original problem optimal solution within an ignorable time in the protocol.

5.3.1 Computation Cost
K?LP Computation Cost. In CELS protocol, the NLP problem
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TABLE 4
Characteristics of the Data Sets
Datasets |D] m n maz|Uj| | avg|U;| | maz||U;]| | avgl|U;]]
AOL 1,864,860 51,922 | 1,190,491 6,925 54.7 5609 38.14
MSNBC | 4,698,794| 989,818 17 14,795 4.75 17 1.72

Encryption and Decryption Cost. In CELS protocol, we 6.1 Experiment Setup

analyze the cost in three major subprotocols. Specifically,
Datasets. We conduct experiments on two real datasets —

* Secu;? counts sum: everly p?gy has to pgll;form a hom&OL search logs [14] and MSNBC (available at UCI ML
morphic encryption on a leng Jvector,_ andry, ..., b Repository). The AOL dataset was originally logged by the
additionally cor_npute_ the homomo_rphlc produ_cts of th OL search engine in ten partitions. The 2 Gigabytes dataset
cypher-texts W'.th minor cqmputatlon cost. Finally consists 020 million web queries collected from abo650k
runs only On_e time decryptlon. for lengthvector. users over three months in 2006. The original MSNBC dataset

» Secure NLP: every party .ﬁrSt encrypts the scalar describes the URL categories visited by users in sequential
produc_:ts ofé(n +m * 1). pairs of Iengthm;_c ve_ctors order. Each tuple includes a set of distinct URL categories
(one_ time length: objective vector encryption is aISOvisited by a user and the visited counts (every URL category
required). The secure sum then executes With+m+1) can be considered as a query-url pajJ.

entries amongst parties. Note that the computation cos . . :
The statistics of two datasets are summarized in Table 4

of permutation can be ignored compared with encryptio .
and decryption. FinallyP, runs one time decryption for f%)?eiSAtﬁeLtgf:ﬁfgltjrf)taé;lt(!]?.lr(ler?/?l?rltg:irvsvg!emMaiﬁic(:j :r?;?:et)-

L(n+m+ 1)+ n entries. . . .

« Secure unionr? times commutative encryption and de-the number of distinct users and query-L{rI pairs respelgtive
cryption on each party’s local sampling outpik € maz|U;| and avg|U’j| represent the maximum _and average
[1.7], Oy, (which is a counts matrix with size my, x n). value of every user’s total count of query-url painsqz||U; ||

) ] ) and avg||U;|| are the maximum and average value of every

Thus, the computational complexity w.rt. encryption angser's total number of distinct query-url pairs. Obviously
decryption isnr + £(n +m + 1)r + (2 Ykt M) 1+ 12 % AQL dataset is extremely highly-dimensional and sparsdanhi
(Xk1 M) & O(fmnr+mnr?) andn+((n+m+1) +n+  MSNBC dataset is also sparse but contains a small universe
2% (3h=y mi) *n = O(r?mn) respectively. size. Therefore, we conduct the experiments with randomly
picked subsets of these two datasets. Note that we clean the
AOL data by removing all the query-url pairs with total count
« Secure counts sum: times communication are requiredess thar20; for MSNBC data, we keep the query-url universe

amongr parties to deliver the cipher-texts of a lengthsince all of the query-url pairs are frequent.

n vector to the next partyH; also sends its public key Parameters Setup.We first examine the utility loss in the

to Py, ..., P;). Thus, the total bit cost for this step iSpreprocess on varying € [10,80] for b = 10~* and 102

rxn+ (r— 1)« pk_size bits. (whereb is the combination o andé: min{e/2,log 125 }).

. _Secure _NLP: The external party (or clouB) first sends |, the remaining experiments, we lét= 30 and ¢ = 1,

its public key t0 P, ..., P;. Consequently, the secureyng inject a set of Laplacian noiseap(30) to the optimal

sum and variables permutation catt — 1) rounds of g|ytions for end-to-end differential privacy. To obsethe

communication among?, .. ., P in total while the out- jity of CELS on differents e [10-5,10~'], we demonstrate
sourcing calls one-time commumcatmn_betwe@nand the KL-divergence of input and output as well as the percent

Po. Thus, the total bit cost for this step st pk_size +  of retained distinct query-url pairs (Recall), where thetin

200 =1)(lxn A+ Lxm+ L)+ (Lxn+Lxm++n) = gatasetD is equally partitioned to = 2, 4, 6,8, 10 shares held

O(ré(m +n)) bits. Notice that the communication costy gifferent parties. The utility is the average of the resul
of inverse permutation on the lengtheptimal solution ghiained when = 2.4.6.8. 10.

can be neglected due to tiny overheads.

5.3.2 Communication Cost

Secure union(r—1)r rounds of communication (from the To depict the boosted utility with CELS protocol, we
* ure uni kr—1)r rou unicatl compare the output utility of CELS and local sanitization
coordinatorP; to Ps,..., P.) are required in the com- - o . . .
. . ] . . (all parties locally sanitize their own input with the same
mutative encryption while the decryption also requires. . : . .
o _differential privacy requirement and integrate all the paus
(r — 1)r rounds of communication. Thus, the total blE her). | h . | det 2.4 8 Th
Costis2(r — 1)1+ S my = n ~ O(mnr?) bits oget er). In such experimental group, wedtet 2,4,8. The
k=1 ' utility results of CELS aver averaged.
i i i H 2 ..
The overall communication complexity 8(mnr=). We also evaluate the efficiency of CELS protocol by ex-
amining the computation and communication overheads on
varying number of parties = 2,4,6,8,10 and input size
(AOL: 100K — 20M; MSNBC: 25K — 1.6M).
In this section, we examine the performance of our CELS Platform. All the experiments are performed on an HP PC
protocol using real datasets. with Intel Core 2 Quad 3GHz 64-bit CPU and 6G RAM.

6 EXPERIMENTAL RESULTS
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6.2 Prerequisite 100 S WsnBe 600K

-£+-MSNBC-300K

Preprocess. For differential privacy of computing optimal 80r gﬁgﬁgm i
output counts, we can preprocess the inputs to make the

neighboring optimal solutions bounded. However, such pro-

cess trades off the output utility for stronger privacy pation:

some exceptional user logs might be removed. Fig. 2(a) and

Mj
GQMB/E/B/
aff
2(b) present such utility loss (percent of retained uses)log

For both AOL and MSNBC datasets, applying CELS with = 5 100 152 1

larger d or larger input size can clearly retain more percent b

of the user logs in the output. This is quite reasonable Fig. 3. Maximum Output Count (Percent ||@‘)

largerd provides greater difference tolerance, and neighboring . o -
inputs with larger size are even more similar (thus the ogtim !N our experiments, we measure the minimum utility loss
solutions become closer). with two datasets (each has two sizes) in Fig. 4(:@;1(d)eNot

that for each mput we choose three different r (all
no greater tha O ‘ that are derived from the prerequisite),

Maximum Output Count (%)

=
o

S S ensuring the feasibility of the NLP problems.
8, 80 28 Fig. 4(a)-4(d) show that the utility loss decreases rapidly
o o . . N . . .
2 2 if we lower the requirement of differential privacy (with
o o increased) for all the inputs.
% 2155 S VENBEG00R % K- MSNBC-600K In addition, for every input sample dataset (e.g., AOL
= 5-MSNBC-300K| | .S £ MSNBC-300K 20M), smaller specified total output couf®| can produce
g2 ¥-A0L-20M S “K-AOL-20M the sanitized output witHess KL-DivergenceThis is also
4 & AoL-10M x HAOL-10M . . i
0 reasonable — since KL-divergence only measures the differ-
20 40, 60 80 2040, 60 80 ence between two probability distributions ;. . .- . -I%I} and
{%, cee %}), it is easier for every query-url pair (e.@)
@b=10"" (b) b=10"2 to achieve its input count proportioﬁDL‘ in the outputO
Fig. 2. Retained User Logs with smgller|O| while sausfqug all the privacy conditions
(constramts) In otherwords give0|, the ideal output count
Note that AOL users posed most of their query-url paimf ¢; is z; = |O] - ‘ Recall that satisfying the prlvacy

for less than 10 times [14], thus the difference between tveonditions may reducel and then deviate; from |O| - | -
neighboring inputs could be bounded with a relatively smalijith small |O|, Vi € [1, n] Ty = |O| 1o are also small.
d. It would be preferable to make less than 100 (otherwise, Therefore,Vi € [1,n],2; = |O] -

the noise for the output counts might be too large). We carx [1 p], z;) may easily satisfy all the privacy conditions, and

try different values ofd < 100 and specify an appropriatethen the minimum ratio difference (KL-Divergence) between
value according to the utility requirements on the prepseed 1 c ‘D‘} and {4 o, |0|} can be very small.

D]
search logs (Korolova et al. [24] chogec [1,80] in their thally, we present the retained query-url pair diversity i

experiments as well). Fig. 4(e)-4(f) for AOL datasets (since MSNBC datasets have
Maximum Output Count |O|. While satisfying all the smaller universe size, the diversity is always maintaingth

privacy conditions, the output count is indeed bounded ke same setup, the retained diversity (exhibited byehall of

a constant [26] (also discussed in solving the NLP problefRe number of distinct query-url pairs in the outpircreases

in Appendix B). Since the maximum output couji| is for weakened privacy guarantee. Meanwhile, the preserved

important in solving such NLP problem, we regard it agjversity in the output also shows the effectiveness of the

a prerequisite of the experiments and present the result ftropy-biased utility measure in the sanitization.

different inputs and parameters.

Specifically, to better compat®| with the input query-url 6.4 Utility of CELS vs. Local Sanitization (LS)

pairs countD|, we plot the maximum percent of the% in When different parties need to securely sanitize theircsear
Fig. 3. Since search logs are highly-dimensional, the showgys and integrate the outputs with limited informationcttis
maximum percent{p} is sufficiently good for differential sure, two possible sanitization methods can be utilizeh wit
privacy guaranteed algorithms. identical privacy guarantee (same paramétésr differential
privacy): 1) Local Sanitization (LS) — all parties localmpose

- the privacy conditions with its data with parameterand
6.3 Utility of CELS a share of|O|, sample the local output and then securely
While solving the NLP problem in CELS protocol, the utilityintegrate the outputs, and 2) CELS protocol.

loss (KL-Divergence) can be minimized for any specified We first compare the utility of CELS and LS using two input
output size|O| < O. With an appropriate output sizZg)|, datasets AOL20M and MSNBC600K, where each of them
the minimum KL-Divergence represent the best output wutiliis equally partitioned to- = 2, 4, 8 shares in three groups of
(for details, please refer Appendix B). experiments. For = 2, two party each holds half of the input,
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Fig. 4. KL-Divergence based Utility Loss and Retained Query-url Diversity (Recall)

1) given fixed dataset (e.g., AORM or MSNBC 400K),

w

—-CELS

——2-Pary LS testing the overall computation cost of CELS protocol

8 Do by i ing the number of parties, where every part
= —x—g-Party LS y Increasing p , y party
2 ik,\'\‘ holds an equal share of the input. The experimental re-
2 L\\,\k sult is given in Fig. 6(a), which shows a linear increasing

> 11[‘\‘\‘ + trend.

¢ 2) given fixed number of parties (e.g., 6 parties), testirgg th

0 0002 0004 0006 0008 001 overall computation cost of CELS protocol by increasing
b the input size, where every party also holds equally

(a) AOL 20M partitioned input. Fig. 6(b) and 6(c) also demonstrate

very good computational scalability on varying inputs

2 o for both datasets and different key length.
8 a1 | In Table 5, we present the communication overheads re-
g '}\*\A DePay LS quired in our CELS protocol (the overall bits/Bytes tramsfe
g 4 among all the parties) where the key length for homomorphic
; }\‘\\L cryptosystem and commutative encryption is given as 512-bi
0Fny and 1024-bit respectively. The overall bandwidth consimmpt
GL*’ ‘ — ‘ of all parties is very affordable for large inputs in CELS
0 002 004 006 008 01 protocol, and the bandwidth grows slowly as the number of

parties increases. Moreover, in the protocol, the relbtive

small amount of overall sent/received data (based on large

Fig. 5. Boosted Utility by CELS Protocol inputs and up to 10 parties) is well balanced for all the
participants — each consumes almost identical bandwidth.

and they can either execute CELS protocol or LS (s@ d04  Therefore, such low bandwidth requirement enables our CELS

ands8). In Fig. 5, the result of CELS protocol is compared t@qtocol to be readily implemented and scaled to large mput

“2-Party LS”, “4-Party LS” and “8-Party LS”. Clearly, CELS j, most networking environments.

protocol provides remarkably boosted output utility thaoal

sanitization while ensuring the same level of privacy. TABLE 5

All Parties’ Total Bandwidth Consumption (Megabytes)

(b) MSNBC 600K

6.5 Efficiency

We have implemented the CELS protocol based on Paillier’s [#ofPaies(n] 2 | 4 | 6 | 8 [ 10 ]
homomorphic cryptosystem [37] (512-bit and 1024-bit key AOL 1M 37 [ 1437 303 | 562 | 852
length resp.) and Pohlig-Hellman’s commutative encryptio ﬁgt im 19;33 gg:g 16552.?6 ;g%i igg:g
scheme [41] (1024-bit key length), which is provably secure MSNBC 200K | 2.2 | 88 | 191 | 326 | 46.2
Thus, we conduct two groups of experiments to validate the oG sk | ao | 333 203 | AL B

computation costs:
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4 10 10
= —§-512-Bit (AOL 2M) ¥ 1 [ ]1024-Bit 10 []1024-Bit
R s 211 mms12-i 21 [msiz-si
H —- 512-Bit (MSNBC 400K) @,103 31037
) o ©
<] 2 g 2 g 2|
E € 10 € 107}
g L & g
gl ST 10"
d 10’ — 10’ —
2 4 6 8 10 100k 500k 1M 2M 4M 10M 20M 25K 50K 100K200K400K800K 1.6M
Number of Parties AOL Data Size MSNBC Data Size
(a) Varying Number of Parties (Two Datasets) (b) Varying Input Size (AOL) (c) Varying Input Size (MSNBC)
Fig. 6. Scalability of CELS Protocol
7 RELATED WORK partitioned data with differential privacy and SMC. To the

Search Log Anonymization. Following the AOL search log Pest of our knowledge, we take the first step towards securely
incident, there has been some work on privately publishi§gnitizing highly-dimensional data from multiple parties
search logs. Adar [1] proposes a secret sharing scheme wherginally, since our sanitization model securely solves a
a query must appear at leasttimes before it can be de- collaborative NLP problem and sample the output based on
coded. Kumar et al. [27] showed that token based hashifit¢ optimal solution, some privacy-preserving collabiveat
is an anonymization that does not work. More recently, son@®timization models [18], [19], [29], [31], [39], [40], [43
privacy models [17], [24], [25], [30] have been proposed ti+4] in literature are also very relevant to our algorithm.
make search log release possible. He et al. [17], Hong gt
al. [25] and Liu et al. [30] anonymized search logs base CONCLUSION
on k-anonymity. Korolova et al. [24] first applied differait We have addressed the important practical problem of ganiti
privacy to search log release by adding Laplacian noig8g search logs for potential storage and publish. Spetifica
Gotz et al. [13] analyzed algorithms of publishing frequerwe presented a differentially private mechanism that can
keywords, queries and clicks in search logs and conducte@enerate the output with identical schema with the inputtenat
comparison for two relaxations efdifferential privacy. Feild than statistical information. This significantly presesvthe
et al. [9] presented a framework for collecting, storing andtility of the sanitized search logs. To better improve the
mining search logs in a distributed scenario. output utility, we built a framework (CELS protocol) that
Differential Privacy. Dwork et al. [8] first proposed dif- involve distributed parties to securely generate the dutpu
ferential privacy that provides sufficient privacy protent While satisfying differential privacy. We proved the seigur
regardless of adversaries’ prior knowledge. It has been &X-the protocol and differential privacy guarantee. Fipall
tended to data release in various different contexts. Xiao the performance of CELS protocol has been experimentally
al. [46] introduced a data publishing technique which eesurvalidated with real datasets.
e-differential privacy while providing accurate answerg fo We can extend our work in several directions. First, in most
range-count queries. Hay et al. [16] presented a diffeatinti Of the literature on search log release, the database schema
private algorithm to release a provably private estimatéhef of the input and output does not include query time and the
degree distribution of a network. McSherry et al. [32] salverank of the clicked url, thus it is an open problem to probe
the problem of producing recommendations from collectiveffective approaches for publishing search logs with more
user behavior while providing differential privacy. Twohet complex schema (that may cause additional privacy concern
recent work [15], [23] showed how to sanitize the matriwith the property of time series). Second, it is unclear that
under differential privacy. Nissim et al. [36] addressedsth Whether the adversaries can breach the privacy by infethieg
sensitivity and sampling in differentially private dataadysis. correlations between users’ query-url pairs or not, andthgre
Li et al. [28] discussed sampling based differential prywac the differential privacy guaranteed sanitization aldoris can
Secure Distributed Data Anonymization. Zhong et al. handle such potential privacy breach or not is worth investi
[48] presented two formulations for securely building gibb gating. Finally, we also intend to develop incentive coriipat
k-anonymous tabular data held by distributed sites. Jiamy asanitization protocols that are secure and honesty-neiatb
Clifton [20] addressed the distributed k-anonymity proble against malicious adversaries.
for vertically partitioned data between two parties. Momagal
et al. [33] extended the above work to securely anonymizir%EFERENCES
distributed data with k-anonymity to multiple parties angl] E. Adar. User 4xxxxx9: Anonymizing query logs. Workshop at the
malicious model. Mohammed et al. [34] also tackled the ~WWW '07 2007. _ _
R . s F. Ahmad and G. Kondrak. Learning a spelling error modeirf search
anonymization problem for centralized and distributedithea query logs. INHLT/EMNLP, 2005.
care data with the privacy model LKC-privacy. Goryczka et aj3] D. Alhadidi, N. Mohammed, B. C. M. Fung, and M. Debbabi.cBes
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[3] presented a two-party protocol for publishing horizaiyt 4417749, Augest 9, 2006. (New York Times).
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APPENDIX A
FREQUENTLY USED NOTATIONS

TABLE 6
Frequently Used Notations for Centralized Input
@i a query-url pair
(Pi,uy) useru;'s query-url paire;
D and D’ neighboring inputs
U; the differential user log betwee® and D’
O output search log
S an arbitrary output set
S1,S2 S is divided into.S1 (with ;) and Sy (without u;)
|D| total count of all query-url pairs iD
|O| total count of all query-url pairs i©®
|O| the maximum value ofO| (given D)
c; andzx; the count of¢; in D and O
T z=(x1,...,%n)
ci; andxz;; the count ofu;'s ¢; in D and O
Constants b =min{e,log 115}, ti; = cificij
TABLE 7
Frequently Used Notations for Distributed Inputs
Pi,..., P r distributed parties
Py external party (or data recipient, cloud)
Dy P’s input search logs
D the global inputl? = Ur—1 D&
Uk the jth user log inDy,
my number of user logs Dy,
cf query-url pairg;’s count in Dy,
ci?j query-url pair¢;’s count in UJ’?
v = (ck,...,ck) | Py's query-url pair count vector
v =311k query-url pair count vector i
T P,’s Permutation
ngl Py’s inverse permutation
(pk, sk) public-private key pair
T
constants bt = e,
=g b m=Y1 m
APPENDIX B

THE NLP IN SANITIZATION

B.1 Refining the NLP Problem

Since the entropy-biased utility objective function sedks

n
max : E xT;
i=1

ot Vjel,m],> " (z;-logty;) <b
"7 | Va; > 0 andz; is an integer

Note that the above problem can be solved using linear
relaxation and a standard solver such as simplex method [38]
We denote the computed upper bound ®@f as|Q)|.

2) Simplified Objective Function. If we specify a fixed
output count|O| < |O|, Equation 6 can be considered as an
NLP problem where the non-linear objective function can be
expressed as a sum of some single variable functions (namely
separablefunctions [45]), simplified as below:

oo ¢ |O]+n
mm.; D] log(|D|~ P )}
I e ¢i - (|0l +n)
: log(S AL Ty
<= min ; D] og( D] )
n M e
. log(xi—l-l)}
Z_lDl

1

-
5 i

<= max: Z [c;log(z; + 1))
=1
3) Fixed Output Count. An extra linear constraint should

be satisfied} . , z; = |O] since the total count of all the
query-url pairs in the output is fixed 4©)|.

B.2 Solving the NLP Problem

As a result, the formulated optimization problem is eqenal
to the following NLP problem with linear constraints:

n

max : Z [cilog(z; + 1))

=1
Vje[l,m], >0 (z;-logty;) <b 9)
st.o > 1 =0
Vx; > 0 andz; is an integer

Any separable convex problem can be solved by linear
approximation [45] with the idea of convexity combinatidm.

minimized difference between two probability distributio this problem, alln non-linear functions < z; < m log(z; +
functions (two fraction vectors), only its high value cahnol) are strictly convex since the denvatl\?é% =1

always represent good utility. For example, if the total fem
of all query-url pairs in the output is small, and ratios aeeyw

0. Hence,1 < z; < n,log(z; + 1) can be iapproximrﬁated
by a piecewise linear function [45]. Specifically, we can

close to the original ones, KL divergence would be very smapproximatevi € [1,n],log(z; + 1) over the interval0, |O|]
(this cannot reflect good utility simply because the outp¥i € [1,7n],0 < z; <|0OJ) as follows:

only includes very few query-url pairs). Alternatively, wan
specify a fixed total output courfO| (of all the query-url
pairs) and seek the minimum KL divergence.

1) The Upper Bound of |O|. Essentially,|O| is bounded
by all the privacy conditions derived from the inplt If we
regard the output coun®| = > z; as the utility objective
function, we can simply find the upper bound 6f by solving
the following integer linear programming (LP) problem:

o definea,,s = 1,2,..., K as thesth breakpoint on
interval [0, |O|] wherea; < az < -+ < ak.

o log(z; + 1) = Zle log(as + 1)w! where w! is a
nonnegative weight associated with thi&h breakpoint
and variablex;. Note that>"% w! = 1 (the non-
linear functionlog(xz; + 1) is approximated as a convex
combination of a set of logarithmic valuds < s <
K, log(as + 1) based oru,).
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e sinceay,...,ax andlog(a; + 1),...,log(ax + 1) are
constants in the approximated LP problem, we hayve:
S K | aswi andlog(z;+1) = 25 | log(as+1)w! where
1 <s< K, w' are new variables replacing.

« similarly, we can approximate all linear functions (w.r.

NO. XX 16

and restart the preprocessing procedure with idpul/;

(D is updated ag \ U; at this time)3.
The above preprocessing procedure iteratively examines
every user logU; in the input search lod). Thereby, ifU;
leauses an unbounded optimal count differeriée,will be

1 <i < n,log(z; + 1)) with the same set of breakpointsremoved and the preprocessing procedure restarts. Theis, th

on [0, |O]].

log(a;+1)-

log(x;+1)

optimal counts computed from any two neighboring inputs
D and D" = D\ U; should be bounded: first, in case of
any removal ofU; from D, restarting the procedure with the
updated inpuiD\ U; is identical to starting the procedure with

log(a,+1)-

log(a,"+1)-|-- is

1

‘1 0 R T ;
- all azl a]l x,

Fig. 7. Piecewise Linear Approximation of log(z; + 1)

input D’, thus the optimal counts derived from inpubsand
D’ are identical and definitely bounded by second, if there

no user log removed fro in the preprocessing procedure

(the best case), then the optimal counts derived fidrand
D/

= D\ U; are bounded byi.
For Case (2) ofD and D', if D' = D|JUj, preprocessing

D’ could also bound the optimal count difference forand
D’. For Case (3) oD and D', if U; is differentinD and D/,

preprocessing bott and D’ could also bound the optimal

Fig. 7 shows an example of approximating convex functi
log(z; + 1), three breakpoints excluding the endpoints in
x;'s value rangg0, |O|] are specified a8, as, a3. Therefore,
log(z;+1) can be approximately expressed@s(a; +1)w? +
-+ + log(as + 1)w} (the convex combination of the values
log(a; + 1),...,log(as + 1)) wherew! + w} + wi = 1 and
€T; = alwzi + agwé + agwg.

Then, we present the approximated LP problem for Equation

9:
n K
max : Z C; Zw; -log(as + 1)
i=1 s=1
Vi€ [1m], 3 (D5 aswl - logtiy) b ()

n K i
Dot 2ase1 aswy = |O|
Vie[ln], "R wi=1
Vie[l,n],se[l,K],0<w! <1

Note that the above LP problem is always feasible and
bounded if|O| is specified as a value i, |0|], since all the
m differential privacy constraints are feasible and bounded

Finally, Equation 10 can be efficiently solved with Simplex
or Revised Simplex method [45], and the optimal solution
of the original optimization problem (Equation 6) can be
straightforwardly derived with expressiong: € [1,n],z; =
|25 | a,w' |, where linear relaxation returns the integer part
of the decimal numbers.

APPENDIX C
PREPROCESS IN SANITIZATION

We first look at Case (1P = D' |JU;:

1) use Equation 6 to formulate two optimization problemé
with the neighboring inputsD and D’ D\ U;
respectively, and solve them. by

2) if the count difference of any query-url pair in bothS
optimal solutions is greater thaf) removeU; from D

0%ount difference fotD and D’.

3. The optimization problems result from any two neighbgrimputs
specially the large neighboring inputs) generate singfatimal solutions.
Thus, if d is not too small, the output count difference can be bounded

d. Otherwise, ifd is required to be sufficiently small (for reducing

ensitivity/noise), we remove some user logs (that causge ldifferences
n two optimal solutions). This allows us to trade off ugilifor end-to-end
differential privacy.



