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ABSTRACT
Given a network in which a undesirable rumor, disease, or con-
tamination spreads, which set of network nodes should we block
so as to contain that spread? Past research has proposed sev-
eral methods to address this network immunization (NI) problem,
which is to find a set of k nodes, such that the undesirable dissem-
ination is minimized in expectation when they are blocked. As
the problem is NP-hard, some algorithms utilize solely features of
the network structure in a preemptivemanner, to others that take
into account the specific source of a contamination in a data-
aware fashion. This paper presents an experimental study on
NI algorithms and baselines under the independent cascade (IC)
diffusion model. We employ a variety of synthetic and real-world
networks with diverse graph density, degree distribution, and
clustering coefficients, under realistically calculated influence
probabilities. We conclude that data-aware approaches based on
the construct of dominator trees usually perform best; however,
in networks with a power-law degree distribution, preemptive
approaches utilizing spectral network properties shine out by
virtue of their efficiency in identifying central nodes.

1 INTRODUCTION
Real-world networks facilitate the spread of ideas, behaviors,
inclinations, or diseases via diffusion processes [10]. Oftentimes
a diffusion of malicious nature needs to be contained via coun-
termeasures [12]. One such countermeasure is the blocking of a
subset of network nodes. Network Immunization (NI) calls to find
an optimal set of nodes to block so as to arrest a diffusion.

Early works on NI were motivated by epidemiology [3, 13],
categorizing individuals as Susceptible S, Infected I, or Recovered
R. Those who are infected infect their susceptible neighbors
with a transition rate β , and become recovered (hence immune)
with transition rate γ . In the context of social networks [15], the
Independent Cascade (IC) model [4] generalizes the SIR model,
assigning an independent transition rate β to each edge. Kempe
et al. [7] formulated the Influence Maximization (IM) problem
under the IC model, where the goal is to select k seed nodes that
maximize the expected diffusion spread; since then, the problem
has been studied extensively [10, 15].

The NI problem is complementary to the IM problem. Certain
notions are useful in both. For example, eigenvalue centrality [13]
has been used to guide seed selection in IM. Similarly, Chen et
al. [2] employ the first eigenvalue λ as a proxy to the objective
of NI problem, scoring nodes by the eigen-drop ∆λ that their
removal causes, leading to a succession of techniques aiming to
to maximize the eigen-drop of immunized nodes [21].

We distinguish two variants on network immunization: pre-
emptive immunization finds a solution before the epidemic starts;
by contrast, data-aware immunization tailors the solution to a
particular diffusion seed [20]. The state-of-the-art data-aware
solution, Data-Aware Vaccination Algorithm (DAVA) [22] employs
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structures called dominator trees. Still, the experimental study
in [22] is limited to four datasets with synthetic propagation
probabilities; it is not clear how the topology of the network
influences the algorithm’s performance. At the same time, recent
preemtive immunization methods [12, 14] significantly outper-
form the baselines used in [22], yet have not been compared to
DAVA itself. Thus, to the best of our knowledge, no previous work
has studied how data-aware and and preemptive immunization
strategies fare under different graph topologies.

In this paper, we investigate the performance of state-of-the-
art data-aware and preemptive NI solutions on a variety of real-
world and synthetic network structures with diverse characteris-
tics, and under realistic influence probabilities with the IC model.
Our study features the first, to our knowledge, application of
the most recent algorithm for eigen-drop maximization and a
generic spectral method of activity shaping, to NI under the IC
model. We demonstrate that data-aware approaches are leading
in a majority of configurations, yet preemtive ones stand out
under particular settings of graph density, influence probabilities,
degree distribution, and clustering coefficients.

2 BACKGROUND
The classic approach to preemptive NI is the NetShield algo-
rithm [2]. NetShield greedily selects a set of nodes S , aiming to
maximize its Shield value:

Sv(S) =
∑
i ∈S

2λu(i)2 −
∑
i, j ∈S

A(i, j)u(i)u(j)

where λ and u are the largest eigenvalue and the corresponding
eigenvector of the network’s adjacency matrixA. A set S has high
Sv if its elements have high eigenscore u(i) and are not connected
to each other (zero A(i, j)). A high eigenscore implies that their
removal leads to a significant eigen-drop ∆λ. The algorithm has
a O(n |S |2) complexity, where n is the size of a network.

NetShield defines an epidemic threshold β ′ such that any edge
transition probability β > β ′ would result in a significant portion
of the network being contaminated. The algorithm utilizes the
fact that the epidemic threshold is related to the first eigenvalue of
the network adjacency matrix as β ′ = 1/λ [17]. Thus, λ expresses
the vulnerability of the network to an epidemic. Tariq et al. [14]
improved upon NetShield by approximating the eigen-drop, rely-
ing on the fact that λ can be expressed as the limit trace of the
p-exponential adjacency matrix A, which equals the number of
p-sized closed walks in the graph, cwp :

lim
p→inf,p even

(trace(Ap ))1/p = λ

trace(Ap ) = cwp (G)

The proposed method greedily selects a set of nodes to block
based on their approximate contribution to closed walks. The
published version suggested using p = 6, yet in communication
with the authors we confirmed that p = 8 feasibly leads to im-
proved results; we refer to this algorithm asWalk8; its complexity
isO(n2+γ (n+α3)+nk2), where α is a number of node partitions
and γ a number of employed hash functions.

DAVA [22] accepts the seed set of a network diffusion as in-
put and builds its NI solution around dominator trees. A node
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