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Abstract health condition or work class, about a population, and at

How can we orchestrate an one-off sharing of informative
data about individuals, while bounding the risk of disclosing
sensitive information to an adversary who has access to the
global distribution of such information and to personal iden-
tifiers? Despite intensive efforts, current privacy protection
techniques fall short of this objective. Differential privacy pro-
vides strong guarantees regarding the privacy risk incurred by
one’s participation in the data at the cost of high information
loss and is vulnerable to learning-based attacks exploiting
correlations among data. Syntactic anonymization bounds
the risk on specific sensitive information incurred by data
publication, yet typically resorts to a superfluous clustering
of individuals into groups that forfeits data utility.

In this paper, we develop algorithms for disclosure control
that abide to sensitive-information-oriented syntactic privacy
guarantees and gain up to 77% in utility against current meth-
ods. We achieve this feat by recasting data heterogeneously,
via bipartite matching, rather than homogeneously via cluster-
ing. We show that our methods resist adversaries who know
the employed algorithm and its parameters. Our experimental
study featuring synthetic and real data, as well as real learning
and data analysis tasks, shows that these methods enhance data
utility with a runtime overhead that is small and reducible by
data partitioning, while the 8-likeness guarantee with heteroge-
neous generalization staunchly resists machine-learning-based
attacks, hence offers practical value.

1 Introduction

Data sharing risks privacy violations and disclosure of sensi-
tive information. As much as 99.98% of the USA population
can be re-identified in naively anonymized datasets using 15
quasi-identifying (QI) attributes, such as age, occupation,
marital status, residence type, or gender [47], while machine
learning techniques can re-identify individuals and expose the
values of sensitive attributes (SAs) [14, 33].

It is desirable to publish data in a way that is both infor-
mative, including potentially sensitive information, such as

the same time safe, curbing sensitive disclosures about indi-
viduals. This aim differs from another consideration arising
in predictive modeling, where it is desirable to remove all
information on protected variables, so as to, e.g., eliminate
racial disparities in predictions [30]. To achieve the aim of
informative and safe data publishing, one may employ differ-
ential privacy (DP) [17, 61]. The state-of-the-art approach
for differential-privacy-based data publishing, PrivBayes [61],
uses the Laplace mechanism [17] to inject noise. A similar
discrete alternative, the geometric mechanism [23], offers a
universally optimal tradeoff between privacy and utility in
single-predicate count queries [22, 23]; however, such uni-
versal optimality is impossible in conjunctive count queries
involving more than one attributes [8, 9]. More crucially,
while differential privacy bounds the privacy risk incurred
by the contribution of one’s independent data to a database,
it fails to control the privacy risk incurred by correlated
data [34, 45, 49]. Those using DP in the hope of bounding
inferences implicitly assume tuple independence [35, 36, 42],
modeling data contributions as causal interventions bearing
no associative effects [52]. A privacy-aware individual whose
data is correlated to data of others would have to lobby those
others to abstain from the data collection process [31, 52].
Institutions that share data in the real world commonly
publish their data in an one-off manner. For example, the 2020
US census published data once, applying differential privacy'
with € = 19.61, which means that the participation of any
individual changes the probability of any outcome by a factor
of no more than ~ 328 million. We infer that the US Census
Bureau lacks a practically applicable, meaningful, and robust
privacy guarantee for the one-off sharing of census data. In
this context, syntactic privacy guarantees [11, 43, 48] offer
a useful option: they consider an adversary having access to
the global distribution of sensitive information, and bound the
specific privacy risk on that information incurred by one-off
publication [11]. To enforce such a guarantee, they generalize

Thttps://www.census.gov/newsroom/press-releases/2021/
2020-census-key-parameters.html
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QI attribute values to (i.e., substitute them with) less precise
ones by eliminating precision digits or publishing a range, a
set, or a category, instead of a given value [13, 20, 21].

Still, syntactic anonymization algorithms typically cluster
records in groups and publish the records in each group as a
unit sharing identical QI values; that is, for any two records
in the same group, r;, r;, the respective published forms,
i, r;., have identical Qlvalues; this enforced homogeneity
results in loss of precision, hence low utility [3, 10]. A
value generalization can be represented by a directed graph,
the generalization graph [59], which shows how the values
of original records match those of anonymized ones. In the
bipartite view of the graph, an edge from the vertex standing
for original record r;, to the one standing for recast record 7/,
indicates that the QI values of r; are included in (match) those
of r}. In the unified view, a single vertex represents both the
original record r; and its recast form r;.

8 r,
Is
I's
[£] ry
Bipartite view Unified view Bipartite view Unified view

(a) Homogeneous (b) Heterogeneous
Figure 1: Generalization types in graph view

Figure 1(a) shows an example homogeneous generaliza-
tion graph [21, 38, 48]; in the bipartite view it forms two
disconnected complete subgraphs of four vertices in each side
(i.e., two K4 4 bicliques); the QI values of a tuple on the left
side are generalized to those of all its matches on the right
side. In the unified view, these subgraphs appear as complete
digraphs with self-loops. Contrariwise, heterogeneous gener-
alization [16] abandons homogeneity; it generalizes records
heterogeneously, as Figure 1(b) illustrates; thereby, it enhances
utility because it allows for more flexibility in generalization,
while retaining the same privacy guarantee [16].

Table 1: Example of heterogeneous generalization
L. [Jalnl[nlslals[e]n]

Age [[ 59 [ 57 [ 39 | 28 | 41 | 37 [ 40 [ 53 ]
[Salary |[ 25 | 27 | 47 | 41 | 20 | 59 | 35 | 34 |

1D Age Salary Original Matches |[|Anon/zed Matches
10 | 5359 [ 25-34 to A 10 fo, 1, 17
t | 5359 | 2534 1] 11> 17 1 to, 11, 17
t;, | 2839 | 41-59 B 15, 15, 1¢ A 0, 13,15
X 28-41 20-39 13 0,15, tS’ A 13, 1y, t5
t; | 40-59 | 20-35 1y 13, 1, ¢ A to, 14, lg
1L | 2839 | 4159 5 | .00 7 1,13, 15
zf’] 39-41 20-47 16 tZ;, té, 17’ té b, 1y, tg
t | 40-57 | 2735 t7 10t 4 t, 16, 17

Table | illustrates a concrete example of heterogenous gen-
eralization. The top table presents the values of eight tuples
on QI attributes Age and Salary. Heterogeneous generalization
may anonymize these tuples as in the bottom left table; each
tuple is recast to a range of values, so as to be compatible with,
or match, three original tuples, and vice versa, as the bottom
right table shows. Past work [16, 56]; has used heterogeneous

generalization with k-anonymity [48], which only protects
against re-identification. An attempt to use heterogeneous
generalization to achieve a guarantee on the disclosure of the
values of a sensitive attribute [56] followed a fixed general-
ization motif and abode by ¢-diversity [43]. Yet £-diversity
allows an arbitrary increase of an adversary’s confidence in
some tuple’s SA value (SV) after publication. A robust alter-
native, B-likeness [11], bounds the growth of an adversary’s
confidence in each tuple’s SA value caused by publication, yet
has only been applied with homogeneous generalization.

In this paper, we design heterogeneous generalization
schemes that bound the posterior to prior confidence gain
in sensitive values by S-likeness [11], hence resist attacks
exploiting data correlations, and also yield high utility; to do
so, we first develop a baseline solution for ¢-diversity [43].
We use a randomization scheme that resists attacks reverse-
engineering the algorithm [55], following [16, 56, 59]. Our
experiments show that the proposed solutions outperform
previous syntactic anonymization schemes in data utility with
a small runtime overhead that is reducible by data-parallel
execution. Moreover, S-likeness with heterogeneous general-
ization surpasses a state-of-the-art DP-based solution in terms
of both utility in a practical data analysis task and resistance
to a practical learning-based attack on census data.

2 Background and Related Work

Syntactic anonymization reduces the precision of data, but
not its accuracy: the published, recast data is truthful, albeit
imprecise [10, 38]. The earliest syntactic privacy model, k-
anonymity [48], requires that each original record r; has at
least k equally probable matches among recast ones; a match
of r; is a record r;. whose imprecise QI values agree with
those of r;, hence may be the true representative of ;. These
relationships form a bipartite generalization graph [59].

Enhancing Privacy. The k-anonymity model does not prevent
the inference of non-QI sensitive attribute (SA) values (SVs);
the £-diversity model [21, 43] amends k-anonymity, postulat-
ing that each record be matched to at least £ well-represented
SVs, yet provides insufficient privacy when the SV distribu-
tion among a record’s plausible identities differs substantially
from the global distribution [40]. However, £-diversity treats
all SVs equally, regardless of the adversary’s prior confidence
in them arising from their overall distribution. To fix this
problem, S-likeness [11] requires that an adversary’s confi-
dence in an SV does not increase, due to the publication of
generalized QI's, by more than a relative-increase threshold g3,
while preventing confidence bounds exceeding 1.

Abandoning Homogeneity. Early syntactic anonymization
schemes [11, 21, 43, 44] imposed a Procrustean homogeneity
requirement [ 10], forcing data in groups of identical QI values.
Later research waived this constraint, first trying a solution
that forfeited equiprobable associations and caused excessive
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information loss [24, 50], then a fixed-motif non-homogeneous
form [56, 59], and eventually fully heterogeneous generaliza-
tion [16], which was applied only with k-anonymity.

To guarantee equiprobable associations, it is necessary
and sufficient that the generalization graph, as the one in
Figure 1(b),be k-regular [16],1i.e.,confers each original record
exactly k matches among published ones and vice versa [56].
A k-regular generalization graph induces several sets of k
disjoint assignments, each representing a possible one-to-one
correspondence between original and recast records [16, 56].
To resist attacks based on knowledge of the algorithm, we
generate a random set of k disjoint assignments and choose
one of those uniformly at random [16, 56, 59]. For self-
containment, we reiterate the argument in [56, 59].

Lemma 1. In a digraph G, where each vertex v has equal
indegree and outdegree, d,,, each edge belongs to a cycle.

Proof. Assume an edge e = (u — v) does not belong to a
cycle, hence there is no path from v to u. We classify vertices to
which there is a path from v into group X, with v € X. Vertices
in X have the same total number of incoming and outgoing
edges, >, cx dw. Each outgoing edge from X must point to
another vertex in X, since there is no path from any vertex
in X to u. As one incoming edge to X, namely e, originates
outside X, there are at most ), cx dy, — 1 incoming edges
from X to X, contradicting the pigeonhole principle. O

Lemma 2. In an (-regular directed graph G, each edge
belongs to a perfect matching.

Proof. Consider any edge e. By Lemma 1, ¢ belongs to
a cycle C. If C contains all vertices of G, it is a perfect
matching itself. If not, we rewire G to G’ as follows: for each
edge e = (u — v) in C, we substitute u by a new vertex u/v
inheriting the outgoing edges of u# and the incoming edges
of v; edges in C become self-loops in G'. Since G is {-regular,
G’ is {-regular too. We say that all vertices in C have been
matched. We select an arbitrary unmatched vertex w € G’
and one of its outgoing edges ¢’ at random, and repeat the
process to find a cycle C’. If C’ contains a previously matched
vertex w’, we update the matches of w” according to C’. As
at least one new vertex gets matched in each iteration, the
process leads to a perfect matching. O

Theorem 1. We can generate a set of € disjoint assignments
(i.e., perfect matchings) from an €-regular directed graph G.

Proof. We pick a node n; and an outgoing edge e randomly.
By Lemma 2, e belongs to an assignment a. We remove the
edges in a from G, to get graph G’. As each node in G’ has
exactly £—1 incoming/outgoing edges, G’ is (£{—1)-regular.
We repeat iteratively to find ¢ disjoint assignments. O

We aim to achieve B-likeness by heterogeneous general-
ization for the sake of data utility. As a preliminary step, we
examine the ¢-diversity case, then proceed to S-likeness. We

assume an attacker having no other prior knowledge apart
from the global SV distribution and any individual QI values.

Measuring Utility. Our schemes target a general-purpose
utility measure based on the extent of generalization ranges,
the Global Certainty Penalty (G C P), that has been extensively
used in previous works [4, 5, 6,7, 11, 12, 16, 21, 25, 26, 27,
28, 29, 32, 39, 41, 46, 53, 54, 56, 58, 63]. For a numerical
attribute A ;, the Normalized Certainty Penalty (NCP), for are-
casttuple g;is NCP;(q;) = (u/-1/)/ (v/ - 1), where utj (lf) is the
largest (smallest) value of attribute A ; among the matches of g;,
and U (L/) is the largest (smallest) value in the domain of A;.
If A; is categorical, then NCP;(q;) = (countj(@)=1)/(ja;|-1)
for count ;(q;) distinct values in (V(q{), and |A | the domain
cardinality of A ;. The GCP of a set of recast tuples Q' with d
attributes is GCP(Q’) = Zaie0 Z;NCPi(4) [4.1¢r|. In Section 5
we also consider an application-oriented utility measure, ac-
curacy in conjunctive count queries. These utility measures
reflect the value imprecision introduced for the sake of privacy.

3 Heterogeneous ¢-diversity

Consider a dataset D = (Q, S) of n tuples. Q ={q1,...,qn},
where ¢; is the QI of tuple i and S = {s,...,s,}, where s; is
the SV of tuple i. We have to recast D to a sanitized form D’ =
(Q’,8’), recasting the value of each ¢; € Q on a QI attribute A ;,
qij, as a set of values V(q;;) = ql’.j €Q’[11,21, 38, 48], and
each SV s; €S by an SV 57 €S’. We publish the range of values
in ¢, ; for numerical attributes, and the set itself for categorical
attributes. A tuple ¢; and a recast tuple gy match each other
when each g;; is included in V(g ).

Definition 1 (Threat model). We consider an adversary who
knows the overall SV distribution in S, identical to that in S’,
and all QI values, and aims to infer the SV of any individual.

Definition 2 (¢-diversity). A recast data set D'=(Q’,5’)
satisfies €-diversity wrt D=(Q,S) iff each q; € Q matches at
least £ records in Q’, having, to an adversary, equal probability,
at most /¢, to be the true match of g; and different SVs from
each other, yet including the SV of q;.

Thus, an adversary knowing all Qs in Q can identify the
true match and SV of any ¢; € Q with probability at most !/e.
Definition 3. Given a data set D =(Q,S) and its recast
version, D' =(Q’,8S’), an assignment from D to D’ is an one-
to-one mapping such that each q; € Q is matched to exactly one
q;. €Q’, their SVs, s; €S and s; € S’, may or may not coincide.

To achieve ¢-diversity, i.e., £ equiprobable matches for each
tuple, it suffices to use an {-regular generalization graph, ensur-
ing that each record ¢; € Q has ¢ distinct matches among the
anonymized ones in Q’, each with a unique SV, yet including
the SV of g, and each anonymized record ¢; € Q" has ¢ distinct
matches among the ones in Q [16, 56]. Such a graph contains
several sets of £ disjoint assignments from Q to Q’. The set
of possible values of each g} € Q" on an attribute A;, V (g;;),
is the set of values of its ¢ matches. To assign SVs to records
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in Q’, we regenerate a set of £ disjoint assignments, select one
of them uniformly at random, and use it to carry SVs from tu-
ples in D to D’; randomness ensures equiprobability [16, 56].
We aim to build an £-regular generalization graph that incurs
low information loss in terms of GCP.

Problem 1. Transform a data set D = (Q,S) to a form D’
that satisfies {-diversity and minimizes GCP(Q’).

Table 2: Notations

[ Symbol — Meaning |

D dataset (collection of tuples)
n the number of tuples in D

[0} Set of Quasi-Identifiers

SA Sensitive Attribute

SV set of SA values

sup(s) support of the sensitive value s € SV

B set of buckets

B; the ™ bucket, B; € 8

temp set of tuples having the same SA value

C set of candidate buckets to place temp in
Ay tuple-to-tuple assignment at step x € [0, ]
Gj set of matches for the j7 tuple

GA set of global assignments

For (-diversification to work, the input data should be ¢-
eligible [21, 43], i.e., the frequency of any SV should be at
most |"/e]. As we build our £-regular generalization graph,
if we assign too many low-frequency SVs as matches to one
tuple g;, we may run out of available low-frequency matches
to assign to another tuple g; so as to ensure diversity.

For example, consider six tuples with SVs {a,a,b,b,c,d}.
As the highest SV frequency is !/3, the data is 3-eligible [43],
i.e., we can extract 3 assignments such that each tuple gets
3 matches of different SV. We write an assignment as a
permutation of the six SVs. Let the first assignment be a self-
assignment: [a,a, b, b, c,d]. Assume the second assignment is
[b,b,a,a,d,c]. Given these two assignments, we try to extract
a third, so that each tuple (position) gets an SV different from
the two it already got. Unfortunately, we cannot: each of the
four first tuples can only accept a match with SV ¢ or d, but
there are only two tuples of such SVs. This problem is due to
assigning both low-frequency SVs ¢ and d to each of the last
two positions in the first two assignments. Thus, we should
avoid using too many low-frequency values as matches for
the same tuple. Such a problem does not arise in case all SVs
have the same frequency, "/c. In this case, we can group tuples
in ¢ buckets, one for each SV, and assign to each tuple one
match from each bucket. We convert all problem cases to
variants of this case, by creating £ buckets even if these do not
perfectly correspond to single SVs; more frequent SVs may
share a bucket with less frequent ones. After bucketization, in
an assignment extraction stage, we assign to each tuple exactly
one match from each bucket. Table 2 lists our notations.

3.1 Bucketization

Without loss? of generality, we consider that n mod £ = 0. We
create a set of £ buckets, each containing "/ records as Algo-

2In case n is not divisible by £, we insert 0 = £ — (n mod ¢) dummy
tuples, each with a unique SV.

7 I S

rithm | describes, provided that the {-eligibility condition [43]
holds (Lines 9-12). We first place each set of tuples having
one of the top-£ most frequent SVs, vi,vs,..., Ve, in its own
bucket, B, ..., B¢, respectively (Lines 15—16). We fill up the
rest available bucket space with tuples of less frequent SVs
greedily (Lines 18-30): we obtain the set of tuples temp of
the next most frequent SV s; (Line 19), and assign randomly
as many as fit in the most empty bucket b (Lines 22-30), and
move on to the next most-empty bucket; thereby, tuples of
the same SV may be shared among buckets. In Section 5, we
examine an alternative way of filling buckets by information
loss considerations, yet abandon it as it brings negligible util-
ity benefits, while it may incur leakage. Allocating tuples to
buckets takes O (n+mlogm) time, for m distinct SVs.

ALGORITHM 1: Bucketization for ¢-diversity

Data: set of tuples D; sensitive attribute SA; £ parameter
Result: set of £ buckets B = {By, B», ..., B/}
B:=0;

B; := 0; // Initialization.
B:=8BU{B;};
SV :={s|s=t[SA],t € D};// Set of all sensitive values
for s € SV do
| sup(s):=|{r € D:r[SA]=s}|;// Support of sensitive value s
/1 Check ¢€-eligibility:
if |SV| < € then
\ return (; // There are less than ¢ sensitive values
if maxsesy {sup(s)} > % then
return (); // max SA support is larger than bucket size.
bucketSort tuples by SV, quickSort SVs by support;
/I place tuples of £ most frequent SVs in £ buckets:
fori=1,...,¢do
| Bi={teD:t[SA]l=s};
// remaining SA values:
fori=¢+1,..., [SV| do
temp:={t € D:t[SA]=s;};
C:=8B\{b € 8: |b| =} };/l exclude full buckets
while temp # 0 do
b= argmin, .. {|b|}; // the most empty bucket
C:=C\{b};
if |5+ |temp| < % then
/temp fits in the remaining space of b
b :=b U temp;

else
while |5] < % do
‘ b:=bu{r ctemp};
temp :=temp )\ {7 };

return B;

3.2 Assignment Extraction

Next, by Algorithm 2, we extract {—1 disjoint assignments
among tuples in our ¢ buckets (plus self-assignments), so that
each tuple gets a match from a different bucket in each round.
As tuples of the same low-frequency SV may be shared among
buckets, we avoid matching any tuple to more than one tuple
of the same SV. In Section 3.4 we prove this is always possible.
We first match each bucket B; to all others (Line 4), and
then expand each bucket-to-bucket match to /¢ tuple-to-tuple
matches. For each pair of matched buckets (Bp, By) (Line 2,
Line 6), we generate a local assignment comprising matches
from a tuple in By, to one in By (Lines 9-11). The Match
function (Line 9) seeks tuple-to-tuple matches that incur low
information loss in NCP, hence GCP. To solve this informa-
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tion loss minimization subproblem we use either the O (n?)
Hungarian algorithm [18, 37, 51], or one of the heuristics
in [16], O(n?) Greedy or O (n*logn) SortGreedy). Before
each assignment, we update an NCP cost matrix (Line 8) to
reflect the running state of affairs. Eventually, we obtain a
set GA of ¢ disjoint tuple-to-tuple assignments, which deter-
mines generalized QI values. To defend against adversaries
who know the algorithm, as in [16, 56, 59], we extract anew a
random set of £ disjoint tuple-to-tuple assignments and pick
one of those uniformly at random to allot SVs (Line 12).

ALGORITHM 2: Assignment Extraction

Data: set of £ buckets 8 = {By, Ba, ..., Be}
Result: Set of € tuple-to-tuple assignments G A*
GA:=0,
for b=11 ¢ do
fori =010 % do
G (b-n/t)+i = {Bb (i) }; // Phase A: bucket-to-bucket assignment
GA = GAVG(pnje)+is
forb’ e {b+1,...L}YU{l,...b—1}and x € [2,£] do
fori=010 % and j=0t0 7 do
Cost;,j := NCP (G (p.nje)+i» Bpr (J)); /] cost matrix
A7 :=Match(Cost, By, By,); // Phase B: tuple-to-tuple assignment
fori =010 % do
| Gwnsorei = Gonjersi Y {Bp (A7 (i) }; // update
G A* :=Randomize(G A);
return G A",

3.3 Example
Consider 15 tuples of SVs [a,a,a,b,b,b,c,c,c,d,d,e,
e, f,f]. As each SV has frequency at most !/5, the data is
5-eligible. If we try to extract 5 disjoint tuple-to-tuple as-
signments, shown as permutations of SVs (i.e., each match is
shown at the respective position), so that no SV is repeated in
the same position, we may encounter a deadend, i.e., a state
from which we cannot progress. Table 3 shows such a case.
Table 3: Extracted assignments leading to deadend
Assignment 1 bbb

Assignment 2 ccce
Assignment 3 aaa

ccc| dd| ee| ff
aaal ee| ff| dd
bbb| ff| dd| ece

aaa
bbb
ccce

After extracting these assignments, each of the first nine
tuples should match to one of the six tuples with low-frequency
SVs, d, e, or f. As there are only six such tuples, a deadend
emerges. To avoid this, we create five buckets as in Table 4,
and allow a tuple to get only one match from each bucket.

We share tuples of SV f among buckets B4 and Bs, hence all
six lower-frequency SVs are found in those two buckets only.
Thus, each tuple can get at most two of the three low-frequency
SVs, {d, e, f}, as matches in five assignments; the other three
matches of each tuple are reserved for the high-frequency SVs
{a,b,c}, resulting in good balance.

Table 4: Five Buckets
[ Bucket [ TupleIDs [ SVs |

B 1,2,3 aaa
B; 4,5,6 bbb
B3 7,8,9 ccce
By 10, 11, 14 ddf
Bs 12,13, 15 eef

Still, for bucket-based assignment extraction to work, we
should ensure that no tuple is matched to both tuples with SV
f in buckets B4 and Bs. We work in two phases. In Phase

A, we extract five bucket-to-bucket assignments, shown in
Table 5 via a permutation of the bucket order.

Table 5: Five bucket-to-bucket assignments
B-to-B Assignment 1 B B, B3 By Bs
B-to-B Assignment 2 B, B3z B4 Bs B
B-to-B Assignment 3 B3 By Bs B| B>
B-to-B Assignment 4 B4 Bs B B B3
B-to-B Assignment 5 Bs By By B3z By

In Phase B, we concretize each bucket-to-bucket match to
a collection of tuple-to-tuple matches as in Table 6.

Table 6: Five tuple-to-tuple assignments

T-to-T Assignment 1 aaa bbb ccc ddf fee
T-to-T Assignment2 | bbb | ccc ddf fee aaa
T-to-T Assignment 3 ccc ddf fee aaa bbb
T-to-T Assignment 4 ddf fee aaa bbb ccc
T-to-T Assi t S fee aaa bbb ccce ddf

Each of 15 tuples obtains five different SVs, namely
{a,b,c,d,e}, {a,b,c,d, f}, or {a,b,c,e, f}. Comparing Ta-
ble 5 to Table 6, we see how bucket-to-bucket assignments
guide tuple-to-tuple assignments; the position of tuples with
SV f in buckets B4 and Bs varies to avoid conflicts.

3.4 Proof of Soundness

To lead to a sound result, our algorithm should always find a
local tuple-to-tuple assignment, without ever assigning more
than one match of the same SV to the same tuple. The following
theorem shows that this is possible.

Theorem 2. In the t round of local assignment extraction,
t < ¢, with bucket B; matched to a set of buckets M(B;) =
{B,..., B;‘;l} in the previous t — 1 rounds, we can extract a
new local tuple-to-tuple assignment between tuples in B; and
those in any other bucket B’, matched to B;, without assigning
more than one match of the same SV to the same tuple.

Proof. Our bucketization (Section 3.1) groups tuples by SVs
and assigns those of the i most frequent SV to the i bucket,
i < {. In general, such buckets have available space to be
filled with tuples of other, less frequent SVs. However, each
bucket B; is characterized by the i most frequent SV, of which
it holds the most tuples. We call this SV the dominating SV
of B; and denote it as SV;. A tuple having the dominating SV
is called a dominating tuple in B;. Let s; denote the number
of dominating tuples in B;. Then b > s1 > 55 > ... > s¢,
where b = /¢ is the bucket size.

We need to prove that an assignment from B; to B} can
be extracted without using any match (i.e., edge) from a
tuple r € B; toatuple r’ € B} such that r has been matched to
the SV of r’ in a previous tuple-to-tuple assignment. We show
that a bipartite graph built of all allowed matches from tuples
in B; to those in B;. allows for an assignment to be extracted.

By design, a bucket’s dominating SV appears only in itself.
Thus, each of the s; dominating tuples in B} has no SV
conflict with any tuple in B;, and therefore receives b incoming
edges from B;. In effect, the s; dominating tuples in B} have
incoming degree b. Assume B} contains non-dominating
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tuples of p distinct SVs, svy, ..., sv,. Let Cy be the (non-zero)
number of non-dominating tuples with sv, in B}, and K, be
the (possibly 0) number of records with sv, in the set of
buckets M(B;) that B;, and hence some tuple therein, has
already been matched to. Recall that, by construction, SVs of
non-dominating tuples cannot have higher overall frequency
than SVs of dominating tuples, therefore:
Cq+Kg<sj 1<q<p (1)
By assumption, each of the K, tuples with SV sv, has been
previously matched to a tuple in B;; then each of the C;, tuples
with SV sv, in B’ may only have d = b — K, incoming edges.
Then Equation (1) yields:

dr 2b—sj+Cq>b-s; 1<q<p 2)

Still, b — s ; is the number of all non-dominating tuples in B}.
Each of these has incoming degree larger than their number.
By Hall’s marriage theorem, a bipartite graph G = (X UY, E)
has a perfect matching from X to Y iff for every subset W C X,
|W| < |Ng(W)|, where Ng (W) is the neighborhood of W,
i.e., the set of all vertices in Y adjacent to a vertex in W.
Let B} be X and B; be Y, |X|=|Y| =b. A subset W C X that
contains any of the dominating tuples in X has |[Ng(W)| =
b > |W|; moreover, by the preceding analysis, a subset W C
X that contains exclusively non-dominating records in X
has |[Ng(W)| > b—s; > |W|. It follows that the graph of
allowed matches from B; to B;. always contains a perfect
matching, i.e., allows for extracting a local assignment. O

3.5 Proof of ¢-diversity

Our technique inherits the properties of heterogeneous gen-
eralization approaches that achieve k-anonymity [16, 56, 59]
as well as ¢-diversity via partition merging [56]. Our data
recasting forms an {-regular generalization graph: each origi-
nal record r; has exactly £ matches in the published data R’
and vice versa. Given such an {-regular generalization graph,
we can extract one or more sets of £ disjoint assignments via
random walks [56, 59] as Theorem 1 shows.

Theorem 3. Consider a recast data set D' =(Q’,S’), pro-
duced from D=(Q,S) by Algorithm I for bucketization and
Algorithm 2 for extracting assignments using those buckets,
and an adversary who knows the overall SV distribution in S,
identical to that in S’, and all values in Q. D’ satisfies €-di-
versity, i.e., the adversary observes at least € records in Q'
matching each q; € Q, having distinct SVs that include the SV
of qi, and has equal confidence, at most /¢, that each of those
be the true match of g;.

Proof. To an adversary, each of such ¢ assignments represents
a possible world. We assign SVs to published records accord-
ing to the putative identities indicated by one such assignment,
which we select uniformly at random out of a set of ¢ disjoint
assignments extracted from the {-regular generalization graph
by randomization [56, 59]. This process ensures that each of

an original or published record’s £ matches is equally likely
to be chosen; thus, the SV we assign to a published record is
equally likely to originate from any of its ¢ original-record
matches, and, in reverse, the SV of an original record is equally
likely to assigned to any of its £ published-record matches. An
adversary considers these ¢ options as equiprobable; running
the same algorithm on the same data yields different results,
thanks to randomization [15]. The same anonymized data
could be generated by ¢ different data instances, each record r
associated with a different SV in each instance. The adver-
sary cannot decide which instance corresponds to the input,
hence cannot infer the true SV of r [57]. This equiprobabil-
ity warrants k-anonymity in [16, 56, 59], {-diversity in [56],
and ¢-diversity here: original record’s matches provide a set
of ¢ distinct possible sensitive values, whose equiprobability
warrants £-diversity, which limits the adversary’s confidence
in any SA value to !/¢ due to Equation 5 in [43]. O
Our scheme comprises: (i) privacy-oriented bucketization
that assures, with randomization, the equiprobability of each
tuple’s matches, and (ii) utility-oriented assignment extraction
that selects specific matches. As in [16, 56, 59], no decisions
consider both privacy and utility. As argued in [57], this nonin-
terference between privacy and utility confers immuninity to
the minimality attack [55]. We revisit this matter in Section 6.

4 Heterogeneous S-likeness

Here, we inherit the assumptions regarding the adversary and
the bucketization-and-assignment-extraction workflow of our
solution for £-diversity, and adapt it to 8-likeness [11]:
Definition 4 (B-likeness). An anonymized data set D’ =
(Q’,8’) satisfies B-likeness with respect to the original
data D=(Q,S) iff the confidence of an adversary regard-
ing the sensitive value s; of any original record q; € Q does
not increase, in relative terms, by more than a threshold 8 > 0
upon the publication of D', i.e., Wi=9) [y, < B, where ; is the
probability of any putative SV s, measured as its frequency in
the set of matches in D’ assigned to q;, and ¢; is the frequency
of s} in the overall sensitive value distribution.

In effect, B-likeness bounds the increase in an adversary’s

confidence® on the likelihood of any sensitive value:
Pl <poui=(1+pvi )
L

We thus address the following problem:

Problem 2. Transform a data set D = (Q,S) to a form D’
that satisfies 3-likeness and minimizes GCP(Q’).

First, we consider whether S-likeness may be achieved via
{-diversity. We find that this is the case under conditions.

Theorem 4. For 8 > ¢m/y,,— 1, B-likeness on dataset D is
achieved by {-diversity with £ > 1/(1+p)¢,., where ¢py is the
maximum and ¢, minimum frequency of an SV in D.

3If confidence drop is a concern, our schemes can be extended to bound it.
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Proof. By ¢-diversity, any SV has probability at most !/¢. This
bound satisfies SB-likeness iff it covers the least frequent SV,
ie., /e < (1+B)¢,,. By the pigeonhole principle, to achieve
¢-diversity, the maximum SV frequency should be at most !/e,
ie., drp <Ye= dpy < (1+8)Pm, hence B> ¢m/y, —1. O

By Theorem 4, if 8 > ¢m/4,,—1, we can achieve B-likeness
via {-diversification. Otherwise, we use a new bucketiza-
tion scheme for B-likeness, along with other elements of our
methodology: Once we define u buckets, we extract assign-
ments by Algorithm 2 to define a low-GCP generalization,
craft a set of u disjoint assignments, and select one of them
uniformly at random to allot SVs; randomization thwarts ad-
versaries who know the algorithm [16, 56, 59]. Henceforward,
we discuss this new bucketization scheme for S-likeness.

4.1 Delimiting the Number of Buckets
Let B; denote the set of buckets that include at least one tuple
with SV v;, and B the set of all u buckets. The frequency of
SV v; within a tuple’s set of matches is bounded via B;:
1B
< 0
Yi < 8] “)
Here, we need to construct buckets in a way that leads to
assignments satisfying S-likeness. Due to Equation (4), to
achieve the condition of Equation (3), it suffices that:

1Bil/ig) < (1+8) - ¢;
= |B;| < (1+8)-¢;-|B|, VieSA 5)

The condition of Equation (5) is sufficient (though not
necessary) to obtain S-likeness; we call it strict B-likeness.

4.2 Purity of Buckets

We proceed by examining the conditions for achieving the
strongest case of privacy by S-likeness, O-likeness.

Definition 5 (Pure bucket). A pure bucket is a bucket that
contains only tuples of a single SA value.

Theorem 5. Heterogeneous generalization achieves strict
0-likeness iff all buckets are pure.

Proof. When all buckets are pure, no bucket contains more
than one SA value; thus, adding up the numbers of buckets
containing each SA value v;, we obtain the total number of
buckets; in reverse, when ) ; | 8;| = | B|, each bucket is counted
exactly once in the summation, hence is pure. Thus, all buckets
are pure iff 3}, |8B;| = |B|. Then it suffices to prove that, by
strict B-likeness, 8 =0 < 3;|B;| = |B|. From Equation (5):

ZIBiIS(1+B)~Z¢i'|3|=(1+ﬁ)-lf3| (6)

For B=0, that becomes }; |B;| < |8|. However, as each
bucket contains tuples of at least one SA value, it cannot be
i |1Bi| < |B]; thus, strict O-likeness effectively implies that
>.i1Bi| = |8|. In reverse, when }}; |8;| = |8|, Equation (6)
holds for any 8 > 0, hence strict O-likeness is achieved. O

Theorem 5 leads to the following corollary.

Corollary 1. Heterogeneous generalization achieves strict
0-likeness only if the bucket size c is a common divisor of the
support counts of tuples by SV, (n,...,n|s4))-

Proof. Assume bucket size ¢ that is not a common divisor of
(n1,...,n154]). Then at least one SV v; has support n;, s.t. n;
mod ¢ # 0, hence at least one record of v; is in a non-pure
bucket; by Theorem 5, we cannot get strict O-likeness. O

A smaller ¢ yields more buckets, hence more matches
per tuple. A limitation to fewer matches tends to reduce
information loss. Thus, lower loss is more likely to be achieved
with the largest allowed value of ¢, the GCD of support counts.

4.3 Delimiting 8

As discussed, larger bucket size leads to fewer buckets, hence
fewer matches per tuple, hence better utility. If we set bucket
size to 1, we achieve highest privacy (0-likeness) but lowest
utility; if we use a single bucket of size n, we achieve no privacy,
but perfect utility. We follow an intermediate approach. Ideally,
a bucket contains all tuples of the same SV. All buckets should
be of equal size c; if necessary, we add dummy tuples to render
the number of tuples n divisible by c¢; then u = |B| = "/e.
Let n; = ¢; - n be the support of SV v;. We derive a lower
bound on the privacy parameter S from Equation (5):

|Bi| < (1+B)-¢i-|8B|, Vi o
B =18l nfn;—1, Vi o
B> C/miin {mfsy— 1 @)

Equation (7) provides a lower bound on the g achievable
for a bucket size ¢ and an allocation of tuples into buckets. To
minimize that bound, we need to maximize min; {"/ s }.

Definition 6 (occupancy). Given a bucketization B, an SV v;
with support n;, and the set of buckets B; that include tuple(s)
with v;, the occupancy of v; in B is occ; ="i/|s:, i.e., the
average number of tuples of v; per bucket.

Then, minimizing the lower bound on S, i.e., optimizing
privacy under bucket size c, raises the following problem:

Problem 3 (occupancy maximization, MAXMINOcc). Given
a database DB of n tuples, in which each of n; tuples is
associated with SV v;, 3; n; = n, and a bucket size c, such that n
mod ¢ =0, allocate ¢ tuples to each of B = "/c buckets to form
a bucketization B that maximizes the minimum occupancy,

minocc = min; {%}, where B; is the set of buckets that
contain at least one tuple of SV v;.

Occupancy maximization calls for placing tuples of each
SV in as few buckets as possible. In case the support n; of
an SV n; is divisible by c, i.e., n; mod ¢ = 0, then the tuples
of each such v; are to be placed in "/c buckets with optimal
occupancy, c. If n; mod ¢ =r; # 0, it would be ideal to place
each remainder of r; < ¢ tuples in one bucket only, along
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with tuples of other SVs. If we avoid splitting such remainder
tuples into more than one buckets, then each SV occupies
[7i/c] buckets, with minocc = min; {"//1}.

Theorem 6. MaxMiNOcc is NP-hard.

Proof. Consider the decision version of the problem, which
asks whether a certain minocc value is feasible. This prob-
lem is in NP, as it takes polynomial time to verify that a
given solution achieves a certain occupancy value. Con-
sider any instance of the ParTITION problem, which is to
decide whether we can divide a set of m items, of sizes
{ni,na,....nm}, with 3; n; = A, into two partitions S, S’, such
that };cgn; = X jesnj = 4/2. We transform this input to
nl’ = A+n;, Vi, and add m dummy items of size A. The sum of
allitems is (2m+1) - A, while min; n] > A > maxin; /. We apply
an algorithm for MAxMiNOcc on the same input, considering
the m items as sensitive values and their sizes n; as support
counts, to decide whether there is a bucketization 8 into B =2
buckets of size ¢ = mA +4/2 that achieves minocc = min; n.
Now, if the count of any item is split among buckets, its occu-
pancy will be at most maxi; /> < A, hence minocc < A < min; n;.
Thus, achieving minocc > min; n] requires that no item be
split among buckets. In reverse, if each item is fully contained
in exactly one bucket, then minocc = min; nl’ Thus, we can
reach minocc = min; n] if and only if we can divide all items
into two buckets of size 4/2. With bucket size c, exactly m
items should be in each bucket to yield the mA contribution;
the remaining 4/2 contribution corresponds to a subset of input
items that form a solution to PArTITION and vice versa. There-
fore, an algorithm for MaxMinOcc effectively decides any
instance of ParTITION. Since we performed a polynomial-time
transformation, it follows that MAXMINOcc is NP-hard. O

4.4 Example

This NP-hardness resultimplies that finding the largest feasible
bucket size ¢, under a privacy bound S, is also NP-hard. The
following example provides more intuition.

Let D be a set of 25 tuples, six having SV ‘a’, seven having
SV ‘b’, and twelve having SV ‘d’. The GCD of {6, 7, 12} is 1.
Then, to achieve 0-likeness we need to place the tuples in 25
buckets of size 1. With a higher 8, we can opt for larger bucket
capacity and achieve lower information loss. We may test
several bucket sizes, starting from the GCD of {nj,ns,...},
up to the maximum SV support max{n;}, to find the largest
that satisfies the desired privacy level g8, using Equation 7. We
show three example bucketizations.

Table 7: Example — ¢ =4
[Bi [ B [ Bs [ B4 [ Bs | B | By |

d d d a a b b
d d d a a b b
d d d a b b b
d d d a b b b

(a) If we set ¢ =4, a good bucketization using dummy tuples
of one SV only (b) is as in Table 7. The minimum S we can
achieve is:

B> C/@gg{"r/n,\} — 1 =4 mingop, 72y — 1 =121 -1 2 0.71

Table 8: Example — ¢ =5
[Bi [ B | By [ B [ B5 ]

a a b d d
a b b d d
a b b d d
a b d d d
a b d d d

(b) If we set ¢ =5, there is no need for dummy tuples, as
5 divides n exactly. Table 8 shows the ensuing bucketization.
The minimum 83 we can achieve now is:

B> C/};ﬂér‘}{“'/\ﬁ,\} =1 =5/mingep, 7,2 — 1 =55—1~0.66

(c) If we set ¢ =6, ‘a” and ‘d’ fill one and two buckets
respectively; ‘b’ fills one bucket, yet one leftover tuple is
placed in a fifth bucket; we add 5 dummy tuples to the last
bucket, as in Table 9. The minimum 8 we can achieve is:

B > 6/21;1‘1/("'/3,\) -1= 6/min {5h,7), 12} — 1= ]2/7— 1~0.71

Table 9: Example — c =6
(B[ B[ B [ Bi[Bs |

a d d b b
a d d b b
a d d b b
a d d b b
a d d b b
a d d b b

Interestingly, the minimum attainable privacy parameter 8
does not worsen monotonically as ¢ grows, since it depends on
the distribution of SVs in a complex manner. Thus, for g8 > 0,
we start from c equal to the support of the most frequent SV,
max{n;} (getting basic privacy and high utility), and proceed
testing every ¢ € {max{n;},...,GCD} to find the largest ¢
that yields a bucketization satisfying the given .

4.5 Algorithm for S-likeness

Algorithm 3 outlines our bucketization for 8-likeness; given a
datataset D and the S parameter, it returns a set of buckets
which we use to build a heterogeneous generalization. We
find a utility-aware bucketization (Lines 17-39) by a heuristic.
First, we search for a bucket size ¢ that satisfies the desired
privacy level. Starting from ¢ = maxn;, we greedily calculate
a distribution of SVs in buckets to obtain occupancy ratios,
ni /18,1 (Line 21), until the minimum B’ a bucketization allows
(Line 22) satisfies the desired 8 (Line 19). In the worst case,
c reaches the GCD of SV supports, whereupon 0-likeness
(hence any S > 0) is attainable.

With bucket size ¢ set, we prepare the tuples for bucket
placement, sorting them by decreasing SV support (Line 23)
and rearranging them so that groups that fill buckets exactly
(n; mod c =0) come first (24). By this order, we place tuples
in buckets, filling one bucket before moving on (Lines 26-37).
If all tuples of one SV fit in the empty space of a bucket B},
we place them all therein (Lines 29-31). Otherwise, we place
in B; a random subset of tuples that fit therein. After B;
reaches its capacity, we proceed to B,y (Line 37). We add
dummy tuples as needed (Line 38) and return the resulting
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bucket set (Line 39). Time complexity is dominated by the
cost of scanning tuples for each examined value of ¢, hence it
is O(n?); Line 21 performs the calculations of Lines 24-37 to
obtain the number of buckets | B;| that contain at least one tuple
of each SV v;, without placing tuples in buckets. Once buckets
are set, we get a low-GCP generalization by Algorithm 2 and
allot SVs by choosing an assignment uniformly at random
from a random set of disjoint ones.

ALGORITHM 3: Bucketization for S-likeness

Data: set of tuples D; sensitive attribute SA; parameter 8 > 0
Result: set of u buckets B = {By, By, ..., B,}

B:=0;
SV :={s|s=t[SA],t € D}, // Set of all sensitive values
for s; € SV do
| ni:=|{r € D:t[SA]=s;}|;// Support of sensitive value s
¢ := GreatestCommonDivisor(ny, nz, . . . s A|);
// Strict O-likeness:
if 8 =0 then

=2 /1if c=1, solution is n buckets of size 1
quicksort tuples in D by their SA value;
foriel,2,..., u do
B; = 0; // Initialization.
for jel,2,..., p do
Bi =B U{tiprj}s
B:=BU{B;};
return B;
/I Otherwise, 8 > 0:
B’ :=o0; // initially.
c:= max {n;}+1;

s;ESA
while 8’ > B do
c=c—-1;

Calculate | 8; |, Vi, required to place the tuples in the buckets;
B = —— — 1; // attainable §3 for this ¢

min; { @]
quickSort tuples by SV support;
re-arrange so that groups with (n; mod ¢) = 0 appear first;
J = 1; // bucket index
fori=1,...,|SV|do
temp:={r € D : t[SA]=s;};
while temp # 0 do
if |Bj|+ |temp| < c then
/I temp fits in the remaining space of B
Bj :=Bj Utemp;

else

while |B;| < c do
Bj:=B;U{t etemp};
temp :=temp\ {¢};

B:=BUBj;

J =Jj+1; // next bucket

Add ¢ — | Bj | dummy tuples in Bj;

return B;

4.6 Proof of S-likeness

Theorem 7. Consider a recast data set D' =(Q’,S’), pro-
duced from D=(Q,S) by Algorithm 3 for bucketization and
Algorithm 2 for extracting assignments using those buckets,
and an adversary who knows the overall SV distribution in S,
identical to that in S’, and all values in Q. D’ satisfies 3-like-
ness with respect to D, i.e., the confidence of the adversary
posterior to the publication of D’ on the sensitive value s; of
any q; € Q increases, relative to the prior confidence due to the
knowledge of the SV distribution in S, by no more than 8 > 0.

Proof. Our B-likeness algorithm produces a set B of u buckets
from which we build an u-regular generalization graph by
Algorithm 2. We generate a set of u disjoint assignments

therefrom by randomization [56, 59] and select on of those
uniformly at random to assign SVs. By the same argument as in
the proof of Theorem 3, an adversary considers these u options
as equiprobable. As each record’s matches provide possible
SVs whose distribution heeds B-likeness, this equiprobability
of matches assures S-likeness. O

As argued in [57], the noninterference between privacy and
utility confers immuninity to the minimality attack [55].

5 Experimental Evaluation

We evaluate our algorithms for anonymization by £-diversity
and B-likeness against the following benchmarks:

PrivBayes: The state-of-the-art method for data publishing
by differential privacy [61], which constructs a Bayesian
network that models attribute correlations, injects noise into a
set of low-dimensional marginals, constructs an approximate
data distribution using these noisy marginals and the Bayesian
network, and samples tuples from this distribution to yield a
synthetic dataset. Whereas S-likeness bounds the risk incurred
by the publication of the whole data set with regard to sensitive
attribute values, differential privacy bounds the risk incurred
by the inclusion of an individual’s data in a publishable data
set, with regard to any information about that individual. These
two privacy notions have different goals; the former bounds
a specific risk associated with data publication; the latter
bounds a holistic risk associated with one’s participation in
the data. Yet it is interesting to compare the two under settings
in which they provide the same bound in terms of confidence
increase. We render PrivBayes comparable to §-likeness in
that sense, by setting € = In(1+ 3); by this setting, differential
privacy bounds, by e€ [17], the increase of an adversary’s
confidence on the output of any function K, hence also on a
sensitive attribute’s value, incurred by the inclusion of a target
individual’s data in the published database.

NH: The state-of-the-art {-diversification method by ring
generalization [56]. NH partitions tuples, merges partitions
until they satisfy {-diversity, and applies ring generalization
to each ensuing partition; runtimes include the time for parti-
tioning, building rings, and the randomization scheme.

BuReL: The state-of-the-art homogeneous generalization
scheme for S-likeness [11].

GR: Our methods employing the O (n?) Greedy algorithm
of [16] for assignment extraction. Runtime includes bucketi-
zation, assignment extraction, and randomization [56, 59].

SG: Our algorithms that employ the O(n*logn)
SortGreedy routine [16] for tuple matching, along with
bucketization and assignment extraction by randomization.

HG: Our schemes utilizing the O(n®) Hungarian algo-
rithm [18, 37, 51] to build assignments. HG minimizes NCP
per iteration, but that does not translate to optimality across
iterations; we include bucketization and randomization.

On ¢-diversity, we test GR, SG, and HG in the default mode
and in a threshold mode (GR;, SG+,HG), which places tuples
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Figure 2: Information Loss on ¢-diversity: effect of £.

in buckets having the most distant QI; these heuristics may
bring utility benefit, ensuring distant tuples are not matched to
each other; still, due to a concurrent consideration of privacy
and utility, they are vulnerable to the minimality attack [55];
we include them to show the benefit we may gain at the cost
of vulnerability [57]. NH is coded* in C++; BuReL, GR, SG,
HG in Java. All experiments ran on a 24-core Intel Xeon CPU
@2.67GHz with 48G RAM running Ubuntu 16.04 LTS.

Table 10: The CENSUS and COIL 2000 datasets

Attribute Card. Type
Age Ll num Attribute Card. Type
Gender 2 cat
. #Houses 10 cat
Education Level 17 num -
- Household Size 6 cat
Marital Status 6 cat
Age 6 cat
Race 9 cat Cust T 0 "
Work Class | 10| el_| |—spomer Subiype |41 | ea
Country 83 cat - yp
Occupation 51 cat

Data We use real data drawn form the CENSUS [2] and
the COIL 2000 [1] datasets; CENSUS contains S00K tuples
on 8 attributes, both numerical and categorical, while for
COIL2000, which contains ~10K tuples, we maintain the first
5 attributes, all categorical (Table 10). The last attribute is the
SA, while the rest constitute the QIs. To examine the effect of
skew in SVs, we generate synthetic datasets of up to SO0K
tuples and 8 attributes; using the CENSUS data, we maintain
the 7 QI attributes while assigning an SV drawn from the
domain range of the 8™ attribute following an (a) uniform or
(b) zipfian distribution with various 6 values®.

Parameters. We study behavior with respect to: (a) the
privacy parameters £ and §; (b) the number of QI dimensions d,
(c) the partition size p, when allowing for data partitioning;
(d) dataset size n; and (e) the 6 parameter of zipfian data. The
default settings are £=10, d=8, n=10K, 6=0.5, and 5=3.

Evaluation Metrics. We measure runtime, information
loss (GCP), and accuracy in aggregation queries of this form:
SELECT COUNT (%) FROM Anonymized_data
WHERE pred(A;) AND ... AND pred(A,) AND pred(SA)

This count query has a conjunctive predicate on A randomly
selected QI attributes and the SA; pred(A) has the form

A € Ry, where R4 is an arbitrary interval in the domain of A.

We vary A and selectivity ©. Assuming uniform distribution,
we achieve © if each attribute A selects records within a range

40ur code and data are available at http://github.com/discont.
SGreater 6 corresponds to more biased distributions.

of length |A|-64, such that (64)™! =6, where |A| is the domain
length of attribute A. In effect, the length of R4 should be |A|-
0% . Given a query, we compute the precise result prec from
the original data, and an estimate est from the anonymized
data, assuming uniform distribution and proportionality of
results to the intersection between the query and generalized
attribute domains. We define Iesr_r—‘zzec‘ x100% as the relative

error. If prec in a query is 0, we drop that query.

5.1 Evaluation on /-diversity

Effect of £. We run all algorithms over three datasets of 10K
tuples: (a) a subset of CENSUS that contains its first 10K
tuples, (b) the Uniform dataset thereof and (c) the Zipfian
dataset with 6 = 0.5. Figure 2 shows that the utility gain of our
schemes vs. NH increases as ¢ grows from 2 to 10. This gain
is more visible with CENSUS and Zipfian, where NH incurs
information loss up to 3.5x compared to HG for £=10. This is
due to the fact that NH, designed for k-anonymity, is adapted
to ¢-diversification by merely merging partitions, hence yields
large partitions that exacerbate information loss [16].

Effect of Dimensionality. We study the effect of QI dimen-
sionality d on 10K datasets, with £=10. Figure 3 shows the
results. Our schemes outperform NH in utility for all d values
on CENSUS, for d > 3 on Zipfian, and for d > 6 on Uniform.
As real data, CENSUS is inherently more complex. NH cannot
handle this complexity. On CENSUS information loss drops
as d grows. Our schemes resist the curse of dimensionality,
while NH’s homogeneity becomes detrimental.

Effect of Data Size. We investigate scalability on data sets
of exponentially growing size, from 1k to 500k tuples, drawn
from CENSUS, with d =8. Figures 4(a) and 5(a) present GC P
and runtime results for £ = 10. Our algorithms consistently
outperform NH in terms of GCP, with as much as 3.5x im-
provement in data utility. The execution of our algorithms in
threshold mode took prohibitively long, due to the overhead
of extra NCP calculations in the bucketization phase, without
a significant utility benefit; therefore, we settle for using the
regular versions of these algorithms. We also run the same al-
gorithms over data partitions of size p (GR,, SG,, HG)), i.e.,
let them anonymize each partition separately in a data-parallel
environment [16]; these variants incur more information loss,
yet approach NH in runtime, as Figure 5(a) shows.
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Scalability by Partitioning. We study the partition-based
variants further. Figures 4(b) and 5(b) plot GCP and runtime
for a 100k subset of CENSUS divided in partitions of varying
size. NH runs on data partitions by default, but its merging
of partitions is non-parallelizable. As partition size drops
(leftwards), execution time falls, eventually reaching that of
NH, with a modest cost in GCP. Thus, our schemes achieve
better utility than NH in equal runtime, while all compared
methods achieve the same privacy guarantee.

Effect of Data Skew. We vary 6 in the Zipfian data from 0.5
to 0.9, increasing skew. Figure 4(c) shows that our algorithms
are resilient, while NH misses quality as 6 grows. The utility
gain of HG vs. NH rises to 4x for 6 = 0.9, while SG and GR
follow suit. Figure 5(c) shows runtimes are stable.

5.2 Evaluation on S-likeness

Effect of 5. We study the effect of 8 over three data sets
of size 10K. Figure 6 shows that, as 8 grows from 1 to 5,
privacy becomes laxer, thus all methods afford better utility.
HG outperforms BuReL across the board, while SG and GR
follow HG with a slight gap; the gain is greater for smaller 3,

and more evident on CENSUS and Zipfian.

Effect of Data Size. Figure 7(a) shows that the utility gap
of our schemes from BuReL grows with data size, on random
subsets of CENSUS, with §=3. Figure 7(b) shows that they
need more time, yet we may apply them in a data-parallel
manner to obtain scalability, as in Figure 5(b).

Effect of Data Skew. Figure 7(c) shows that more skewed
zipfian distributions (larger 6) cause higher information loss.
HG outperforms BuReL, with 33% more utility for 6=0.5.

Range Query Error. To compare against PrivBayes, in-
clude the COIL2000 data set, and measure the effect of dummy
tuples, we report the median relative error of random range
count queries, as reported in Evaluation Metrics. Figures 8(a)
and 9(a) show the effect of 8, with query selectivity 10% and
dimensionality A =3 QIs, plus the SA. The top of the fig-
ures shows the values of € = In(1+ ) in PrivBayes. Our
schemes maintain low relative query error, decreasing with S,
outperforming BuReL and PrivBayes by up to 4x for CEN-
SUS and 10x for COIL2000. Figures 8(b) and 9(b) show
results for 8 =3 and corresponding € = In(1+8) = 1.386 for
PrivBayes, while varying A from 1 to 6 for CENSUS and
1 to 4 for COIL2000. Our approaches surpass others by up
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to 83%. Figures 8(c) and 9(c) show results for 4=3 and S=3,
while varying selectivity ® from 0.05 to 0.25. The query error
of our schemes decreases as selectivity grows. We expand
the results of Figures 8(a) and 9(a) to the full range of € in
PrivBayes and corresponding 3, in Figures 10(a) and 10(b).
For CENSUS, when 8 > 49, we employ {-diversity for the sake
of B-likeness, by Theorem 4. Our methods retain an advantage
over PrivBayes. We also conduct an experiment using prefix
ranges [0, 7] for the numerical educational level attribute and
singe-valued conditions on age, gender, marital status, and
race, as suggested by Census Bureau staff [60]. The results in
Figure 10(c) show the advantage over PrivBayes remains.

6 Resistance to Attacks

We now discuss how S-likeness resists adversarial attacks.

Vulnerability to a minimality attack [55] is due to [57]: (1)
determinism; (2) unequal groupings; and (3) mingling SVs
and QIs in decision-making. Our scheme is safe from (1) due
to randomization [16, 56, 59]; from (2), as it assigns equal
matches to each record; and from (3), as it considers only SVs
when bucketizing and only Qs when generalizing values.

A deFinetti attack learns correlations of SA and QI val-
ues via a Naive Bayes classifier [33], exploiting divergences
between the global SA distribution and local knowledge. As
B-likeness controls this divergence, it curbs the attack [11].
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We consider a data vendor anonymizing data once for all
purposes, contrariwise to works that train a representation for
each task [62], hence succumb to composition attacks [19].

Cormode [14] suggests an attack based on a Naive
Bayes (NB) classifier that predicts the SA value of
a tuple + with m QI values, t;, 1 < j<m, as ¥(t) =
argmax,, cy Pr[v;] H;”:] Pr[¢;|v;]. The attack learns condi-
tional probabilities Pr[¢;|v;] from noisy count query results.
While the noise conceals the contribution of any individual,
its effect on Pr[#;|v;] is relatively small [14]; the classifier
effectively exploits variations of the conditional probability
Pr(¢;]v;] values from their unconditional counterpart, Pr[¢;];
B-likeness bounds exactly those variations [11], while DP
bounds the effect of one’s participation in the data [31, 52].
By Bayes’ rule, Pr[z¢;|v;] = Prlvlt] /ey, Pr[2;]. For a given
SV v;, Pr[v;] is the prior confidence in v; based on the
global SV distribution, while Pr[v;|¢;] is the posterior con-
fidence that S-likeness bounds as Pr[v;|¢;] < (1+8) Pr[v;],
hence Pr[¢;|v;] < (1+p) Pr[t;], i.e., B-likeness compromises
an NB attack [11]. To validate this claim, we assess NB
attacks estimating Pr[t;[v;] = (count(zlvi)+a)/(count(v;) +a - 101;1),
where count(#;|v;) is the number of anonymized tuples with
SV v; and QI; value matching 7;; we set @ to 0 in the classic
NB and to 1 with Laplacian correction (LC), yielding an
estimate between empirical probability count(t;1v1) feoune(v;) and
uniform probability !/joz;1. In both cases, we return the v}
maximizing Pr[v;|t]. Figure 11 reports accuracy as the ratio
of true predictions over all tuples. On generalized tuples, we
count each ¢” having SV v; and generalized t} containing ¢;.
On PrivBayes’s data, we count noisy t;. within a small nor-
malized distance ¢ from ¢;; we use ¢ = 0.1 with classic NB
in Figurel 1(a) and 6 = 0.0495 with Laplacian Correction in

Figure 11(b), as these values yield best results; Figure 11(c)
presents our investigation on PrivBayes with the ¢ parameter
ranging from O to 1 and € = 1.386 corresponding to 8 = 3.
In Figure 11(a), the attack accuracy on data produced by -
likeness algorithms is unaffected by . PrivBayes, however,
becomes susceptible as € grows. In Figure 1 1(b), the Laplacian
correction improves the attack accuracy on PrivBayes and
BuReL data, yet not much for heterogeneous S-likeness. We
emphasize that we measure resistance against the attack under
the same regime for all methods.

Our results show that heterogeneous S-likeness is more
resistant than PrivBayes and BuReL° to learning-based attacks.
The only scheme that formally protects against learning-based
attacks, Pufferfish [36], requires knowledge of all possible
data distributions. Against adversaries knowing arbitrary
correlations, no scheme achieves both privacy and utility [45].

7 Conclusions

We introduced one-off anonymization schemes that shield
sensitive information by heterogeneous generalization, using
randomization to thwart adversaries who know the algorithm.
Our experiments show that these schemes incur lower informa-
tion loss and yet, by B-likeness, provide stronger resistance than
state-of-the-art differential privacy schemes to learning-based
attacks under our adversary model on real-world data.

Our schemes assume a single sensitive attribute. In case
several attributes are deemed sensitive, a non-trivial solution
would delimit the adversary’s confidence on a tuple’s deviation
from the joint distribution of sensitive values.

SNotably, BuReL offers the same S-likeness privacy guarantee as our
schemes, yet creates homogeneous groups that facilitate learning.
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Availability
Our code and data are at http://github.com/discont.
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