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Programs.





“A computer program is a sequence or set of 
instructions in a programming language for a 
computer to execute.”









In a nutshell

This dissertation

… for computer programs, not busses!

…
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This dissertation

Properties 

‣ Safety 

‣ Simulation 

‣ (Liveness) 

‣ Noninterference 

‣ Contextual equivalence
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Features 

‣ Distribution 

‣ Information-flow control types 

‣ Randomization
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Higher-order separation logic is all you need!
Thesis statement:
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<latexit sha1_base64="zUh1TCmBmgaAr07AaDdmOrAluxY="></latexit>

program e

public input public output

secret input secret output

The prevailing basic semantic notion of secure information flow is noninterference.  



Program  satisfies termination-insensitive noninterference, abbrv.             , when<latexit sha1_base64="18Dn/ycz474ki43giBQWbu2v7fw=">AAAB/XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PAi94SMDGQLGF20psMmZ1dZmaFEIIf4FU/wZt49Vv8An/DSbKCSSxoKKq66e4KEsG1cd0vJ7eyura+kd8sbG3v7O4V9w8aOk4VwzqLRayaAdUouMS64UZgM1FIo0DgQzC4mfgPj6g0j+W9GSboR7QnecgZNVaqYadYcsvuFGSZeBkpQYZqp/jd7sYsjVAaJqjWLc9NjD+iynAmcFxopxoTyga0hy1LJY1Q+6PpoWNyYpUuCWNlSxoyVf9OjGik9TAKbGdETV8vehPxP6+VmvDaH3GZpAYlmy0KU0FMTCZfky5XyIwYWkKZ4vZWwvpUUWZsNnNbftMb22S8xRyWSeOs7F2WL2rnpcpdllEejuAYTsGDK6jALVShDgwQnuEFXp0n5815dz5mrTknmzmEOTifP8xNli0=</latexit>e

and implies

for all secrets  and . 
<latexit sha1_base64="lqFRJOnc/53FWFm4nSoe3ZJKPkk=">AAAB/3icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PAS44RzQOSJcxOZpMhszPLzGwgLDn4AV71E7yJVz/FL/A3nCQrmMSChqKqm+6uIOZMG9f9cnJr6xubW/ntws7u3v5B8fCooWWiCK0TyaVqBVhTzgStG2Y4bcWK4ijgtBkM76Z+c0SVZlI8mnFM/Qj3BQsZwcZKD6Ou1y2W3LI7A1olXkZKkKHWLX53epIkERWGcKx123Nj46dYGUY4nRQ6iaYxJkPcp21LBY6o9tPZqRN0ZpUeCqWyJQyaqX8nUhxpPY4C2xlhM9DL3lT8z2snJrz1UybixFBB5ovChCMj0fRv1GOKEsPHlmCimL0VkQFWmBibzsKW3/wmNhlvOYdV0rgoe9flq/vLUqWaZZSHEziFc/DgBipQhRrUgUAfnuEFXp0n5815dz7mrTknmzmGBTifPxiWluE=</latexit>v1

<latexit sha1_base64="b0899yc/nXsgUVSxIZ3Wl3rceko=">AAAB/3icbVDLSgNBEOz1GeMr6tHLYBA8hd3g6xjwkmNE84BkCbOT2WTI7MwyMxsISw5+gFf9BG/i1U/xC/wNJ8kKJrGgoajqprsriDnTxnW/nLX1jc2t7dxOfndv/+CwcHTc0DJRhNaJ5FK1AqwpZ4LWDTOctmJFcRRw2gyGd1O/OaJKMykezTimfoT7goWMYGOlh1G33C0U3ZI7A1olXkaKkKHWLXx3epIkERWGcKx123Nj46dYGUY4neQ7iaYxJkPcp21LBY6o9tPZqRN0bpUeCqWyJQyaqX8nUhxpPY4C2xlhM9DL3lT8z2snJrz1UybixFBB5ovChCMj0fRv1GOKEsPHlmCimL0VkQFWmBibzsKW3/wmNhlvOYdV0iiXvOvS1f1lsVLNMsrBKZzBBXhwAxWoQg3qQKAPz/ACr86T8+a8Ox/z1jUnmzmBBTifPxovluI=</latexit>v2

<latexit sha1_base64="F5KThhBPupIoaMb5R5o/pMFCoCc=">AAACMHicbZDLSgMxFIYzXmu9jbp0EyyCqzJTvC0Luuiygr1Ap5RMmrahmWRIMq1lmPfwOXwAt/oIuhJXgk9hph3Btv6Q8POfczjJ54eMKu0479bK6tr6xmZuK7+9s7u3bx8c1pWIJCY1LJiQTR8pwignNU01I81QEhT4jDT84U1ab4yIVFTwez0JSTtAfU57FCNtoo5dgkaeinylY488hDKJvRGa3awTl5IEerdizJGUYgxFmnTsglN0poLLxs1MAWSqduwvrytwFBCuMUNKtVwn1O0YSU0xI0neixQJER6iPmkZy1FAVDue/i2Bpybpwp6Q5nANp+nfiRgFSk0C33QGSA/UYi0N/6u1It27bseUh5EmHM8W9SIGtYApKNilkmDNJsYgLKl5K8QDJBHWBufcll/gKRl3kcOyqZeK7mXx4u68UK5kjHLgGJyAM+CCK1AGFVAFNYDBI3gGL+DVerLerA/rc9a6YmUzR2BO1vcPP2CrFg==</latexit>

e[v2/x] + o2
<latexit sha1_base64="huGCSyZxknYhpgZ0/6W4yxqkurQ=">AAACMHicbZDLSgMxFIYzXmu9VV26CRbBVZkp3pYFXXRZwV6gU4ZMmmlDM8mQZFrLMO/hc/gAbvURdCWuBJ/CTFvBtv6Q8POfczjJ50eMKm3b79bK6tr6xmZuK7+9s7u3Xzg4bCgRS0zqWDAhWz5ShFFO6ppqRlqRJCj0GWn6g5us3hwSqajg93ockU6IepwGFCNtIq9Qhkauin2lE5c8RDJN3CGa3sxLnDSF7q0YcSSlGEGRJV6haJfsieCycWamCGaqeYUvtytwHBKuMUNKtR070p0ESU0xI2nejRWJEB6gHmkby1FIVCeZ/C2FpybpwkBIc7iGk/TvRIJCpcahbzpDpPtqsZaF/9XasQ6uOwnlUawJx9NFQcygFjADBbtUEqzZ2BiEJTVvhbiPJMLa4Jzb8gs8I+Msclg2jXLJuSxd3J0XK9UZoxw4BifgDDjgClRAFdRAHWDwCJ7BC3i1nqw368P6nLauWLOZIzAn6/sHPBqrFA==</latexit>

e[v1/x] + o1
<latexit sha1_base64="f6v/eGrDmCHfwHj1/CNfvkNprcM=">AAACFHicbZDLSgMxFIYz9VbrbVRw4yZYBFdlpnhbFtx0WcFeoB2GTJppQ5PJmGSEMvY1fAC3+gjuxK17n8DXMNOOYFt/CPz5zzmcwxfEjCrtOF9WYWV1bX2juFna2t7Z3bP3D1pKJBKTJhZMyE6AFGE0Ik1NNSOdWBLEA0bawegmq7cfiFRURHd6HBOPo0FEQ4qRNpFvH0Ej4afuBPYU5eQ++1Qnvl12Ks5UcNm4uSmDXA3f/u71BU44iTRmSKmu68TaS5HUFDMyKfUSRWKER2hAusZGiBPlpdP7J/DUJH0YCmlepOE0/TuRIq7UmAemkyM9VIu1LPyv1k10eO2lNIoTTSI8WxQmDGoBMxiwTyXBmo2NQVhScyvEQyQR1gbZ3JZfqBkZd5HDsmlVK+5l5eL2vFyr54yK4BicgDPggitQA3XQAE2AwSN4Bi/g1Xqy3qx362PWWrDymUMwJ+vzB2UonfQ=</latexit>o1 ' o2

<latexit sha1_base64="syK1eb+3B0cGGJ9Ta3HZr2U5S+M=">AAACGnicbZBLSgNBEIZ7fMb4irrURWMQdBNmxNcy4CbZSIQkBpIQejo1SWPPg+4aSRiy8RwewK0ewZ24deMJvIadZASj/tDw81cVVf25kRQabfvDmptfWFxazqxkV9fWNzZzW9t1HcaKQ42HMlQNl2mQIoAaCpTQiBQw35Vw495ejus3d6C0CIMqDiNo+6wXCE9whibq5PZoqhbCALWXVMtX5dFhCwaROurk8nbBnoj+NU5q8iRVpZP7bHVDHvsQIJdM66ZjR9hOmELBJYyyrVhDxPgt60HT2ID5oNvJ5BcjemCSLvVCZV6AdJL+nEiYr/XQd02nz7Cvf9fG4X+1ZozeRTsRQRQjBHy6yIslxZCOkdCuUMBRDo1hXAlzK+V9phhHA25myzfakSHj/Obw19SPC85Z4fT6JF8spYwyZJfsk0PikHNSJCVSITXCyT15JE/k2XqwXqxX623aOmelMztkRtb7F6Rxn5g=</latexit>

TINI(e)
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The problem

Information-flow control enforcement often comes as a static type system:
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<latexit sha1_base64="YoW8+GVRgEXU/wkAy1IyGLfkCqg=">AAACKnicbVDLSgMxFM34rPVVdekmWAQXUmbEF64KLuxSwbZCZyh30ts2mMwMSaZYhv6E3+EHuNVPcFfcCv6GaR3B14GEwzn3cJMTJoJr47pjZ2Z2bn5hsbBUXF5ZXVsvbWw2dJwqhnUWi1jdhKBR8AjrhhuBN4lCkKHAZnh7PvGbA1Sax9G1GSYYSOhFvMsZGCu1S/vUwr8AKYH6gw7oPvXxLlH0jPrCBjI/tfco81GIUbtUdivuFPQv8XJSJjku26V3vxOzVGJkmACtW56bmCADZTgTOCr6qcYE2C30sGVpBBJ1kE1/NaK7VunQbqzsiQydqt8TGUithzK0kxJMX//2JuJ/Xis13dMg41GSGozY56JuKqiJ6aQi2uEKmRFDS4Apbt9KWR8UMGOL/LHlq+pJM97vHv6SxkHFO64cXR2Wq7W8owLZJjtkj3jkhFRJjVySOmHknjySJ/LsPDgvzth5/RydcfLMFvkB5+0DeMuniA==</latexit>

� ` e : t` implies

To really be useful, it must support the same features as modern languages: 

‣ higher types 

‣ reference types 

‣ higher-order state 

‣ … 

The difficulty of proving the system sound increases, however.

<latexit sha1_base64="syK1eb+3B0cGGJ9Ta3HZr2U5S+M=">AAACGnicbZBLSgNBEIZ7fMb4irrURWMQdBNmxNcy4CbZSIQkBpIQejo1SWPPg+4aSRiy8RwewK0ewZ24deMJvIadZASj/tDw81cVVf25kRQabfvDmptfWFxazqxkV9fWNzZzW9t1HcaKQ42HMlQNl2mQIoAaCpTQiBQw35Vw495ejus3d6C0CIMqDiNo+6wXCE9whibq5PZoqhbCALWXVMtX5dFhCwaROurk8nbBnoj+NU5q8iRVpZP7bHVDHvsQIJdM66ZjR9hOmELBJYyyrVhDxPgt60HT2ID5oNvJ5BcjemCSLvVCZV6AdJL+nEiYr/XQd02nz7Cvf9fG4X+1ZozeRTsRQRQjBHy6yIslxZCOkdCuUMBRDo1hXAlzK+V9phhHA25myzfakSHj/Obw19SPC85Z4fT6JF8spYwyZJfsk0PikHNSJCVSITXCyT15JE/k2XqwXqxX623aOmelMztkRtb7F6Rxn5g=</latexit>

TINI(e)



This work

‣ shows that such a rich type system satisfies TINI 

‣ with full mechanization of all results in Coq   

‣ using a semantic model 
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<latexit sha1_base64="dAEMNsf+0xw+SUSq2R4pDhuNeuE="></latexit>

�, x : ⌧2 ` e1 : ⌧1 and
<latexit sha1_base64="7kv2mbWqPlYSoj8E9pwiPHva8zI="></latexit>

TINI(e1[e2/x])implies

Compositional integration of syntactically well-typed and ill-typed components:

<latexit sha1_base64="sPpq/wXfytK2SRPaZ1lraT8ARo4=">AAACMnicbZDLSgMxFIYz9VbrbdSlm2ARXJWZUi/LgpsuK9gLdMqQSU/b0ExmSDJiGfoiPocP4FbfQHfiwo0PYdqOYFt/CPz855yc5AtizpR2nDcrt7a+sbmV3y7s7O7tH9iHR00VJZJCg0Y8ku2AKOBMQEMzzaEdSyBhwKEVjG6m9dY9SMUicafHMXRDMhCszyjRJvLtCs7kwUMs/bQ8wR4T2OM8kISOQGPPjM1zKbPMt4tOyZkJrxo3M0WUqe7bX14vokkIQlNOlOq4Tqy7KZGaUQ6TgpcoiM3VZAAdYwUJQXXT2e8m+MwkPdyPpDlC41n6dyIloVLjMDCdIdFDtVybhv/VOonuX3dTJuJEg6DzRf2EYx3hKSrcYxKo5mNjCJXMvBXTITEItAG6sOUX+cSQcZc5rJpmueReli5uK8VqLWOURyfoFJ0jF12hKqqhOmogih7RM3pBr9aT9W59WJ/z1pyVzRyjBVnfPwt6qbs=</latexit>

e2 2 J⌧2K

higher-order state

impredicative polymorphism

recursive types

IFC types
existential types

label polymorphism TINI



Types
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Consider                                  — if    has public side effects,  is leaked 
<latexit sha1_base64="XdMReL78T85Am0pxRDQLeZkatsk=">AAACAnicbVDLSgNBEJz1GeMr6tHLYBA8hV3xdQx4yTGCeUCyhNlJJxkzO7vM9Aphyc0P8Kqf4E28+iN+gb/hJFnBJBY0FFXddHcFsRQGXffLWVldW9/YzG3lt3d29/YLB4d1EyWaQ41HMtLNgBmQQkENBUpoxhpYGEhoBMPbid94BG1EpO5xFIMfsr4SPcEZWqlugGvATqHoltwp6DLxMlIkGaqdwne7G/EkBIVcMmNanhujnzKNgksY59uJgZjxIetDy1LFQjB+Or12TE+t0qW9SNtSSKfq34mUhcaMwsB2hgwHZtGbiP95rQR7N34qVJwgKD5b1EskxYhOXqddoYGjHFnCuBb2VsoHTDOONqC5Lb8Rjm0y3mIOy6R+XvKuSpd3F8VyJcsoR47JCTkjHrkmZVIhVVIjnDyQZ/JCXp0n5815dz5mrStONnNE5uB8/gDyK5h/</latexit>

secret
<latexit sha1_base64="kxNeqNBkmWcH5BgNfFOjGajsfIY=">AAACFXicbZDJSgNBEIZ74hbjFvXgwUtjFDyFmYDLMeAl3iJkgySEnk5N0qSnZ+iuEUKIr+EDeNVH8CZePfsEvoadRTDRHxp+/qqiqj8/lsKg6346qZXVtfWN9GZma3tndy+7f1AzUaI5VHkkI93wmQEpFFRRoIRGrIGFvoS6P7iZ1Ov3oI2IVAWHMbRD1lMiEJyhjTrZo9PWbUANcA1IsQ+KBg+tSuW0k825eXcq+td4c5Mjc5U72a9WN+JJCAq5ZMY0PTfG9ohpFFzCONNKDMSMD1gPmtYqFoJpj6YfGNMzm3RpEGn7FNJp+ntixEJjhqFvO0OGfbNcm4T/1ZoJBtftkVBxgqD4bFGQSIoRndCgXaGBoxxaw7gW9lbK+0wzjpbZwpYfqmNLxlvm8NfUCnnvMn9xV8gVS3NGaXJMTsg58cgVKZISKZMq4WRMnsgzeXEenVfnzXmftaac+cwhWZDz8Q2l5p6i</latexit>

if secret then f ()
<latexit sha1_base64="k/23qyTzabdVP3UE4l1MkRC3rrU=">AAAB/XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PAS44JmERIljA76U2GzM4uM7NCCMEP8Kqf4E28+i1+gb/hJFnBJBY0FFXddHcFieDauO6Xk1tb39jcym8Xdnb39g+Kh0dNHaeKYYPFIlYPAdUouMSG4UbgQ6KQRoHAVjC8m/qtR1Sax/LejBL0I9qXPOSMGivVw26x5JbdGcgq8TJSggy1bvG704tZGqE0TFCt256bGH9MleFM4KTQSTUmlA1pH9uWShqh9sezQyfkzCo9EsbKljRkpv6dGNNI61EU2M6ImoFe9qbif147NeGtP+YySQ1KNl8UpoKYmEy/Jj2ukBkxsoQyxe2thA2ooszYbBa2/KY3scl4yzmskuZF2bsuX9UvS5VqllEeTuAUzsGDG6hAFWrQAAYIz/ACr86T8+a8Ox/z1pyTzRzDApzPH82Zli0=</latexit>

f

<latexit sha1_base64="ByKTQeqUt3nV3QRFIk/8OkEYPTg="></latexit>

⌧ ::= t`

t ::= B | N | ⌧ ⇥ ⌧ | ⌧ + ⌧ |

⌧
`! ⌧ | ref(⌧) | ↵ | 8` ↵. ⌧ | 8 ` . ⌧ | 9↵. ⌧ | µ↵. ⌧

` ::=  | l 2 L | ` t `

For this presentation we consider                      where 
<latexit sha1_base64="3hEGOUMFYFnywyv9AEU0timwNfU=">AAACJXicbVBLSgNBEK3xG+Nv1KWbxiC6kDAj/pYBN1lkEcF8IAmhp9OTNOnpGbp7hBByBM/hAdzqEdyJ4Mql17BnMoJJfNBVj1dVVPXzIs6UdpxPa2l5ZXVtPbeR39za3tm19/brKowloTUS8lA2PawoZ4LWNNOcNiNJceBx2vCGt0m98UClYqG416OIdgLcF8xnBGsjde2TNvd4BSWR0zSVz6YpjSITK1274BSdFGiRuBkpQIZq1/5u90ISB1RowrFSLdeJdGeMpWaE00m+HSsaYTLEfdoyVOCAqs44/dAEHRulh/xQmic0StW/E2McKDUKPNMZYD1Q87VE/K/WirV/0xkzEcWaCjJd5Mcc6RAl7qAek5RoPjIEE8nMrYgMsMREGw9ntvy6PDHOuPM+LJL6edG9Kl7eXRRK5cyjHBzCEZyCC9dQgjJUoQYEHuEZXuDVerLerHfrY9q6ZGUzBzAD6+sHyqKk/A==</latexit>

? v >,> 6v ?
<latexit sha1_base64="aZ2+JFl99w3YEa6soL2AuELOogA=">AAACF3icbZDLSsNAFIZPvNZ6i7oSN4NFcCElEW8boeCmCxcV7AWaUCbTaTt0MgkzE6GE4nP4AG71EdyJW5c+ga9hkkawrQeG+fn/czgznxdyprRlfRkLi0vLK6uFteL6xubWtrmz21BBJAmtk4AHsuVhRTkTtK6Z5rQVSop9j9OmN7xJ8+YDlYoF4l6PQur6uC9YjxGsE6tj7jsca3SNnBg53OO3J9lVRc64Y5asspUVmhd2LkqQV61jfjvdgEQ+FZpwrFTbtkLtxlhqRjgdF51I0RCTIe7TdiIF9qly4+wLY3SUOF3UC2RyhEaZ+3cixr5SI99LOn2sB2o2S83/snake1duzEQYaSrIZFEv4kgHKOWBukxSovkoEZhIlrwVkQGWmOiE2tSWX64pGXuWw7xonJbti/L53VmpUs0ZFeAADuEYbLiEClShBnUg8AjP8AKvxpPxZrwbH5PWBSOf2YOpMj5/AGw9nv4=</latexit>

L = {?,>}



Typing judgment
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<latexit sha1_base64="K+3fvqxgwaX3qCfFSKxyV066wKo=">AAACLXicbVDLSsNAFJ3UV62vqEs3wSK4qon4WhbcdFnBPqAJZTKZtEMnk2FmUiwhn+F3+AFu9RNcCOK2v+GkjWBbLwz33HPP5c49PqdEKtv+NEpr6xubW+Xtys7u3v6BeXjUlnEiEG6hmMai60OJKWG4pYiiuMsFhpFPcccf3ef9zhgLSWL2qCYcexEcMBISBJWm+uaFm7NB6irMxlnq0nkqCp9ylFdPXOiklVnfrNo1exbWKnAKUAVFNPvm1A1ilESYKUShlD3H5spLoVAEUZxV3ERiDtEIDnBPQwYjLL10dlhmnWkmsMJY6MeUNWP/TqQwknIS+VoZQTWUy72c/K/XS1R456WE8UTfjeaLwoRaKrZyP6yACIwUnWgAkSD6rxYaQgGR0l4ubPl1O3fGWfZhFbQva85N7frhqlpvFB6VwQk4BefAAbegDhqgCVoAgWfwCt7Au/FifBhfxvdcWjKKmWOwEMb0B7I2rCI=</latexit>

⌅ | |� `pc e : ⌧

Term-level context

Label context

Type-level context

“Program counter” label



Type system
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<latexit sha1_base64="OADF4dcVEE2nRYx5Vt2O+jMRmTs="></latexit>T���
⌅ | |� `pc e : B` 8i 2 {1, 2} . ⌅ | |� `pct` ei : ⌧  ` ⌧ & `

⌅ | |� `pc if e then e1 else e2 : ⌧

<latexit sha1_base64="9INd5i8boAtFGhih7xMYkOe579E="></latexit>T������
⌅ | |� `pc e1 : ref(⌧)` ⌅ | |� `pc e2 : ⌧  ` ⌧ & pc t `

⌅ | |� `pc e1 := e2 : 1?



 
 
  

 

 Theorem (Termination-Insensitive Noninterference)
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<latexit sha1_base64="EqmM4MxJSh5NUPkLQlc1frcKcuo="></latexit>If

x : B> `? e : B?, `? v1 : B>, and `? v2 : B>

then

(;, e[v1/x]) �!⇤ (h1, v
0
1) and (;, e[v2/x]) �!⇤ (h2, v

0
2) implies v01 = v02.



Our approach

We set up a binary logical relation 

 

such that 

  

However, this requires manipulating and defining a complex semantic model. 

<latexit sha1_base64="vEnBM+BVwHzfsSD2XAgw5ufPhmY="></latexit>

⌅ | |� ✏ e1 ⇡ e2 : ⌧

<latexit sha1_base64="rKrpXsEYkW55XQc1Q/Nnr7P3XEo="></latexit>

⌅ | |� `pc e : ⌧ ) ⌅ | |� ✏ e ⇡ e : ⌧

⌅ | |� ✏ e ⇡ e : ⌧ ) TINI(e)
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Our approach cont’d

We combat the complexity by defining the relation in Iris: 

‣ Convenient logical connectives for expressing the relation, 

‣ High-level logic to reason within, and 

‣ Coq formalization and the Iris Proof Mode to mechanize our proofs

23

Not a novel approach, but some novel challenges!



<latexit sha1_base64="4dRPi2DyR0sz0h+hSB1NJH0GQ9Y="></latexit>

Value relation

J↵K⇢� , �(↵)

J1K⇢�(v) , v = ()

JBK⇢�(v) , v 2 {true, false}

JNK⇢�(v) , v 2 N
J⌧1 ⇥ ⌧2K⇢�(v) , 9v1, v2. v = (v1, v2) ⇤ J⌧1K⇢�(v1) ⇤ J⌧2K⇢�(v2)

J⌧1 + ⌧2K⇢�(v) ,
_

i2{1,2}

9w. v = inji w ⇤ J⌧iK⇢�(w)

J⌧1 `e! ⌧2K⇢�(v) , � (8w. J⌧1K⇢�(w) ⇤ E`eJ⌧2K⇢�(v w))

J8`e ↵. ⌧K⇢�(v) , �
�
8f : Pred. E`eJ⌧K⇢�,↵ 7!f (v _)

�

J8 `e . ⌧K⇢�(v) , �
⇣
8l 2 L. E`eJ⌧K⇢, 7!l

� (v _)
⌘

J9↵. ⌧K⇢�(v) , �
�
9� : Pred. 9w. v = packw ⇤ J⌧K⇢�,↵ 7!�(w)

�

Jµ↵. ⌧K⇢� , µ� : Pred. �v.9w. v = foldw ⇤ .J⌧K⇢�,↵ 7!f (w)

Jref(t`)K⇢�(v) , 9`,N . v = ` ⇤R(�, ⇢, `, `,N )

R(�, ⇢, `, `,N ) ,

8
>>>>>>>>>><

>>>>>>>>>>:

�8E .N ✓ E ) 
|VE E\N .

 
9w. ` 7!i w ⇤ J⌧K⇢�(w) ⇤⇣
(. ` 7!i w ⇤ J⌧K⇢�(w)) ⇤ |VE\N E True

⌘
!!

if J`K⇢ v ⇣

�8E .N ✓ E ) 
|VE E\N .

 
9w. ` 7!i w ⇤ J⌧K⇢�(w) ⇤⇣�

. 9w0. ` 7!i w
0 ⇤ J⌧K⇢�(w0)

�
⇤ |VE\N E True

⌘
!!

if J`K⇢ 6v ⇣

Jt`K⇢�(v) , JtK⇢�(v)

Expression relation

EpcJ⌧K⇢�(e) , JpcK⇢ 6v ⇣ ) mwpM|V. e {J⌧K⇢�}

Environment relation

GJ·K⇢�(✏) , True

GJ�, x : ⌧K⇢�(~vw) , GJ�K⇢�(~v) ⇤ J⌧K⇢�(w)

Semantic typing judgment

⌅ | |� ✏pc e : ⌧ , �
 
8�, ⇢,~v. dom(⌅) ✓ dom(�) ⇤ dom( ) ✓ dom(⇢) ⇤

GJ�K⇢�(~v) ⇤ EpcJ⌧K⇢�(e[~v/~x])

!

Figure 1: Unary interpretations.

<latexit sha1_base64="MclCgywqJwYM7ulvNFaw80D/Ebg="></latexit>

Value relation

J↵K⇢⇥ , ⇡1 (⇥(↵))

J1K⇢⇥(v, v
0) , v = v0 = ()

JBK⇢⇥(v, v
0) , v = v0 2 {true, false}

JNK⇢⇥(v, v
0) , v = v0 2 N

J⌧1 ⇥ ⌧2K⇢⇥(v, v
0) , 9v1, v2, v01, v02. v = (v1, v2) ⇤ v0 = (v01, v

0
2) ⇤ J⌧1K⇢⇥(v1, v

0
1) ⇤ J⌧2K⇢⇥(v2, v

0
2)

J⌧1 + ⌧2K⇢⇥(v, v
0) ,

_

i2{1,2}

9w,w0. v = inji w ⇤ v0 = inji w
0 ⇤ J⌧iK⇢⇥(w,w0)

J⌧1 `e! ⌧2K⇢⇥(v, v
0) , �

�
8w,w0. J⌧1K⇢⇥(w,w0) ⇤ EJ⌧2K⇢⇥(v w, v0 w0)

�
⇤

J⌧1 `e! ⌧2K⇢⇥L
(v) ⇤ J⌧1 `e! ⌧2K⇢⇥R

(v0)

J8`e ↵. ⌧K⇢⇥(v, v
0) , �

�
8� : Rel. 8�L,�R : Pred.

�
�
8v, v0.�(v, v0) ⇤ �L(v) ⇤ �R(v

0)
�

⇤ EJ⌧K⇢⇥,↵ 7!(�,�L,�R)(v _, v0 _)
�
⇤

J8`e ↵. ⌧K⇢⇥L
(v) ⇤ J8`e ↵. ⌧K⇢⇥R

(v0)

J8 `e . ⌧K⇢⇥(v, v
0) , �

⇣
8l 2 L. EJ⌧K⇢, 7!l

⇥ (v _, v0 _)
⌘
⇤ J8 `e . ⌧K⇢⇥L

(v) ⇤ J8 `e . ⌧K⇢⇥R
(v0)

J9↵. ⌧K⇢⇥(v, v
0) , �

�
9� : Rel. 9�L,�R : Pred.

�
�
8v, v0.�(v, v0) ⇤ �L(v) ⇤ �R(v

0)
�
⇤

9w,w0. v = packw ⇤ v0 = packw0 ⇤ J⌧K⇢⇥,↵ 7!(�,�L,�R)(w,w0)
�

Jµ↵. ⌧K⇢⇥ , µ� : Rel. �(v, v0).9w,w0. v = foldw ⇤ v0 = foldw0⇤
.J⌧K⇢

⇥,↵ 7!(�,Jµ↵. ⌧K⇢⇥L
,Jµ↵. ⌧K⇢⇥R

)
(w,w0)

Jref(⌧)K⇢⇥(v, v
0) , 9`, `0. v = ` ⇤ v0 = `0 ⇤ 9w,w0. ` 7!L w ⇤ `0 7!R w0 ⇤ J⌧K⇢⇥(w,w0)

Nroot .(`,`
0)

Jt`K⇢⇥(v, v
0) ,

(
JtK⇢⇥(v, v0) if J`K⇢ v ⇣

JtK⇢⇥L
(v) ⇤ JtK⇢⇥R

(v0) if J`K⇢ 6v ⇣

Expression relation

EJ⌧K⇢⇥(e, e
0) , mwp e ⇠ e0 {J⌧K⇢⇥}

Environment relation

GJ·K⇢⇥(✏, ✏) , True

GJ�, x : ⌧K⇢⇥(~vw, ~v0w0) , GJ�K⇢⇥(~v, ~v0) ⇤ J⌧K⇢⇥(w,w0)

Semantic typing judgment

Coh(⇥) , ⇤
(�,�L,�R)2⇥

�
�
8v, v0.�(v, v0) ⇤ �L(v) ⇤ �R(v

0)
�

⌅ | |� ✏ e ⇡⇣ e0 : ⌧ , �
 
8⇥, ⇢,~v, ~v0. dom(⌅) ✓ dom(⇥) ⇤ dom( ) ✓ dom(⇢) ⇤

Coh(⇥) ⇤ GJ�K⇢⇥(~v, ~v0) ⇤ EJ⌧K⇢⇥(e[~v/~x], e
0[~v0/~x])

!

Figure 1: Binary interpretations. 24



Challenge #1

Existing encodings of “logical” logical relations are termination sensitive: 

 

However, we need a terminiation insensitive notion: 

<latexit sha1_base64="I53rmjDOgop1j7GFOGAzJF59gbk="></latexit>

e1 �!⇤ v1 ) e2 �!⇤ v2 ^ v1 ⇡ v2.

<latexit sha1_base64="7dCp5/Kxsifjpcp0Z5/UUNOCV78="></latexit>

e1 �!⇤ v1 ^ e2 �!⇤ v2 ) v1 ⇡ v2.

25

Solution: a new modal weakest precondition theory
<latexit sha1_base64="16iIhpLmyWte1qJqDiAmGZjsBiA=">AAACGnicbZDLSgMxFIYzXmu9jbrURbCIrsqMeFsWBdGF0IK9QGcomTTThmYyQ5IRyzAgPocP4FYfwZ24deMT+BqmnQq29UDIz/+fw0k+L2JUKsv6MmZm5+YXFnNL+eWV1bV1c2OzJsNYYFLFIQtFw0OSMMpJVVHFSCMSBAUeI3WvdzHI63dESBryW9WPiBugDqc+xUhpq2XuODf18vl14pD7SKTZtZ/mk0oKHadlFqyiNSw4LeyRKIBRlVvmt9MOcRwQrjBDUjZtK1JugoSimJE078SSRAj3UIc0teQoINJNhr9I4Z522tAPhT5cwaH7dyJBgZT9wNOdAVJdOZkNzP+yZqz8MzehPIoV4Thb5McMqhAOkMA2FQQr1tcCYUH1WyHuIoGw0uDGtvyiTTUZe5LDtKgdFu2T4nHlqFC6fMgY5cA22AUHwAanoASuQBlUAQaP4Bm8gFfjyXgz3o2PrHXGGHHdAmNlfP4Awc6h1w==</latexit>

mwp e ⇠ e0 {Q}



Challenge #2

As part of our proofs, we have to show, e.g.,  

 

where , meaning                                 . This means we have to prove, e.g., 

<latexit sha1_base64="VN0ioQRN77lvSUt/rTf1Svkaf+E="></latexit>

✏ if v then e1 else e2 ⇡ if v0 then e1 else e2 : t>

<latexit sha1_base64="MwzvwQYrsuTrwOhv4ACfCi0coHU="></latexit>

✏ v ⇡ v0 : B>

<latexit sha1_base64="7qqzVDbylEPNkBlOyo58ZL7/2YM="></latexit>

✏ e1 ⇡ e2 : t>
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<latexit sha1_base64="5HhPQVBXrHInEYzoV2PGU2MTJf0=">AAACHXicbZDLSgMxGIUz9VbrrerShcFWdFHKTMHLsiAUlxV6g04pmfRvG5rJDEmmUIaCG5/DB3Crj+BO3IpP4GuYXgRbPRA4nPOHP/m8kDOlbfvTSqysrq1vJDdTW9s7u3vp/YOaCiJJoUoDHsiGRxRwJqCqmebQCCUQ3+NQ9wY3k74+BKlYICp6FELLJz3BuowSbaJ2+jg7zOHhGXaZwK4CHbsVGUEOuyXCFYyz7XTGzttT4b/GmZsMmqvcTn+5nYBGPghNOVGq6dihbsVEakY5jFNupCAkdEB60DRWEB9UK55+ZIxPTdLB3UCaIzSepr9vxMRXauR7ZtInuq+Wu0n4X9eMdPe6FTMRRhoEnS3qRhzrAE+o4A6TQDUfGUOoZOatmPaJJFQbdgtbfuiODRlnmcNfUyvkncv8xV0hUyzdzxgl0RE6QefIQVeoiG5RGVURRQ/oCT2jF+vRerXerPfZaMKacz1EC7I+vgEmE6Hp</latexit>

v, v0 2 {true, false}

Luckily, we don’t really need to care about return values, only side-effects!

<latexit sha1_base64="OADF4dcVEE2nRYx5Vt2O+jMRmTs="></latexit>T���
⌅ | |� `pc e : B` 8i 2 {1, 2} . ⌅ | |� `pct` ei : ⌧  ` ⌧ & `

⌅ | |� `pc if e then e1 else e2 : ⌧



Challenge #2

Solution: 

‣ A binary relation for relating terms that are “publicly equivalent” 

‣ A unary relation for characterising terms that do not have public side-effects
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<latexit sha1_base64="O2j6HaFmLDYoz/UWgr1utXiBjIw="></latexit>

Jt`K⇢⇥(v, v0) ,
(

JtK⇢⇥(v, v0) if J`K⇢ = ?
JtK⇢⇥L

(v) ⇤ JtK⇢⇥R
(v0) othw.

Needs two instantiation of the MWP theory:                    and 
<latexit sha1_base64="pizx34FfBiVlQIcMoKnoLN8vpto=">AAACEHicbZDLSsNAFIYn9VbrLdalm8EiuCqJeFsWBHHZgr1AU8pkOmmHzkzCzERbQsBn8AHc6iO4E7e+gU/gazhpK9jWHw78/OcczuHzI0aVdpwvK7eyura+kd8sbG3v7O7Z+8WGCmOJSR2HLJQtHynCqCB1TTUjrUgSxH1Gmv7wOus374lUNBR3ehyRDkd9QQOKkTZR1y56/MEsJGnikVEk06SWdu2SU3YmgsvGnZkSmKnatb+9XohjToTGDCnVdp1IdxIkNcWMpAUvViRCeIj6pG2sQJyoTjL5PYXHJunBIJSmhIaT9O9GgrhSY+6bSY70QC32svC/XjvWwVUnoSKKNRF4eiiIGdQhzEDAHpUEazY2BmFJza8QD5BEWBtcc1d+gWZk3EUOy6ZxWnYvyue1s1Ll5nHKKA8OwRE4AS64BBVwC6qgDjAYgWfwAl6tJ+vNerc+pqM5a8b1AMzJ+vwBEESe+w==</latexit>

mwp e {Q}
<latexit sha1_base64="16iIhpLmyWte1qJqDiAmGZjsBiA=">AAACGnicbZDLSgMxFIYzXmu9jbrURbCIrsqMeFsWBdGF0IK9QGcomTTThmYyQ5IRyzAgPocP4FYfwZ24deMT+BqmnQq29UDIz/+fw0k+L2JUKsv6MmZm5+YXFnNL+eWV1bV1c2OzJsNYYFLFIQtFw0OSMMpJVVHFSCMSBAUeI3WvdzHI63dESBryW9WPiBugDqc+xUhpq2XuODf18vl14pD7SKTZtZ/mk0oKHadlFqyiNSw4LeyRKIBRlVvmt9MOcRwQrjBDUjZtK1JugoSimJE078SSRAj3UIc0teQoINJNhr9I4Z522tAPhT5cwaH7dyJBgZT9wNOdAVJdOZkNzP+yZqz8MzehPIoV4Thb5McMqhAOkMA2FQQr1tcCYUH1WyHuIoGw0uDGtvyiTTUZe5LDtKgdFu2T4nHlqFC6fMgY5cA22AUHwAanoASuQBlUAQaP4Bm8gFfjyXgz3o2PrHXGGHHdAmNlfP4Awc6h1w==</latexit>

mwp e ⇠ e0 {Q}
and a logical way of encoding a “subsumption” property. 



Asynchronous Probabilistic Couplings  
in Higher-Order Separation Logic
joint work with Alejandro Aguirre, Philipp G. Haselwarter, Joseph Tassarotti, and Lars Birkedal 



Setting the stage

‣ Distributed applications often communicate over an untrusted network. 

‣ Randomization is a crucial ingredient in cryptographic protocols. 

‣ Security is often phrased as an indistinguishability of two probabilistic programs.

29

Goal: a relational program logic for an expressive language 
with coin flips for proving contextual equivalences.

<latexit sha1_base64="SNaFMrAQYDbYF9Ds7PRLIxzlckM=">AAACAXicbZDLSgMxFIbP1Futt6pLN8EiuCoz4m1ZEIrLCk5baIeSSTNtaCYTkoxQhoLgA7jVR3Anbn0Sn8DXML0ItvVA4Of/TzjnfKHkTBvX/XJyK6tr6xv5zcLW9s7uXnH/oK6TVBHqk4QnqhliTTkT1DfMcNqUiuI45LQRDm7GeeOBKs0ScW+GkgYx7gkWMYKNtfx2lTPZKZbcsjsptCy8mSjBrGqd4ne7m5A0psIQjrVuea40QYaVYYTTUaGdaioxGeAebVkpcEx1kE2WHaET63RRlCj7hEET9++PDMdaD+PQdsbY9PViNjb/y1qpia6DjAmZGirIdFCUcmQSNL4cdZmixPChFZgoZndFpI8VJsbymZvyS3BkyXiLHJZF/azsXZYv7s5LlerjlFEejuAYTsGDK6jALdTABwIMnuEFXp0n5815dz6mrTlnxvUQ5sr5/AHxuJhU</latexit>

flip



higher-order state

impredicative polymorphism

recursive types
existential types

CTX EQV.

probabilistic choice



Complications

31

Many probabilistic relational Hoare logics (pRHLs) make use of probabilistic couplings: 

If                then             .
<latexit sha1_base64="Um4j3hBcnrPo9bFeGUFsRUBUFWA=">AAACCnicbZDLSgMxFIYzXmu9VV26CRahbsqMeNsIBUFcVrEXaMeSSc+0oZnMmGSEMgz4AD6AW30Ed+LWl/AJfA3Ti2Bbfwj8/P8J5/B5EWdK2/aXNTe/sLi0nFnJrq6tb2zmtrarKowlhQoNeSjrHlHAmYCKZppDPZJAAo9DzetdDPraA0jFQnGr+xG4AekI5jNKtInubnAT7tvgJykunB+0cnm7aA+FZ40zNnk0VrmV+262QxoHIDTlRKmGY0faTYjUjHJIs81YQURoj3SgYawgASg3GV6d4n2TtLEfSvOExsP074+EBEr1A89MBkR31XQ3CP/rGrH2z9yEiSjWIOhokR9zrEM8QIDbTALVvG8MoZKZWzHtEkmoNqAmtvyiTA0ZZ5rDrKkeFp2T4vH1Ub50+ThilEG7aA8VkINOUQldoTKqIIokekYv6NV6st6sd+tjNDpnjbnuoAlZnz92OptA</latexit>

R , (=) <latexit sha1_base64="MEF/+v82UzeHPjIMcFS7LvP4038=">AAACCXicbZDLSgMxFIbP1Futt6pLN8EiuCozxdtGKAjisoK9QDuUTJppQ5PMmGSEUgrufQC3+gjuxK1P4RP4GmbaCrb1QMjP/5/DOXxBzJk2rvvlZJaWV1bXsuu5jc2t7Z387l5NR4kitEoiHqlGgDXlTNKqYYbTRqwoFgGn9aB/leb1B6o0i+SdGcTUF7grWcgINtbyWyJpe+gSpX+pnS+4RXdcaFF4U1GAaVXa+e9WJyKJoNIQjrVuem5s/CFWhhFOR7lWommMSR93adNKiQXV/nB89AgdWaeDwkjZJw0au38nhlhoPRCB7RTY9PR8lpr/Zc3EhBf+kMk4MVSSyaIw4chEKCWAOkxRYvjACkwUs7ci0sMKE2M5zWz5JTmyZLx5DouiVip6Z8XT25NC+fpxwigLB3AIx+DBOZThBipQBQL38Awv8Oo8OW/Ou/Mxac04U677MFPO5w+zmZrX</latexit>µ1 = µ2

<latexit sha1_base64="WxoqAbLKMmDojcGKS85nNhTFGtc=">AAACFnicbZDLSsNAFIYn9VbrLepGcBMsgquSFG/LgiAua7EXaEKYTCft0MkkzEUoIeJj+ABu9RHciVu3PoGv4aStYFsPDPPz/+dwZr4goURI2/4yCkvLK6trxfXSxubW9o65u9cSseIIN1FMY94JoMCUMNyURFLcSTiGUUBxOxhe5Xn7HnNBYnYnRwn2IthnJCQISm355oHbQLFKaOpGyney8VXN0kbmm2W7Yo/LWhTOVJTBtOq++e32YqQizCSiUIiuYyfSSyGXBFGclVwlcALREPZxV0sGIyy8dPyDzDrWTs8KY64Pk9bY/TuRwkiIURTozgjKgZjPcvO/rKtkeOmlhCVKYoYmi0JFLRlbOQ6rRzhGko60gIgT/VYLDSCHSGpoM1t+seZknHkOi6JVrTjnlbPb03Lt+nHCqAgOwRE4AQ64ADVwA+qgCRB4AM/gBbwaT8ab8W58TFoLxpTrPpgp4/MH/M6hBA==</latexit>

µ1 ⇠ µ2 : R

Programs evaluate to distributions over values, not just values. 

What do we do about those?

<latexit sha1_base64="4KT6aKUU9ydlHDOsIunPgKN8Y8M="></latexit>

⇥ | � ` e1 'ctx e2 : ⌧ , 8⌧ 0, C : (⇥ | � ` ⌧) ) (; | ; ` ⌧ 0),�.

exec+(C[ e1 ],�) = exec+(C[ e2 ],�)



Couplings in pRHLs

In pRHLs, couplings manifest as coupling rules: 
<latexit sha1_base64="0jLmEpsUNeM82l50AeehnQ2FNDQ="></latexit>�����������

f bijection
{True} flip ⇠ flip {v1, v2.9b : B. v1 = b ^ v2 = f(b)}
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E.g., for One-Time Pad:

<latexit sha1_base64="s8wbSe1j2puGAfb7dcFvIIFibio=">AAACIHicbZDLSgMxGIUz9VbrbdSlm9BicVVmxNtGKAjFhYsK9gKdUjJp2oZmMkPyj1CGgkufwwdwq4/gTlzqC/gaphfBtv4QOJzzh5N8fiS4Bsf5tFJLyyura+n1zMbm1vaOvbtX1WGsKKvQUISq7hPNBJesAhwEq0eKkcAXrOb3r0Z57Z4pzUN5B4OINQPSlbzDKQFjtexs3rthgPv4EnslwSPMJfa8TL6PvRB4wDQOWnbOKTjjwYvCnYocmk65ZX977ZDGAZNABdG64ToRNBOigFPBhhkv1iwitE+6rGGkJKammYz/MsSHxmnjTqjMkYDH7t8bCQm0HgS+2QwI9PR8NjL/yxoxdC6aCZdRDEzSSVEnFhhCPAKD21wxCmJgBKGKm7di2iOKUDD4Zlp+AQ8NGXeew6KoHhfcs8Lp7UmuWHqYMEqjA5RFR8hF56iIrlEZVRBFj+gZvaBX68l6s96tj8lqyppy3UczY339AC0Yolo=</latexit>

let k = flip in

k ⌦m

<latexit sha1_base64="SNaFMrAQYDbYF9Ds7PRLIxzlckM=">AAACAXicbZDLSgMxFIbP1Futt6pLN8EiuCoz4m1ZEIrLCk5baIeSSTNtaCYTkoxQhoLgA7jVR3Anbn0Sn8DXML0ItvVA4Of/TzjnfKHkTBvX/XJyK6tr6xv5zcLW9s7uXnH/oK6TVBHqk4QnqhliTTkT1DfMcNqUiuI45LQRDm7GeeOBKs0ScW+GkgYx7gkWMYKNtfx2lTPZKZbcsjsptCy8mSjBrGqd4ne7m5A0psIQjrVuea40QYaVYYTTUaGdaioxGeAebVkpcEx1kE2WHaET63RRlCj7hEET9++PDMdaD+PQdsbY9PViNjb/y1qpia6DjAmZGirIdFCUcmQSNL4cdZmixPChFZgoZndFpI8VJsbymZvyS3BkyXiLHJZF/azsXZYv7s5LlerjlFEejuAYTsGDK6jALdTABwIMnuEFXp0n5815dz6mrTlnxvUQ5sr5/AHxuJhU</latexit>

flip<latexit sha1_base64="v+hI2ajdFrKQvYhx0J52jRyrCMg=">AAACAHicbZDLSgMxFIbP1Futt6pLN8EiuCozYtVlQRCXFewF2qFk0kwbmmSGJCOUoSA+gFt9BHfi1jfxCXwNM20F23og8PP/J5xzviDmTBvX/XJyK6tr6xv5zcLW9s7uXnH/oKGjRBFaJxGPVCvAmnImad0ww2krVhSLgNNmMLzO8uYDVZpF8t6MYuoL3JcsZASbzOpoJrrFklt2J4WWhTcTJZhVrVv87vQikggqDeFY67bnxsZPsTKMcDoudBJNY0yGuE/bVkosqPbTya5jdGKdHgojZZ80aOL+/ZFiofVIBLZTYDPQi1lm/pe1ExNe+SmTcWKoJNNBYcKRiVB2OOoxRYnhIyswUczuisgAK0yMxTM35Rfg2JLxFjksi8ZZ2bsoV+7OS9WbxymjPBzBMZyCB5dQhVuoQR0IDOAZXuDVeXLenHfnY9qac2ZcD2GunM8fYieYCA==</latexit>⇠

<latexit sha1_base64="PaPv8+WQgG3Vpsq+ILnzcTdzGiQ="></latexit>

f(b) = if m then ¬b else bPick



Couplings in pRHLs cont’d

However, the approach requires you to synchronize the probabilistic choices. 

This is not always possible.
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<latexit sha1_base64="RZamviWr8NmyC9mfHYlLnaJhnuU=">AAACJHicbZDLSgMxGIUzXmu9jbp082OxuCoz4m0jFITiwkUFe4HOUDJp2oZmMkOSEUop+AA+hw/gVh/Bnbhw49bXMJ1WsK0HAodz/vAnXxBzprTjfFoLi0vLK6uZtez6xubWtr2zW1VRIgmtkIhHsh5gRTkTtKKZ5rQeS4rDgNNa0Lsa9bV7KhWLxJ3ux9QPcUewNiNYm6hp5wHy3g3VEMAleCXOYmACPC+b5jgErwkFCJp2zik4qWDeuBOTQxOVm/a314pIElKhCcdKNVwn1v4AS80Ip8OslygaY9LDHdowVuCQKn+Q/mcIhyZpQTuS5ggNafr3xgCHSvXDwEyGWHfVbDcK/+saiW5f+AMm4kRTQcaL2gkHHcEIDrSYpETzvjGYSGbeCqSLJSbaIJza8gt5aMi4sxzmTfW44J4VTm9PcsXSw5hRBu2jA3SEXHSOiugalVEFEfSIntELerWerDfr3foYjy5YE657aErW1w8pxqIV</latexit>

let b = flip in

�_. b

<latexit sha1_base64="uQrLPvRIj4ocRzONtRCx1yrN8Ro="></latexit>

let r = ref(None) in
�_. match ! r with

Some (b) ) b
| None ) let b = flip in

r := Some (b);
b

end

<latexit sha1_base64="v+hI2ajdFrKQvYhx0J52jRyrCMg=">AAACAHicbZDLSgMxFIbP1Futt6pLN8EiuCozYtVlQRCXFewF2qFk0kwbmmSGJCOUoSA+gFt9BHfi1jfxCXwNM20F23og8PP/J5xzviDmTBvX/XJyK6tr6xv5zcLW9s7uXnH/oKGjRBFaJxGPVCvAmnImad0ww2krVhSLgNNmMLzO8uYDVZpF8t6MYuoL3JcsZASbzOpoJrrFklt2J4WWhTcTJZhVrVv87vQikggqDeFY67bnxsZPsTKMcDoudBJNY0yGuE/bVkosqPbTya5jdGKdHgojZZ80aOL+/ZFiofVIBLZTYDPQi1lm/pe1ExNe+SmTcWKoJNNBYcKRiVB2OOoxRYnhIyswUczuisgAK0yMxTM35Rfg2JLxFjksi8ZZ2bsoV+7OS9WbxymjPBzBMZyCB5dQhVuoQR0IDOAZXuDVeXLenHfnY9qac2ZcD2GunM8fYieYCA==</latexit>⇠?



This work

‣ A higher-order probabilistic relational separation logic, “Clutch”, for proving 
contextual equivalence of probabilistic programs with higher-order references, 
impredicative polymorphism, and recursive types. 

‣ A proof method for asynchronous couplings that allows us to reason about 
sampling as if it was state. 

‣ Full mechanization of all results in Coq.
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Key ideas of Clutch

A (separation logic) refinement judgment 

 
<latexit sha1_base64="YZ8sJEpoBTV2RCPUxYWhIylPPtQ=">AAACK3icbZDLSsNAFIYnXmu9RV26CRbBjSUp3pYFRVxWsBdoQphMT9qhkwszE7GEgO/gc/gAbvURXCluxddw0laxrT8MfPznHM6c34sZFdI037S5+YXFpeXCSnF1bX1jU9/abogo4QTqJGIRb3lYAKMh1CWVDFoxBxx4DJpe/zyvN2+BCxqFN3IQgxPgbkh9SrBUlqsf2hx8NStS+wKYxFlqw13M3dTKfrGSYz6cuXrJLJtDGbNgjaGExqq5+pfdiUgSQCgJw0K0LTOWToq5pIRBVrQTATEmfdyFtsIQByCcdHhWZuwrp2P4EVcvlMbQ/TuR4kCIQeCpzgDLnpiu5eZ/tXYi/TMnpWGcSAjJaJGfMENGRn6m0aEciGQDBZhwqv5qkB7mmEiV5MSWn6zzZKzpHGahUSlbJ+Xj66NS9fJ+lFEB7aI9dIAsdIqq6ArVUB0R9ICe0DN60R61V+1d+xi1zmnjXHfQhLTPb92vqwE=</latexit>

� ✏ e1 - e2 : ⌧

35

“  refines  at type ”<latexit sha1_base64="qiOLpladRMNMG6dH6h6+ytKqT80=">AAAB/3icbZDJSgNBEIZr4hbjFvXopTEInsKMuB0DgniMaBZIhtDTqSRNenqG7h4hDAF9AK/6CN7Eq4/iE/gadhbBJBY0/Px/NVX1BbHg2rjul5NZWl5ZXcuu5zY2t7Z38rt7VR0limGFRSJS9YBqFFxixXAjsB4rpGEgsBb0r0Z57QGV5pG8N4MY/ZB2Je9wRo217rDltfIFt+iOiywKbyoKMK1yK//dbEcsCVEaJqjWDc+NjZ9SZTgTOMw1E40xZX3axYaVkoao/XS86pAcWadNOpGyTxoydv/+SGmo9SAMbGdITU/PZyPzv6yRmM6ln3IZJwYlmwzqJIKYiIzuJm2ukBkxsIIyxe2uhPWoosxYOjNTfvkNLRlvnsOiqJ4UvfPi2e1poXT9OGGUhQM4hGPw4AJKcANlqACDLjzDC7w6T86b8+58TFozzpTrPsyU8/kDIrGXTg==</latexit>e1
<latexit sha1_base64="/8+nyBpcuZc2S6IuAJ1bYFrCl6U=">AAAB/3icbZDJSgNBEIZrXGPcoh69NAbBU5gJbseAIB4jmgWSIfR0KkmTnp6hu0cIQ0AfwKs+gjfx6qP4BL6GnUUwiQUNP/9fTVV9QSy4Nq775Swtr6yurWc2sptb2zu7ub39qo4SxbDCIhGpekA1Ci6xYrgRWI8V0jAQWAv6V6O89oBK80jem0GMfki7knc4o8Zad9gqtnJ5t+COiywKbyryMK1yK/fdbEcsCVEaJqjWDc+NjZ9SZTgTOMw2E40xZX3axYaVkoao/XS86pAcW6dNOpGyTxoydv/+SGmo9SAMbGdITU/PZyPzv6yRmM6ln3IZJwYlmwzqJIKYiIzuJm2ukBkxsIIyxe2uhPWoosxYOjNTfvkNLRlvnsOiqBYL3nnh7PY0X7p+nDDKwCEcwQl4cAEluIEyVIBBF57hBV6dJ+fNeXc+Jq1LzpTrAcyU8/kDJEqXTw==</latexit>e2 <latexit sha1_base64="ulQn+5xHb6ehHmff30uhrv5jVe0=">AAACAHicbZBLSgNBEIZrfMb4irp00xgEV2FGfC0DgriMYB6QDKGn00ma9PQM3TVCGALiAdzqEdyJW2/iCbyGPUkEk1jQ8PP/1VTVF8RSGHTdL2dpeWV1bT23kd/c2t7ZLezt10yUaMarLJKRbgTUcCkUr6JAyRux5jQMJK8Hg+ssrz9wbUSk7nEYcz+kPSW6glHMrBbSpF0ouiV3XGRReFNRhGlV2oXvVidiScgVMkmNaXpujH5KNQom+SjfSgyPKRvQHm9aqWjIjZ+Odx2RY+t0SDfS9ikkY/fvj5SGxgzDwHaGFPtmPsvM/7Jmgt0rPxUqTpArNhnUTSTBiGSHk47QnKEcWkGZFnZXwvpUU4YWz8yUX4AjS8ab57Aoaqcl76J0fndWLN88Thjl4BCO4AQ8uIQy3EIFqsCgD8/wAq/Ok/PmvDsfk9YlZ8r1AGbK+fwBY7qYCQ==</latexit>⌧

<latexit sha1_base64="N40bE42W9Re3s+sn0z9jtt5994g="></latexit>

⇥ | � ` e1 -ctx e2 : ⌧ , 8⌧ 0, (C : (⇥ | � ` ⌧) ) (; | ; ` ⌧ 0)),�.

exec+(C[ e1 ],�)  exec+(C[ e2 ],�)

<latexit sha1_base64="V3yd4Aqox6L/zMt8Pw0GrgX7dpg="></latexit>����������
e1

pure e01 � ✏ K[ e01 ] - e2 : ⌧

� ✏ K[ e1 ] - e2 : ⌧

<latexit sha1_base64="V1AGVnlCBCOThtdyRkI50DdStt4="></latexit>����������
` 7! v ` 7! v ⇤ � ✏ K[ v ] - e2 : ⌧

� ✏ K[ !` ] - e2 : ⌧
<latexit sha1_base64="rBp3JZt9aohnMdfOlvDRCaMZHbY="></latexit>�����������
` 7!s v ` 7!s w ⇤ � ✏ e1 - K[ () ] : ⌧

� ✏ e1 - K[ ` :=w ] : ⌧

<latexit sha1_base64="2tlhn6auHsTBFXAoP8iOPq2qJnw="></latexit>����������������
f bijection 8b.� ✏ K[ b ] - K 0[ f(b) ] : ⌧

� ✏ K[ flip ] - K 0[ flip ] : ⌧



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.
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Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.
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Operationally, we extend the state of program execution with a “heap of tapes” onto 
which we can presample bits.

0

1

0

1

<latexit sha1_base64="lwQQfsXDJhnn1sXtaQkuX/YoOjE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbbrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHW46ZGQ==</latexit>◆0

0

1

<latexit sha1_base64="7PQvYCiM5zvzvk3x5Mj4Tkhw/IE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbXrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHXSeZGg==</latexit>◆1

1

0

0

<latexit sha1_base64="e2mMMoTlmnr6VhfARVrVBMIG30I=">AAACA3icbZDJSgNBEIZr4hbjFvXoZTAInsJMcDsGBPEYwSyQDKGn05M06ekeumuEEAJefACv+gjexKsP4hP4GnYWwSQWNPz8fzVV9YWJ4AY978vJrKyurW9kN3Nb2zu7e/n9g5pRqaasSpVQuhESwwSXrIocBWskmpE4FKwe9q/Hef2BacOVvMdBwoKYdCWPOCVorXqLKyTtUjtf8IrepNxl4c9EAWZVaee/Wx1F05hJpIIY0/S9BIMh0cipYKNcKzUsIbRPuqxppSQxM8Fwsu7IPbFOx42Utk+iO3H//hiS2JhBHNrOmGDPLGZj87+smWJ0FQy5TFJkkk4HRalwUbnj290O14yiGFhBqOZ2V5f2iCYULaG5Kb8MR5aMv8hhWdRKRf+ieH53VijfPE4ZZeEIjuEUfLiEMtxCBapAoQ/P8AKvzpPz5rw7H9PWjDPjeghz5Xz+AF7AmRs=</latexit>◆2



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.
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Operationally, we extend the state of program execution with a “heap of tapes” onto 
which we can presample bits.

0

1

0

1

<latexit sha1_base64="lwQQfsXDJhnn1sXtaQkuX/YoOjE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbbrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHW46ZGQ==</latexit>◆0

0

1

<latexit sha1_base64="7PQvYCiM5zvzvk3x5Mj4Tkhw/IE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbXrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHXSeZGg==</latexit>◆1

1

0

0

<latexit sha1_base64="e2mMMoTlmnr6VhfARVrVBMIG30I=">AAACA3icbZDJSgNBEIZr4hbjFvXoZTAInsJMcDsGBPEYwSyQDKGn05M06ekeumuEEAJefACv+gjexKsP4hP4GnYWwSQWNPz8fzVV9YWJ4AY978vJrKyurW9kN3Nb2zu7e/n9g5pRqaasSpVQuhESwwSXrIocBWskmpE4FKwe9q/Hef2BacOVvMdBwoKYdCWPOCVorXqLKyTtUjtf8IrepNxl4c9EAWZVaee/Wx1F05hJpIIY0/S9BIMh0cipYKNcKzUsIbRPuqxppSQxM8Fwsu7IPbFOx42Utk+iO3H//hiS2JhBHNrOmGDPLGZj87+smWJ0FQy5TFJkkk4HRalwUbnj290O14yiGFhBqOZ2V5f2iCYULaG5Kb8MR5aMv8hhWdRKRf+ieH53VijfPE4ZZeEIjuEUfLiEMtxCBapAoQ/P8AKvzpPz5rw7H9PWjDPjeghz5Xz+AF7AmRs=</latexit>◆2
<latexit sha1_base64="eycpJ7+7SyJ8b0mxOEO/kjegUmE=">AAACA3icbZDJSgNBEIZr4hbjFvXopTEInsKM+zEgiMcIZoFkCD2dTtKkp2forhHCEPDiA3jVR/AmXn0Qn8DXsLMIJrGg4ef/q6mqL4ilMOi6X05maXlldS27ntvY3Nreye/uVU2UaMYrLJKRrgfUcCkUr6BAyeux5jQMJK8F/etRXnvg2ohI3eMg5n5Iu0p0BKNorVpTREhbp618wS264yKLwpuKAkyr3Mp/N9sRS0KukElqTMNzY/RTqlEwyYe5ZmJ4TFmfdnnDSkVDbvx0vO6QHFmnTTqRtk8hGbt/f6Q0NGYQBrYzpNgz89nI/C9rJNi58lOh4gS5YpNBnUQSjMjodtIWmjOUAyso08LuSliPasrQEpqZ8stwaMl48xwWRfWk6F0Uz+/OCqWbxwmjLBzAIRyDB5dQglsoQwUY9OEZXuDVeXLenHfnY9KacaZc92GmnM8fYFmZHA==</latexit>◆3

<latexit sha1_base64="Rs9yXJ2fe2a5arlhgb+hC6Civvw=">AAACIHicbZDLSgMxFIYz9VbrrerSTWgRXJUZ78uKIC4r9AadUs5kMm1oZjImGaGUgkufwwdwq4/gTlzqC/gapjewrT8Efv5zwjnn82LOlLbtLyu1tLyyupZez2xsbm3vZHf3qkokktAKEVzIugeKchbRimaa03osKYQepzWvez2s1x6oVExEZd2LaTOEdsQCRkCbqJXNuVecC1KGmGL3PgEfu1pMHRMaWietbN4u2CPhReNMTB5NVGplf1xfkCSkkSYclGo4dqybfZCaEU4HGTdRNAbShTZtGBtBSFWzP7plgA9N4uNASPMijUfp3x99CJXqhZ7pDEF31HxtGP5XayQ6uGz2WRQnmkZkPChIODbnDsFgn0lKNO8ZA0QysysmHZBAtME3M2UKeGDIOPMcFk31uOCcF87uTvPFm8cxozQ6QDl0hBx0gYroFpVQBRH0hF7QK3qznq1368P6HLemrAnXfTQj6/sX6PKj+Q==</latexit>tape ! ◆3



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.
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Operationally, we extend the state of program execution with a “heap of tapes” onto 
which we can presample bits.

0

1

0

1

<latexit sha1_base64="lwQQfsXDJhnn1sXtaQkuX/YoOjE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbbrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHW46ZGQ==</latexit>◆0

0

1

<latexit sha1_base64="7PQvYCiM5zvzvk3x5Mj4Tkhw/IE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbXrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHXSeZGg==</latexit>◆1

1

0

0

<latexit sha1_base64="e2mMMoTlmnr6VhfARVrVBMIG30I=">AAACA3icbZDJSgNBEIZr4hbjFvXoZTAInsJMcDsGBPEYwSyQDKGn05M06ekeumuEEAJefACv+gjexKsP4hP4GnYWwSQWNPz8fzVV9YWJ4AY978vJrKyurW9kN3Nb2zu7e/n9g5pRqaasSpVQuhESwwSXrIocBWskmpE4FKwe9q/Hef2BacOVvMdBwoKYdCWPOCVorXqLKyTtUjtf8IrepNxl4c9EAWZVaee/Wx1F05hJpIIY0/S9BIMh0cipYKNcKzUsIbRPuqxppSQxM8Fwsu7IPbFOx42Utk+iO3H//hiS2JhBHNrOmGDPLGZj87+smWJ0FQy5TFJkkk4HRalwUbnj290O14yiGFhBqOZ2V5f2iCYULaG5Kb8MR5aMv8hhWdRKRf+ieH53VijfPE4ZZeEIjuEUfLiEMtxCBapAoQ/P8AKvzpPz5rw7H9PWjDPjeghz5Xz+AF7AmRs=</latexit>◆2
<latexit sha1_base64="eycpJ7+7SyJ8b0mxOEO/kjegUmE=">AAACA3icbZDJSgNBEIZr4hbjFvXopTEInsKM+zEgiMcIZoFkCD2dTtKkp2forhHCEPDiA3jVR/AmXn0Qn8DXsLMIJrGg4ef/q6mqL4ilMOi6X05maXlldS27ntvY3Nreye/uVU2UaMYrLJKRrgfUcCkUr6BAyeux5jQMJK8F/etRXnvg2ohI3eMg5n5Iu0p0BKNorVpTREhbp618wS264yKLwpuKAkyr3Mp/N9sRS0KukElqTMNzY/RTqlEwyYe5ZmJ4TFmfdnnDSkVDbvx0vO6QHFmnTTqRtk8hGbt/f6Q0NGYQBrYzpNgz89nI/C9rJNi58lOh4gS5YpNBnUQSjMjodtIWmjOUAyso08LuSliPasrQEpqZ8stwaMl48xwWRfWk6F0Uz+/OCqWbxwmjLBzAIRyDB5dQglsoQwUY9OEZXuDVeXLenHfnY9KacaZc92GmnM8fYFmZHA==</latexit>◆3

<latexit sha1_base64="Dllxyu5Glz+MbnMJ86HTpKCwCCc=">AAACCnicbZDLSgMxFIYz9VbrrerSTbAIdVNmvC8LQnFZwV6gM5ZMmmlDM5MhOSOUoeAD+ABu9RHciVtfwifwNUwvgm39IfDz/yecw+fHgmuw7S8rs7S8srqWXc9tbG5t7+R39+paJoqyGpVCqqZPNBM8YjXgIFgzVoyEvmANv3896hsPTGkuozsYxMwLSTfiAacETHTvVgSPiy6XQNqnx+18wS7ZY+FF40xNAU1Vbee/3Y6kScgioIJo3XLsGLyUKOBUsGHOTTSLCe2TLmsZG5GQaS8dXz3ERybp4EAq8yLA4/Tvj5SEWg9C30yGBHp6vhuF/3WtBIIrL+VRnACL6GRRkAgMEo8Q4A5XjIIYGEOo4uZWTHtEEQoG1MyWX5RDQ8aZ57Bo6icl56J0fntWKFceJ4yy6AAdoiJy0CUqoxtURTVEkULP6AW9Wk/Wm/VufUxGM9aU6z6akfX5Awfmm5o=</latexit>

flip(◆3)
<latexit sha1_base64="PrpLk1fsVNYGG7fH9DuIUPPKkKg=">AAACFnicbZDLSgMxGIUz9VbrbdSN4CZYBFdlpnhbFgRxWcFeoFNLJpNpQzPJmGSEMoz4GD6AW30Ed+LWrU/ga5heBNt6IHA45w9/8vkxo0o7zpeVW1hcWl7JrxbW1jc2t+ztnboSicSkhgUTsukjRRjlpKapZqQZS4Iin5GG378Y9o17IhUV/EYPYtKOUJfTkGKkTdSx96Cnxa0XSoRTN0vLGfTuEhRAv2MXnZIzEpw37sQUwUTVjv3tBQInEeEaM6RUy3Vi3U6R1BQzkhW8RJEY4T7qkpaxHEVEtdPRDzJ4aJIAhkKawzUcpX9vpChSahD5ZjJCuqdmu2H4X9dKdHjeTimPE004Hi8KEwa1gEMcMKCSYM0GxiAsqXkrxD1kaGgDbWrLL9bMkHFnOcybernknpZOro+LlcvHMaM82AcH4Ai44AxUwBWoghrA4AE8gxfwaj1Zb9a79TEezVkTrrtgStbnD2h3oA0=</latexit>

! 1
2 b



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.

40

Operationally, we extend the state of program execution with a “heap of tapes” onto 
which we can presample bits.

0

1

0

1

<latexit sha1_base64="lwQQfsXDJhnn1sXtaQkuX/YoOjE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbbrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHW46ZGQ==</latexit>◆0

0

1

<latexit sha1_base64="7PQvYCiM5zvzvk3x5Mj4Tkhw/IE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbXrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHXSeZGg==</latexit>◆1

1

0

0

<latexit sha1_base64="e2mMMoTlmnr6VhfARVrVBMIG30I=">AAACA3icbZDJSgNBEIZr4hbjFvXoZTAInsJMcDsGBPEYwSyQDKGn05M06ekeumuEEAJefACv+gjexKsP4hP4GnYWwSQWNPz8fzVV9YWJ4AY978vJrKyurW9kN3Nb2zu7e/n9g5pRqaasSpVQuhESwwSXrIocBWskmpE4FKwe9q/Hef2BacOVvMdBwoKYdCWPOCVorXqLKyTtUjtf8IrepNxl4c9EAWZVaee/Wx1F05hJpIIY0/S9BIMh0cipYKNcKzUsIbRPuqxppSQxM8Fwsu7IPbFOx42Utk+iO3H//hiS2JhBHNrOmGDPLGZj87+smWJ0FQy5TFJkkk4HRalwUbnj290O14yiGFhBqOZ2V5f2iCYULaG5Kb8MR5aMv8hhWdRKRf+ieH53VijfPE4ZZeEIjuEUfLiEMtxCBapAoQ/P8AKvzpPz5rw7H9PWjDPjeghz5Xz+AF7AmRs=</latexit>◆2
<latexit sha1_base64="eycpJ7+7SyJ8b0mxOEO/kjegUmE=">AAACA3icbZDJSgNBEIZr4hbjFvXopTEInsKM+zEgiMcIZoFkCD2dTtKkp2forhHCEPDiA3jVR/AmXn0Qn8DXsLMIJrGg4ef/q6mqL4ilMOi6X05maXlldS27ntvY3Nreye/uVU2UaMYrLJKRrgfUcCkUr6BAyeux5jQMJK8F/etRXnvg2ohI3eMg5n5Iu0p0BKNorVpTREhbp618wS264yKLwpuKAkyr3Mp/N9sRS0KukElqTMNzY/RTqlEwyYe5ZmJ4TFmfdnnDSkVDbvx0vO6QHFmnTTqRtk8hGbt/f6Q0NGYQBrYzpNgz89nI/C9rJNi58lOh4gS5YpNBnUQSjMjodtIWmjOUAyso08LuSliPasrQEpqZ8stwaMl48xwWRfWk6F0Uz+/OCqWbxwmjLBzAIRyDB5dQglsoQwUY9OEZXuDVeXLenHfnY9KacaZc92GmnM8fYFmZHA==</latexit>◆3

<latexit sha1_base64="P7jIDwGNEV7EEsZq7uKKOxYPhIg=">AAACCnicbZDLSgMxFIbP1Futt6pLN8Ei1E2ZKd6WBaG4rGAv0BlLJs20oZnMkGSEMhR8AB/ArT6CO3HrS/gEvobpRbCtPwR+/v+Ec/j8mDOlbfvLyqysrq1vZDdzW9s7u3v5/YOGihJJaJ1EPJItHyvKmaB1zTSnrVhSHPqcNv3B9bhvPlCpWCTu9DCmXoh7ggWMYG2ie7fKWVx0WaRxp3zayRfskj0RWjbOzBRgplon/+12I5KEVGjCsVJtx461l2KpGeF0lHMTRWNMBrhH28YKHFLlpZOrR+jEJF0URNI8odEk/fsjxaFSw9A3kyHWfbXYjcP/unaigysvZSJONBVkuihIONIRGiNAXSYp0XxoDCaSmVsR6WOJiTag5rb8ohwZMs4ih2XTKJeci9L57VmhUn2cMsrCERxDERy4hArcQA3qQEDCM7zAq/VkvVnv1sd0NGPNuB7CnKzPHwZMm5k=</latexit>

flip(◆2)



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.
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Operationally, we extend the state of program execution with a “heap of tapes” onto 
which we can presample bits.

0

1

0

1

<latexit sha1_base64="lwQQfsXDJhnn1sXtaQkuX/YoOjE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbbrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHW46ZGQ==</latexit>◆0

0

1

<latexit sha1_base64="7PQvYCiM5zvzvk3x5Mj4Tkhw/IE=">AAACA3icbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJEHo6PUmTnumhu0YIQ8CLD+BVH8GbePVBfAJfw84imMSChp//r6aqviCRwqDrfjlLyyura+u5jfzm1vbObmFvv2ZUqhmvMiWVbgTUcCliXkWBkjcSzWkUSF4P+tejvP7AtREqvsdBwv2IdmMRCkbRWvWWUEjbXrtQdEvuuMii8KaiCNOqtAvfrY5iacRjZJIa0/TcBP2MahRM8mG+lRqeUNanXd60MqYRN342XndIjq3TIaHS9sVIxu7fHxmNjBlEge2MKPbMfDYy/8uaKYZXfibiJEUes8mgMJUEFRndTjpCc4ZyYAVlWthdCetRTRlaQjNTfhkOLRlvnsOiqJ2WvIvS+d1ZsXzzOGGUg0M4ghPw4BLKcAsVqAKDPjzDC7w6T86b8+58TFqXnCnXA5gp5/MHXSeZGg==</latexit>◆1

1

0

0

<latexit sha1_base64="e2mMMoTlmnr6VhfARVrVBMIG30I=">AAACA3icbZDJSgNBEIZr4hbjFvXoZTAInsJMcDsGBPEYwSyQDKGn05M06ekeumuEEAJefACv+gjexKsP4hP4GnYWwSQWNPz8fzVV9YWJ4AY978vJrKyurW9kN3Nb2zu7e/n9g5pRqaasSpVQuhESwwSXrIocBWskmpE4FKwe9q/Hef2BacOVvMdBwoKYdCWPOCVorXqLKyTtUjtf8IrepNxl4c9EAWZVaee/Wx1F05hJpIIY0/S9BIMh0cipYKNcKzUsIbRPuqxppSQxM8Fwsu7IPbFOx42Utk+iO3H//hiS2JhBHNrOmGDPLGZj87+smWJ0FQy5TFJkkk4HRalwUbnj290O14yiGFhBqOZ2V5f2iCYULaG5Kb8MR5aMv8hhWdRKRf+ieH53VijfPE4ZZeEIjuEUfLiEMtxCBapAoQ/P8AKvzpPz5rw7H9PWjDPjeghz5Xz+AF7AmRs=</latexit>◆2
<latexit sha1_base64="eycpJ7+7SyJ8b0mxOEO/kjegUmE=">AAACA3icbZDJSgNBEIZr4hbjFvXopTEInsKM+zEgiMcIZoFkCD2dTtKkp2forhHCEPDiA3jVR/AmXn0Qn8DXsLMIJrGg4ef/q6mqL4ilMOi6X05maXlldS27ntvY3Nreye/uVU2UaMYrLJKRrgfUcCkUr6BAyeux5jQMJK8F/etRXnvg2ohI3eMg5n5Iu0p0BKNorVpTREhbp618wS264yKLwpuKAkyr3Mp/N9sRS0KukElqTMNzY/RTqlEwyYe5ZmJ4TFmfdnnDSkVDbvx0vO6QHFmnTTqRtk8hGbt/f6Q0NGYQBrYzpNgz89nI/C9rJNi58lOh4gS5YpNBnUQSjMjodtIWmjOUAyso08LuSliPasrQEpqZ8stwaMl48xwWRfWk6F0Uz+/OCqWbxwmjLBzAIRyDB5dQglsoQwUY9OEZXuDVeXLenHfnY9KacaZc92GmnM8fYFmZHA==</latexit>◆3

<latexit sha1_base64="P7jIDwGNEV7EEsZq7uKKOxYPhIg=">AAACCnicbZDLSgMxFIbP1Futt6pLN8Ei1E2ZKd6WBaG4rGAv0BlLJs20oZnMkGSEMhR8AB/ArT6CO3HrS/gEvobpRbCtPwR+/v+Ec/j8mDOlbfvLyqysrq1vZDdzW9s7u3v5/YOGihJJaJ1EPJItHyvKmaB1zTSnrVhSHPqcNv3B9bhvPlCpWCTu9DCmXoh7ggWMYG2ie7fKWVx0WaRxp3zayRfskj0RWjbOzBRgplon/+12I5KEVGjCsVJtx461l2KpGeF0lHMTRWNMBrhH28YKHFLlpZOrR+jEJF0URNI8odEk/fsjxaFSw9A3kyHWfbXYjcP/unaigysvZSJONBVkuihIONIRGiNAXSYp0XxoDCaSmVsR6WOJiTag5rb8ohwZMs4ih2XTKJeci9L57VmhUn2cMsrCERxDERy4hArcQA3qQEDCM7zAq/VkvVnv1sd0NGPNuB7CnKzPHwZMm5k=</latexit>

flip(◆2)
<latexit sha1_base64="NvVCrN08d9Ru4ZGnbLJI/L6v5RQ=">AAACAnicbZDJSgNBEIZrXGPcoh69NAbBU5gRt2NAEI8RzALJGHo6PUmbnp6hu0YIIeDBB/Cqj+BNvPoiPoGvYWcRTGJBw8//V1NVX5BIYdB1v5yFxaXlldXMWnZ9Y3NrO7ezWzFxqhkvs1jGuhZQw6VQvIwCJa8lmtMokLwadC+HefWBayNidYu9hPsRbSsRCkbRWhXSwPjOa+bybsEdFZkX3kTkYVKlZu670YpZGnGFTFJj6p6boN+nGgWTfJBtpIYnlHVpm9etVDTixu+Pth2QQ+u0SBhr+xSSkfv3R59GxvSiwHZGFDtmNhua/2X1FMMLvy9UkiJXbDwoTCXBmAxPJy2hOUPZs4IyLeyuhHWopgwtoKkpvwgHlow3y2FeVI4L3lnh9OYkX7x6HDPKwD4cwBF4cA5FuIYSlIHBPTzDC7w6T86b8+58jFsXnAnXPZgq5/MHIxyYZQ==</latexit>

!1



Asynchronous couplings

But no language primitives add values to the tapes!

42

Instead, presampling steps will be ghost operations purely used in the logic. 

— in fact, they can be entirely erased!



Asynchronous couplings cont’d

Tapes are “just” state so we introduce a separation logic connective 

 

that denotes ownership of a tape and its contents. 

<latexit sha1_base64="XS6+TjJKZJj5SugQ2fKdPTW44xE=">AAACFnicbZDLSgMxGIUzXmu9jboR3ASL4KrMiLdlQRCXFewFOkPJpGkbmklCkhHKMOJj+ABu9RHciVu3PoGvYaatYFsPBA7n/OFPvkgyqo3nfTkLi0vLK6uFteL6xubWtruzW9ciUZjUsGBCNSOkCaOc1Aw1jDSlIiiOGGlEg6u8b9wTpangd2YoSRijHqddipGxUdvdD6QSPYMkSQMWsSwNcp/BYtsteWVvJDhv/IkpgYmqbfc76AicxIQbzJDWLd+TJkyRMhQzkhWDRBOJ8AD1SMtajmKiw3T0gwwe2aQDu0LZww0cpX9vpCjWehhHdjJGpq9nuzz8r2slpnsZppTLxBCOx4u6CYNGwBwH7FBFsGFDaxBW1L4V4j5SCBsLbWrLL9bMkvFnOcyb+knZPy+f3Z6WKtePY0YFcAAOwTHwwQWogBtQBTWAwQN4Bi/g1Xly3px352M8uuBMuO6BKTmfP66IoNA=</latexit>

◆ ,! ~b

43

<latexit sha1_base64="5HgPtNc5B5RUn+8alE2vVnsZRsg="></latexit>����������������
8◆. ◆ ,! ✏ ⇤ � ✏ K[ ◆ ] - e : ⌧

� ✏ K[ tape ] - e : ⌧

<latexit sha1_base64="2pb8lpFmlU9eIcJu8JO79wgilSM="></latexit>���������������
◆ ,! b ·~b ◆ ,! ~b ⇤ � ✏ K[ b ] - e2 : ⌧

� ✏ K[ flip(◆) ] - e2 : ⌧



Asynchronous couplings cont’d
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<latexit sha1_base64="UX1FbgTenRDrKYVbmGi8LbhDMcM="></latexit>�����������������
f bijection ◆ ,! ~b 8b. ◆ ,! ~b · b ⇤ � ✏ e - K 0[ f(b) ] : ⌧

� ✏ e - K 0[ flip() ] : ⌧

<latexit sha1_base64="amgAMepjmmoF/aejkt8g/JdxQfo="></latexit> ...

e,�

e,�[◆ 7! b]

...

...

K[ flip() ],�0

K[ f(b) ],�0

...



Motivating example
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<latexit sha1_base64="RZamviWr8NmyC9mfHYlLnaJhnuU=">AAACJHicbZDLSgMxGIUzXmu9jbp082OxuCoz4m0jFITiwkUFe4HOUDJp2oZmMkOSEUop+AA+hw/gVh/Bnbhw49bXMJ1WsK0HAodz/vAnXxBzprTjfFoLi0vLK6uZtez6xubWtr2zW1VRIgmtkIhHsh5gRTkTtKKZ5rQeS4rDgNNa0Lsa9bV7KhWLxJ3ux9QPcUewNiNYm6hp5wHy3g3VEMAleCXOYmACPC+b5jgErwkFCJp2zik4qWDeuBOTQxOVm/a314pIElKhCcdKNVwn1v4AS80Ip8OslygaY9LDHdowVuCQKn+Q/mcIhyZpQTuS5ggNafr3xgCHSvXDwEyGWHfVbDcK/+saiW5f+AMm4kRTQcaL2gkHHcEIDrSYpETzvjGYSGbeCqSLJSbaIJza8gt5aMi4sxzmTfW44J4VTm9PcsXSw5hRBu2jA3SEXHSOiugalVEFEfSIntELerWerDfr3foYjy5YE657aErW1w8pxqIV</latexit>

let b = flip in

�_. b

<latexit sha1_base64="uQrLPvRIj4ocRzONtRCx1yrN8Ro="></latexit>

let r = ref(None) in
�_. match ! r with

Some (b) ) b
| None ) let b = flip in

r := Some (b);
b

end

<latexit sha1_base64="Lg6XCV0Lb3FdFo6rt+L1IDya8Aw=">AAACE3icbVDLSsNAFJ34rPUVFVduBovgqiTia1nQhcsK9gFNCJPppB06eTBzIy2hn+EHuNVPcCdu/QC/wN9w0kawrQcGDuecy71z/ERwBZb1ZSwtr6yurZc2yptb2zu75t5+U8WppKxBYxHLtk8UEzxiDeAgWDuRjIS+YC1/cJP7rUcmFY+jBxglzA1JL+IBpwS05JmHjo5TxUMvc4ANIaMwHI89s2JVrQnwIrELUkEF6p757XRjmoYsAiqIUh3bSsDNiAROBRuXnVSxhNAB6bGOphEJmXKzyfljfKKVLg5iqV8EeKL+nchIqNQo9HUyJNBX814u/ud1Ugiu3YxHSQosotNFQSowxDjvAne5/juIkSaESq5vxbRPJKGgG5vZ8ttp3ow938MiaZ5V7cvqxf15pXZbdFRCR+gYnSIbXaEaukN11EAUZegZvaBX48l4M96Nj2l0yShmDtAMjM8fWX+fyg==</latexit>-ctx



Motivating example
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<latexit sha1_base64="RZamviWr8NmyC9mfHYlLnaJhnuU=">AAACJHicbZDLSgMxGIUzXmu9jbp082OxuCoz4m0jFITiwkUFe4HOUDJp2oZmMkOSEUop+AA+hw/gVh/Bnbhw49bXMJ1WsK0HAodz/vAnXxBzprTjfFoLi0vLK6uZtez6xubWtr2zW1VRIgmtkIhHsh5gRTkTtKKZ5rQeS4rDgNNa0Lsa9bV7KhWLxJ3ux9QPcUewNiNYm6hp5wHy3g3VEMAleCXOYmACPC+b5jgErwkFCJp2zik4qWDeuBOTQxOVm/a314pIElKhCcdKNVwn1v4AS80Ip8OslygaY9LDHdowVuCQKn+Q/mcIhyZpQTuS5ggNafr3xgCHSvXDwEyGWHfVbDcK/+saiW5f+AMm4kRTQcaL2gkHHcEIDrSYpETzvjGYSGbeCqSLJSbaIJza8gt5aMi4sxzmTfW44J4VTm9PcsXSw5hRBu2jA3SEXHSOiugalVEFEfSIntELerWerDfr3foYjy5YE657aErW1w8pxqIV</latexit>

let b = flip in

�_. b

<latexit sha1_base64="uQrLPvRIj4ocRzONtRCx1yrN8Ro="></latexit>

let r = ref(None) in
�_. match ! r with

Some (b) ) b
| None ) let b = flip in

r := Some (b);
b

end

<latexit sha1_base64="Lg6XCV0Lb3FdFo6rt+L1IDya8Aw=">AAACE3icbVDLSsNAFJ34rPUVFVduBovgqiTia1nQhcsK9gFNCJPppB06eTBzIy2hn+EHuNVPcCdu/QC/wN9w0kawrQcGDuecy71z/ERwBZb1ZSwtr6yurZc2yptb2zu75t5+U8WppKxBYxHLtk8UEzxiDeAgWDuRjIS+YC1/cJP7rUcmFY+jBxglzA1JL+IBpwS05JmHjo5TxUMvc4ANIaMwHI89s2JVrQnwIrELUkEF6p757XRjmoYsAiqIUh3bSsDNiAROBRuXnVSxhNAB6bGOphEJmXKzyfljfKKVLg5iqV8EeKL+nchIqNQo9HUyJNBX814u/ud1Ugiu3YxHSQosotNFQSowxDjvAne5/juIkSaESq5vxbRPJKGgG5vZ8ttp3ow938MiaZ5V7cvqxf15pXZbdFRCR+gYnSIbXaEaukN11EAUZegZvaBX48l4M96Nj2l0yShmDtAMjM8fWX+fyg==</latexit>-ctx

<latexit sha1_base64="xK4k5C2C/4I+lC+VoFj+mGHufTo="></latexit>

let ◆ = tape in

let r = ref(None) in
�_. match ! r with

Some (b) ) b
| None ) let b = flip(◆) in

r := Some (b);
b

end

<latexit sha1_base64="Lg6XCV0Lb3FdFo6rt+L1IDya8Aw=">AAACE3icbVDLSsNAFJ34rPUVFVduBovgqiTia1nQhcsK9gFNCJPppB06eTBzIy2hn+EHuNVPcCdu/QC/wN9w0kawrQcGDuecy71z/ERwBZb1ZSwtr6yurZc2yptb2zu75t5+U8WppKxBYxHLtk8UEzxiDeAgWDuRjIS+YC1/cJP7rUcmFY+jBxglzA1JL+IBpwS05JmHjo5TxUMvc4ANIaMwHI89s2JVrQnwIrELUkEF6p757XRjmoYsAiqIUh3bSsDNiAROBRuXnVSxhNAB6bGOphEJmXKzyfljfKKVLg5iqV8EeKL+nchIqNQo9HUyJNBX814u/ud1Ugiu3YxHSQosotNFQSowxDjvAne5/juIkSaESq5vxbRPJKGgG5vZ8ttp3ow938MiaZ5V7cvqxf15pXZbdFRCR+gYnSIbXaEaukN11EAUZegZvaBX48l4M96Nj2l0yShmDtAMjM8fWX+fyg==</latexit>-ctx
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<latexit sha1_base64="RZamviWr8NmyC9mfHYlLnaJhnuU=">AAACJHicbZDLSgMxGIUzXmu9jbp082OxuCoz4m0jFITiwkUFe4HOUDJp2oZmMkOSEUop+AA+hw/gVh/Bnbhw49bXMJ1WsK0HAodz/vAnXxBzprTjfFoLi0vLK6uZtez6xubWtr2zW1VRIgmtkIhHsh5gRTkTtKKZ5rQeS4rDgNNa0Lsa9bV7KhWLxJ3ux9QPcUewNiNYm6hp5wHy3g3VEMAleCXOYmACPC+b5jgErwkFCJp2zik4qWDeuBOTQxOVm/a314pIElKhCcdKNVwn1v4AS80Ip8OslygaY9LDHdowVuCQKn+Q/mcIhyZpQTuS5ggNafr3xgCHSvXDwEyGWHfVbDcK/+saiW5f+AMm4kRTQcaL2gkHHcEIDrSYpETzvjGYSGbeCqSLJSbaIJza8gt5aMi4sxzmTfW44J4VTm9PcsXSw5hRBu2jA3SEXHSOiugalVEFEfSIntELerWerDfr3foYjy5YE657aErW1w8pxqIV</latexit>

let b = flip in

�_. b

<latexit sha1_base64="uQrLPvRIj4ocRzONtRCx1yrN8Ro="></latexit>

let r = ref(None) in
�_. match ! r with

Some (b) ) b
| None ) let b = flip in

r := Some (b);
b

end

<latexit sha1_base64="Lg6XCV0Lb3FdFo6rt+L1IDya8Aw=">AAACE3icbVDLSsNAFJ34rPUVFVduBovgqiTia1nQhcsK9gFNCJPppB06eTBzIy2hn+EHuNVPcCdu/QC/wN9w0kawrQcGDuecy71z/ERwBZb1ZSwtr6yurZc2yptb2zu75t5+U8WppKxBYxHLtk8UEzxiDeAgWDuRjIS+YC1/cJP7rUcmFY+jBxglzA1JL+IBpwS05JmHjo5TxUMvc4ANIaMwHI89s2JVrQnwIrELUkEF6p757XRjmoYsAiqIUh3bSsDNiAROBRuXnVSxhNAB6bGOphEJmXKzyfljfKKVLg5iqV8EeKL+nchIqNQo9HUyJNBX814u/ud1Ugiu3YxHSQosotNFQSowxDjvAne5/juIkSaESq5vxbRPJKGgG5vZ8ttp3ow938MiaZ5V7cvqxf15pXZbdFRCR+gYnSIbXaEaukN11EAUZegZvaBX48l4M96Nj2l0yShmDtAMjM8fWX+fyg==</latexit>-ctx

<latexit sha1_base64="xK4k5C2C/4I+lC+VoFj+mGHufTo="></latexit>

let ◆ = tape in

let r = ref(None) in
�_. match ! r with

Some (b) ) b
| None ) let b = flip(◆) in

r := Some (b);
b

end

<latexit sha1_base64="Lg6XCV0Lb3FdFo6rt+L1IDya8Aw=">AAACE3icbVDLSsNAFJ34rPUVFVduBovgqiTia1nQhcsK9gFNCJPppB06eTBzIy2hn+EHuNVPcCdu/QC/wN9w0kawrQcGDuecy71z/ERwBZb1ZSwtr6yurZc2yptb2zu75t5+U8WppKxBYxHLtk8UEzxiDeAgWDuRjIS+YC1/cJP7rUcmFY+jBxglzA1JL+IBpwS05JmHjo5TxUMvc4ANIaMwHI89s2JVrQnwIrELUkEF6p757XRjmoYsAiqIUh3bSsDNiAROBRuXnVSxhNAB6bGOphEJmXKzyfljfKKVLg5iqV8EeKL+nchIqNQo9HUyJNBX814u/ud1Ugiu3YxHSQosotNFQSowxDjvAne5/juIkSaESq5vxbRPJKGgG5vZ8ttp3ow938MiaZ5V7cvqxf15pXZbdFRCR+gYnSIbXaEaukN11EAUZegZvaBX48l4M96Nj2l0yShmDtAMjM8fWX+fyg==</latexit>-ctx

<latexit sha1_base64="UX1FbgTenRDrKYVbmGi8LbhDMcM="></latexit>�����������������
f bijection ◆ ,! ~b 8b. ◆ ,! ~b · b ⇤ � ✏ e - K 0[ f(b) ] : ⌧

� ✏ e - K 0[ flip() ] : ⌧



Conclusion



higher-order 

impredicative polymorphism

recursive types

IFC types
existential types

label polymorphism

TINI

higher-order state

impredicative polymorphism

recursive types
existential types

CTX EQV.

probabilistic choice



Higher-order separation logic is all you need!
indeed
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‣ Multiplying by zero 
 
 
 
cannot be syntactically typed at                  .

<latexit sha1_base64="s2LDv039lVqOrr6Q5FurMFdlt9E=">AAACEHicbZDLSsNAFIYnXmu9xbp0M1gEVyERb8uCIN0IFewFmlAm00k7dDIJcymW0JfwAdzqI7gTt76BT+BrOG0j2NYDB37+/xzO4QtTRqVy3S9rZXVtfWOzsFXc3tnd27cPSg2ZaIFJHScsEa0QScIoJ3VFFSOtVBAUh4w0w8HNJG8OiZA04Q9qlJIgRj1OI4qRMlbHLvm3msMhdEz7d5op6Hbssuu404LLwstFGeRV69jffjfBOiZcYYakbHtuqoIMCUUxI+OiryVJER6gHmkbyVFMZJBNfx/DE+N0YZQI01zBqft3I0OxlKM4NJMxUn25mE3M/7K2VtF1kFGeakU4nh2KNIMqgRMQsEsFwYqNjEBYUPMrxH0kEFYG19yVX6BjQ8Zb5LAsGmeOd+lc3J+XK9WcUQEcgWNwCjxwBSqgCmqgDjB4BM/gBbxaT9ab9W59zEZXrHznEMyV9fkD9cucDw==</latexit>

� v. v ⇤ 0

<latexit sha1_base64="T2UTWJqAS/LR09l3l+BoEyigduw=">AAACLXicbZDLSgMxFIbP1Futt6pLN8EiuKoz4m1ZcNOFiwq9QWcomTRtQzOZIckIZZjH8Dl8ALf6CC4EcdvXMG1HsK0HQn7+/xxO8vkRZ0rb9qeVW1vf2NzKbxd2dvf2D4qHR00VxpLQBgl5KNs+VpQzQRuaaU7bkaQ48Dlt+aP7ad56olKxUNT1OKJegAeC9RnB2ljd4oXLjZ24dYF1mrjc59UUuXUsZWLu5ewh7RZLdtmeFVoVTiZKkFWtW5y4vZDEARWacKxUx7Ej7SVYakY4TQturGiEyQgPaMdIgQOqvGT2sRSdGaeH+qE0R2g0c/9OJDhQahz4pjPAeqiWs6n5X9aJdf/OS5iIYk0FmS/qxxzpEE0poR6TlGg+NgITycxbERliiYk2LBe2/NKeknGWOayK5mXZuSlfP16VKtWMUR5O4BTOwYFbqEAVatAAAs/wCm/wbr1YH9aX9T1vzVnZzDEslDX5AWLeqsE=</latexit>

N> ! N?

‣ Temporary explicit “leaks” 
 
 
 
is not syntactically well-typed if  contains sensitive information.

<latexit sha1_base64="lyob0SQjx4WRYOo5qNs376Bdpz4=">AAAB/XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PAS44JmERIljA76SRDZmeXmVkhLMEP8Kqf4E28+i1+gb/hJFnBJBY0FFXddHcFseDauO6Xk1tb39jcym8Xdnb39g+Kh0dNHSWKYYNFIlIPAdUouMSG4UbgQ6yQhoHAVjC6m/qtR1SaR/LejGP0QzqQvM8ZNVaqD7vFklt2ZyCrxMtICTLUusXvTi9iSYjSMEG1bntubPyUKsOZwEmhk2iMKRvRAbYtlTRE7aezQyfkzCo90o+ULWnITP07kdJQ63EY2M6QmqFe9qbif147Mf1bP+UyTgxKNl/UTwQxEZl+TXpcITNibAllittbCRtSRZmx2Sxs+U1vYpPxlnNYJc2LsnddvqpflirVLKM8nMApnIMHN1CBKtSgAQwQnuEFXp0n5815dz7mrTknmzmGBTifP9DLli8=</latexit>

h

<latexit sha1_base64="fITcs7oI26p1KlELAhaNb5I8+P4="></latexit>

let x = ! l in l := !h; . . . ; l :=x



<latexit sha1_base64="nRPaodUYFeQHG+K4rZPkB5eq4JQ="></latexit>

flip(◆),�[◆ 7! b ·~b ] �!1 b,�[◆ 7! ~b ]

<latexit sha1_base64="GRgddHJ7AEll+H72dLWzARDAvJs="></latexit>

�(◆) = ✏ b 2 {true, false}
flip(◆),� �!1/2 b,�

<latexit sha1_base64="qB3BSVCgsYbCZsmIdO4+axabE1c="></latexit>

◆ = fresh(�)

tape,� �!1 ◆,�[◆ 7! ✏]



<latexit sha1_base64="AAt4ivwRq2P3l/VIbp64gSbjRpg="></latexit>

De�nition (Coupling). Let µ1 2 D(A), µ2 2 D(B). A sub-distribution µ 2 D(A⇥
B) is a coupling of µ1 and µ2 if

1. 8a.
P

b2B µ(a, b) = µ1(a)

2. 8b.
P

a2A µ(a, b) = µ2(b)

Given relation R : A ⇥ B we say µ is an R-coupling if furthermore supp(µ) ✓ R.
We write µ1 ⇠ µ2 : R if there exists an R-coupling of µ1 and µ2.

<latexit sha1_base64="Tt0mlu4Wulwsqz/8Mj5uP6nLrAs="></latexit>

Lemma (Composition of couplings). Let R : A ⇥ B, S : A0 ⇥ B0, µ1 2 D(A),
µ2 2 D(B), f1 : A ! D(A0), and f2 : B ! D(B0).

1. If (a, b) 2 R then ret(a) ⇠ ret(b) : R.

2. If 8(a, b) 2 R. f1(a) ⇠ f2(b) : S and µ1 ⇠ µ2 : R then µ1 �= f1 ⇠ µ2 �= f2 : S

<latexit sha1_base64="5yJHmchkoaHV2cKQxDypXIF1Z20="></latexit>

De�nition (Re�nement Coupling). Let µ1 2 D(A), µ2 2 D(B). A sub-distribution
µ 2 D(A⇥B) is a re�nement coupling of µ1 and µ2 if

1. 8a.
P

b2B µ(a, b) = µ1(a)

2. 8b.
P

a2A µ(a, b)  µ2(b)

Given relation R : A ⇥ B we say µ is an R-re�nement-coupling if furthermore
supp(µ) ✓ R. We write µ1 . µ2 : R if there exists an R-re�nement-coupling of
µ1 and µ2.



<latexit sha1_base64="j29jE+7dUIaaPV3JP/KfYV/6XTQ="></latexit>

Lemma (Erasure). If �1(◆) 2 dom(�1) then

execn(e1,�1) ⇠ (step◆(�1) �= ��2. execn(e1,�2)) : (=)

<latexit sha1_base64="0zPXam/eIwxRcKOMjuWimQbBOIY="></latexit>

Theorem (Adequacy). Let ' :Val⇥Val ! Prop be a predicate in the meta-logic. If

specCtx ⇤ spec(e0) ` wp e {v.9v0. spec(v0) ⇤ '(v, v0)}

is provable in Clutch then 8n. execn(e,�) . exec(e0,�0) : '.

<latexit sha1_base64="CsjHCk5QxeWYlSUlv0iFlrWrf2Y="></latexit>

execn(e,�) ,

8
><

>:

ret(e) if e 2Val
0 if e 62Val, n = 0

step(e,�) �= exec(n�1) otherwise

<latexit sha1_base64="1TRe7xO41zb2V3rcoetrmkW2l5Y="></latexit>

exec(⇢)(v) , limn!1 execn(⇢)(v)

<latexit sha1_base64="INTV6cxXqL0SpdK5ADynTIQ1k+k="></latexit>

exec+(⇢) ,
X

v

exec(⇢)(v)



<latexit sha1_base64="ol3vPNVYGdkdPldKt8joNQyHS8g="></latexit>

execCoupl(e1,�1, e
0
1,�

0
1)(Z) , µ : Cfg⇥Cfg ! iProp.

(9R. red(e1,�1) ⇤
step(e1,�1) ⇠ step(e01,�

0
1) : R ⇤

8⇢2, ⇢02. R(⇢2, ⇢
0
2) ⇤ |V;Z(⇢2, ⇢

0
2)) _

(9R. red(e1,�1) ⇤
step(e1,�1) ⇠ ret(e01,�

0
1) : R ⇤

8⇢2. R(⇢2, (e
0
1,�

0
1)) ⇤ |V;Z(⇢2, (e

0
1,�

0
1))) _

(9R,n. ret(e1,�1) ⇠ execConfn(e
0
1,�

0
1) : R ⇤

8⇢02. R((e1,�1), ⇢
0
2) ⇤ |V; ((e1,�1), ⇢

0
2)) _ 

_
◆2�1

9R. step◆(�1) ⇠ step(e01,�
0
1) : R ⇤

8�2, ⇢
0
2. R(�2, ⇢

0
2) ⇤ |V; ((e1,�2), ⇢

0
2)

!
_

 
_

◆02�2

9R. step(e1,�1) ⇠ step◆0(�
0
1) : R ⇤

8⇢2,�0
2. R(⇢2,�

0
2) ⇤ |V;Z(⇢2, (e

0
1,�

0
2))

!
_

0

B@
_

(◆,◆0)2�1⇥�0
1

9R. step◆(�1) ⇠ step◆0(�
0
1) : R ⇤

8�2,�
0
2. R(�2,�

0
2) ⇤ |V;

 ((e1,�2), (e
0
1,�

0
2))

1

CA

<latexit sha1_base64="NiESsLFJQxPEzQZy94NhIIYS7gQ="></latexit>

wpE e1 {�} , (e1 2Val ^ |VE�(e1)) _
(e1 62Val ^ 8�1, ⇢1.

S(�1) ⇤ G(⇢1) ⇤ |VE ;
execCoupl(e1,�1, ⇢1)(�e2,�2, ⇢2.

. |V; E S(�2) ⇤ G(⇢2) ⇤ wpE e2 {�}))

<latexit sha1_base64="e26WfgxBI3flEU1LUOdwWHymL38="></latexit>

� ✏E e1 - e2 : ⌧ , 8K. specCtx ⇤ spec(K[ e2 ]) ⇤ naTok(E) ⇤
wp e1 {v1.9v2. spec(K[ v2 ]) ⇤ naTok(>) ⇤ J⌧K�(v1, v2)}

<latexit sha1_base64="SVl1jmX7fMsUiMNZ+DRpJu9coKg="></latexit>

G(⇢) , specInterp•(⇢)

specInv , 9⇢, e,�, n. specInterp�(⇢) ⇤ spec•(e) ⇤ heaps(�) ⇤ execConfn(⇢)(e,�) = 1

specCtx , specInv
N .spec


