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Models, not implementations!



How do we connect implementations to more abstract models?

⪯
?

… using Iris, obviously

Transport properties?



Outline

‣ The Trillium methodology 

‣ Case study: Single-decree Paxos using a TLA+ model 

‣ Case study: Fair termination of a concurrent program

We also show eventual consistency of a CRDT; see the paper for more details
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Running Example

<latexit sha1_base64="XtADGoJj17jjbpmXR4L5bPnwGmk="></latexit>

let rec inc_loop () =
let n = !` in
cas(`, n, n + 1);
inc_loop ()

in
inc_loop () || inc_loop ()

<latexit sha1_base64="qIvTXw/8eiZ9EG7gseMEbjVl1QY="></latexit>

� � � . . .

<latexit sha1_base64="5WguMmAE8TJ+bJmd6dfm8ZIi1vc="></latexit>

Minc
<latexit sha1_base64="apyP2JNAiGJo9z9Y/XPYjGFHv68="></latexit>

inc
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Definition
Given  relation btw. traces   

<latexit sha1_base64="LEW1ZQ5BRTnnC22vxBqnwnXmqfA="></latexit>

⌧ -⇠  , ⇠(⌧,) ^ 8c. last(⌧) ! c ) 9�. ⌧ · c -⇠  · �

execution trace <latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧
model trace <latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>

 is a history-sensitive refinement of  under  whenever <latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧ <latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>
<latexit sha1_base64="67Hb/bRgEB0GHb72zuWFALCwSVU="></latexit>

⇠

<latexit sha1_base64="67Hb/bRgEB0GHb72zuWFALCwSVU="></latexit>

⇠
(non-empty sequence of configurations)

(non-empty sequence of model states)
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holds coinductively. 



<latexit sha1_base64="i6sGCwusGgAmavWLUTJ422A8Kxk="></latexit>c1 …
<latexit sha1_base64="R0fENHeoBYhx01ilImXzqS2mn1M="></latexit>c0

<latexit sha1_base64="phbI9d3HEKEK8VL69xjyWDBG5dI="></latexit>cn

…
<latexit sha1_base64="kVrRf3GHhjLEY0k5xjXlk+78yzA="></latexit>

�0
<latexit sha1_base64="k4j1E+UuPmrqt5jSqpAsaXL2Mgs="></latexit>

�1
<latexit sha1_base64="jWsOcGTgel3THfv8829YYpp13Hk="></latexit>

�n
<latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>

<latexit sha1_base64="K48Kzkl8GRj7bm71kX+74jEgQjw="></latexit>c

<latexit sha1_base64="67Hb/bRgEB0GHb72zuWFALCwSVU="></latexit>

⇠

<latexit sha1_base64="EM1ZaZUWOwIEEks+wgR7kJLb+Vk="></latexit>

�

<latexit sha1_base64="LEW1ZQ5BRTnnC22vxBqnwnXmqfA="></latexit>

⌧ -⇠  , ⇠(⌧,) ^ 8c. last(⌧) ! c ) 9�. ⌧ · c -⇠  · �

<latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧



<latexit sha1_base64="i6sGCwusGgAmavWLUTJ422A8Kxk="></latexit>c1 …
<latexit sha1_base64="R0fENHeoBYhx01ilImXzqS2mn1M="></latexit>c0

<latexit sha1_base64="phbI9d3HEKEK8VL69xjyWDBG5dI="></latexit>cn

…
<latexit sha1_base64="kVrRf3GHhjLEY0k5xjXlk+78yzA="></latexit>

�0
<latexit sha1_base64="k4j1E+UuPmrqt5jSqpAsaXL2Mgs="></latexit>

�1
<latexit sha1_base64="jWsOcGTgel3THfv8829YYpp13Hk="></latexit>

�n
<latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>

<latexit sha1_base64="K48Kzkl8GRj7bm71kX+74jEgQjw="></latexit>c

<latexit sha1_base64="67Hb/bRgEB0GHb72zuWFALCwSVU="></latexit>

⇠

…

<latexit sha1_base64="EM1ZaZUWOwIEEks+wgR7kJLb+Vk="></latexit>

�

<latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧

<latexit sha1_base64="LEW1ZQ5BRTnnC22vxBqnwnXmqfA="></latexit>

⌧ -⇠  , ⇠(⌧,) ^ 8c. last(⌧) ! c ) 9�. ⌧ · c -⇠  · �



Running Example

For our running example, we pick 

<latexit sha1_base64="jHl3NECE7c2SB2tYrsADgL0rqnA="></latexit>

⇠inc(⌧,) , heap(last(⌧))(`) = last() ^ stuttering()
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<latexit sha1_base64="99KVGQiEBKmDY5g7hR9cW67ncJQ="></latexit>

stuttering() =

(
last(0) = � _ last(0) *Minc � if  = 0 · �
True otherwise

where

which reduces refinement to a notion of simulation.

stepping relation of the STS 



Trillium

<latexit sha1_base64="mzH5K1i+I6wg62WaNIymSVs29iA="></latexit>

wpM e
�
Q
 

<latexit sha1_base64="fvWpz7qiS3purW/BZHnDjHzqoW8="></latexit>

M = (AM,*M)

On top of the standard Iris base logic, we introduce two new connectives

where is some STS.

<latexit sha1_base64="yVIjimPlyobH966ffuKZN5mYkyM="></latexit>

Model(� : M)
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Trillium

The weakest precondition theory satisfies all the usual rules and 

using the usual encoding of Hoare triples. 

ensures that we relate a 
program step with a single 
model step
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<latexit sha1_base64="KlcrsgBxewO95pcyb9KcPoXyZAM="></latexit>

{P} e {Q}M � *M �0 Atomic(e) e 62 Val
{P ⇤ Model(�)} e {Q ⇤ Model(�0)}M



Running Example

We show

<latexit sha1_base64="ZI2kx5nZG6itrZ/D7wHpah8QOZs="></latexit>

{9n. ` 7! n ⇤Model(n) } inc {False}Minc

which implies the refinement relation.
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Theorem (Adequacy)

Let  be a program,  a state,  a model state and  a finitary trace relation.<latexit sha1_base64="Sa58lS4PymxYEi/jkSmUAxPvpxA="></latexit>e <latexit sha1_base64="277nr3Ei9ztHT7FcV+faDEz/VXo="></latexit>�
<latexit sha1_base64="EM1ZaZUWOwIEEks+wgR7kJLb+Vk="></latexit>

�
<latexit sha1_base64="67Hb/bRgEB0GHb72zuWFALCwSVU="></latexit>

⇠

then  is safe and                holds in the metalogic, where<latexit sha1_base64="Sa58lS4PymxYEi/jkSmUAxPvpxA="></latexit>e
<latexit sha1_base64="h86NhtDuDx/FEALc8WtM4Gc6B/s="></latexit>

(e,�) -⇠ �

<latexit sha1_base64="vdZkGKBA/nvYZfzSi2aEN5Wbdug="></latexit>

AlwaysHolds(⇠) , 8⌧,. (. . .) �⇤ |V> ; ⇠(⌧,)

Suppose

The set  is finite
<latexit sha1_base64="8ah1gRQAbDHO8OAOYV1uWZGRdkw="></latexit>

{� | ⇠(⌧ · c, · �)}
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<latexit sha1_base64="5X6iMEpaIqC0VBAPsc/mL9XRcNQ="></latexit>

|V>S((e,�), �) ⇤ wpM> e
�
�
 
⇤AlwaysHolds(⇠)



Paxos by Refinement

1. Instantiate Trillium with AnerisLang, recovering the Aneris logic. 

2. Find a suitable model: we pick Lamport’s TLA+ specification, manually 
translate it into Coq, and prove it correct. 

3. Show node-local specs for each ‘role’ (proposer, acceptor, learner) under a 
suitable invariant; compose spec for a distributed system 

4. Prove consensus for the implementation by combining the refinement with 
the model correctness theorem
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Paxos TLA+ Model

‣ States               where                                    is the set of sent messages 

‣ Transitions, e.g.,

<latexit sha1_base64="XbZRKJ1u0c1AdTSv9TC7uIk6GQY="></latexit>

S 2 P(PaxosMessage)

<latexit sha1_base64="STz+XFgq2ykYkbquktV5s9g4ySQ="></latexit>

msg1a(b) 2 S b > B(a) V(a) = o

S,B,V *SDP S [ {msg1b(a, b, o)} ,B[a 7! Some(b)],V

<latexit sha1_base64="DKJ3jh7bio00XnKutl2+E5dDK/w="></latexit>

(S,B,V)
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Paxos Specs
<latexit sha1_base64="3UIV0T/DgGdV/X+1uVq4/ui8GqA="></latexit>

{ISDP ⇤ MaxBal� (a,None) ⇤ MaxBal� (a,None) ⇤ . . .} hip; acceptor L ai {False}
{ISDP ⇤ pending(b) ⇤ . . .} hip; proposer A skt b vi {True}

where

<latexit sha1_base64="OxF1DWuug7Wkx++euy9Nxr56NJ0="></latexit>

ISDP , 9S,B,V.Model(S,B,V) ⇤ Msgs• (S) ⇤ MaxBal• (B) ⇤
MaxVal• (V) ⇤ BalCoh(S) ⇤ MsgCoh(S)

maps model messages to sent 
messages in the implementation

resolves underspecified 
aspect of the model 

<latexit sha1_base64="wyo9ZORLrNBlmM9ATjXUdvVW5aU="></latexit>

6 9v0.msg2a(b, v0) 2 S Quorum(Q) ShowsSafeAt(S, Q, b, v)

S,B,V *SDP S [ {msg2a(b, v)} ,B,V
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Paxos Refinement

Pick

and combine the refinement with the model consensus theorem to conclude

<latexit sha1_base64="hoOAaq3FWlZ8Ft5K+efuMDTz0+0="></latexit>

⇠SDP(⌧,) , 9S. last() = (S, _, _) ^messages(last(⌧)) ⇠ S ^ stuttering()
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Safety of Clients

The model is embedded as a resource in the logic so we can also exploit 
properties of the model while proving specifications.

<latexit sha1_base64="OXTdSzTbb70uIxYirwjbvmVaMtM="></latexit>

{ISDP ⇤ . . .} hip; client ai {. . .}
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<latexit sha1_base64="6N++wI3MzJLTWmnwqt16Dza4D+U="></latexit>

let client addr =
// ...
let (_, v1) = client_deser m1 in
let (_, v2) = client_deser m2 in
assert (v1 = v2); v1.



Fair  termination

Termination of every execution is too strong a notion for most concurrent programs.  

Most concurrent programs only terminate if the scheduler is fair.

19

<latexit sha1_base64="hgBjREk3T7bzVkVJzb5qCa1++Zg="></latexit>

let rec yes b n = if cas b 1 0 then n := !n-1;
if !n > 0 then yes b n

let rec no b m = if cas b 0 1 then m := !m-1;
if !m > 0 then no b m

let start k = let b = ref 0 in
(yes b (ref k) || no b (ref k))



Fair  termination

A program trace is fair if its finite, or if its infinite and every reducible thread eventually 
takes a step. 

A program is fairly terminating if all its fair traces are finite. 

But termination is a liveness property???
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Fair  termination

We prove fair termination by constructing a fairness-preserving and termination-
preserving refinement:

<latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧ <latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>
<latexit sha1_base64="AToMCI6qL3EvBHkKYBFRH9+7jUI="></latexit>-

For all program traces  there exists a model trace  such that<latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧ <latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>

fairness

fair termination

a particular kind of model with 
‘roles’ that allows us to talk about 
model traces being ‘fair’
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Fair  termination

We prove fair termination by constructing a fairness-preserving and termination-
preserving refinement:

<latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧ <latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>
<latexit sha1_base64="AToMCI6qL3EvBHkKYBFRH9+7jUI="></latexit>-

For all program traces  there exists a model trace  such that<latexit sha1_base64="jYFm/J4xp3PT0OBl//XrHrCj16E="></latexit>⌧ <latexit sha1_base64="dLhmH9tbK0RJo7iEKauubBqJm0A="></latexit>

fairness

fair termination

<latexit sha1_base64="AToMCI6qL3EvBHkKYBFRH9+7jUI="></latexit>-<latexit sha1_base64="FnV59TK2OseBaX5jbxtN14Zhrww="></latexit>µ

fairness

fair termination

a lifted notion of model with fuel to 
make sure threads don’t ‘starve’ roles  

22



Summary

‣ Trillium: a framework for showing history-sensitive refinement of programs and 
abstract models 

‣ Safety and liveness properties of models can be transported to the 
implementation 

‣ Instantiation with AnerisLang and HeapLang: 

- Consensus of single-decree Paxos 
- Eventual consistency of a CRDT 
- Fair termination of a concurrent program
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Semantics of the Weakest Precondition

<latexit sha1_base64="3h7y8FXvW93OPb27aQ7JFHLCPLE="></latexit>

wpME e
�
�
 
,
�
e 2 Val ⇤ |VE �(e)

�
_

⇣
e 62 Val ⇤ 8⌧, ⌧ 0,,�,K, T1, T2.

valid(⌧) ⇤ ⌧ = (⌧ 0 · (T1 ++ K[e] ++ T2,�)) ⇤ S(⌧,) �⇤ |VE ;

reducible(e,�) ⇤
⇣
8e2,�2, ~ef . (e,�) ! (e2,�2, ~ef ) �⇤ . |V; E

9�. S(⌧ · (T1 ++ K[e2] ++ T2 ++ ~ef ,�
0), · �) ⇤

wpME e2
�
�
 
⇤ ⇤

e02 ~ef

wpME e0
�
True

 ⌘⌘

We generalise the notion of state interpretation to trace interpretation
<latexit sha1_base64="CmfQ0L8QQ+xzYdFAs8aDQ74VcuQ="></latexit>

S : Trace(Cfg)⇥ Trace(AM) ! iProp

and define



The standard Iris WP doesn’t allow us to prove this kind of refinement. 
We could prove, e.g., 

<latexit sha1_base64="XKa2DwRITmxRx+Ng+MD0FN35I4Q="></latexit>

{9n. ` 7! n ⇤ n : M���N�� � } inc {. . .}

<latexit sha1_base64="dKVcLGV9XBz4Aohm/JKnj3sL+vA="></latexit>

let rec inc_loop () =
let n = !` in
cas(`, n, n + 2);
inc_loop ()

in
inc_loop () || inc_loop ()

but this spec would also be satisfied by, e.g., 

Remark





<latexit sha1_base64="o0p+YA9Li1Drb25XZVMuGeWQYx0="></latexit>

Iris base logic & Iris proof mode

Trillium framework

Aneris instantiation
of Trillium

�PC, Paxos, CRDTs, . . .

Program refinements
Functional
correctness

Liveness properties, e.g., strong
eventual consistency of CRDTs

HeapLang in-
stantiation
of Trillium

yes-no, . . .

Program refinements
Functional
correctness

Liveness properties, e.g., termi-
nation of concurrent programs

Coq

Iris proof rules

Iris base logic &
Trillium proof

rules

Trillium proof rules

Adequacy of Trillium

Simple
arguments

formalized in Coq

Components Formal system used

This work

The foundation we build upon

Program
logic

designer


