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Overview

> The Smart Grid
o Unifying the Internet of Things
» Trigger-action loT Programming



Internet of what Things?

o The Internet of Things have come to cover many
different areas

» Many things have been extended to become loT
or “smart” — not always well advised

» Where can the Internet of Things make a
difference?
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» Many components; different actors and consumers



The Smart Grid

Service\provider
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» Enabling overview and control of the entire grid



Benefits of Smart Metering

® For the consumer

° hetter energy efficiency
o smart appliances using power at price or demand optimal schedules

o For the distributor

° better resource management through better understanding of the demand
° better ability to cope with failures (the US have seen some cascading failures recently)

» For the power producers

° etter planning
° etter understanding of peak and sustained use



Elements of the Smart Grid

o Power distribution becomes bidirectional
° e.g., using the batteries in electric vehicles as offsite storage

» The power grid becomes interconnected across
(more) national borders
° better use of renewable enerqy

o Energy use can be directed/nudged depending on
circumstances

» smoothening peak energy use is better use of existing infrastructure
° e.(., staggered charging of electric vehicles, or ditto of other power hungry use cases



Challenges for the Smart Grid

° Very large existing infrastructure = impossible to
upgrade swiftly

o The introduction of the Smart Grid must happen
gradually over the course of many years
» the consequences of getting it wrong would be dire

» A good starting point could be smart metering, i.e.,
collecting information about use throughout the grid



Connecting, collecting, and controlling

'y O
DX @)
% ,/. "

=X
2l 0o
. [

- I Kamstrup | :
Ry - 2
| .
...-E gq | | LS/, ~..wm-:;- "

g




Connecting?
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Connectivity for the future

» [Pv6 is a good candidate for a future proof
communication between loT devices
* hased on open industry standards
» many standard protocols and services
= long history of adapting and incorporating different technologies
* huge address space (128 bit)
® (an interoperate with [Pv4
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From IPv6 to smart meter

o |IPv6

o addressing
» address auto-configuration
 RPL routing, Multicast, QoS

® 6LowPan
° compression and fragmentation

o |EEE 802.15.4
> MAC

o RF channel
o radio communication to the meters
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nrL routng peutweci mecters and

concentrator
» Standardized by IETF (RFC 6550)

» for Routing Over Low power and Lossy network (ROLL)

» RPL“routes-over” IPv6
» routing metrics include link qualities, latency, energy, and node state

o Various traffic flows

» multi-point to point (upwards routing), point to multi-point (downwards routing),
point to point

» Upwards routing
» elect best parent based on objective function

> Downwards routing
» source routed from root in non-storing mode
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Relevant services (a selection)

o Constrained Application Protocol (CoAP) (REC 7252)

o HTTP for embedded devices
o RESTful protocol design
» Low overhead and parsing complexity URI and content-type support

o Network Time Protocol (NTP)
o for clock synchronization between nodes

» Simple Network Management Protocol (SNMP)
» for managing devices in a network

» DLMS/COSEM

o electricity meter data exchange and modeling
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OneM2M

o The vast majority of loT communication is expected to
be machine-to-machine (M2M)

o thereis a ridiculous number of different ways to do this depending on sector
e ...and that s ok, because different fields have different needs

» OneM2M aims to create standards for interfacing
between heterogeneous systems
* i.e., not creating a whole new standard top to bottom to replace everything

» If no such standard is established, 10T is going to be a
up-hill struggle

o Membership includes a slew of standards
organisations, and hundreds of companies
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OneM2M basics
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CREATE

» URI based naming - SETRIEVE
» works with IPv4 and IPv6 P2 N UPDATE
CONT1 DELETE
o RESTful approach NOTIFY

A given Resource can be identified with a Uniform Resource Identifier

= A given Resource is of one of the defined Resource Types

» The Resource Type determines the semantics of the information in the Resource

» Resources can be Created, Read, Updated or Deleted to manipulate the information
» Resources are organised in a tree-like structure and connected by links

o Links either as the tree hierarchy or to another part or the tree
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A

OneM2M communication

Uses existing protocols:

XML or JSON content serialization

Uses existing security protocols

Service Layer Core Protocols
TS-0004

CoAP Binding HTTP Binding MQTT Binding
TS-0008 TS-0009 TS-0010

o TLS/DTLS for communication, PSK/PKI/MAF for credentials and authentication

HTTP example:

REQUEST

GET http://provider.net/home/temperature HTTP/
1.1

Host: provider.net
From: //provider.net/CSE-1234/WeatherApp42

X-M2M-RI: 56398096
Accept: application/onem2m-resource+json

RESPONSE

HTTP/1.1 200 OK

X-M2M-RI: 56398096

Content-Type: application/onem2m-resource+json
Content-Length: 107
{"typeOfContent":"application/json",

"encoding":1,

"content": “{'timestamp':1413405177000, 'value':25.32}"}
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Semantics and interoperability

» Communication and data exchange is the basis
* interoperability requires parsing (syntax) and understanding (semantics)

Thing type Room: Bedroom A, |dentification to real-world thing
% indoor-temperature
3_ Physical type Temperature: Meaning of value to temperature in Celcius
Q 20,5°C
c
o | Data type Float: 20,5 Interpretation of raw data to a value
7))
w

0101101010
Raw data 1010101010

» oneM2M currently uses semantic annotations through
ontology references
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Standardisation is hard work

o But what are the alternatives?

» |f general standards (and methods of standardisation)
are not established, sectors and vendors will make
their own

» Vendor lock-in is dangerous for any industry

» By focusing on making established systems
interoperate, OneM2M would seem to be on the right
course
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Summary

o The Smart Grid is the one of the Big Things of loT

» As a field, it requires stability and security over
decades

* |ong term planning and investments
» incremental/evolutionary change rather than revolutionary change
o “The Sin loT is short for Security”

» Solid industry standards are required (hopefully!)

® interoperability a must
» security essential—should be using established best practices
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Some absurd & some hopeful directions

* Industry loT is one thing
o established (often domain-specific) standards
» large pre-existing investments in equipment
 many aspects highly requlated

° loT for the home something else
® equipment turnover much faster
» novelty an attraction in itself
» investments much smaller

» this has led to a number of “smart things” characterised mainly by having an
associated app on a phone
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loT open (source) directions

o The industry giants are battling it out for control of
your home and living room

» As no single victor seems likely at this point, the end
result is either
» homes that are vendor-specific (“this is a Google-home!”)

» homes that are balkanised into islands of technology, each with their app and
infrastructure

» what happens if your choice of vendor goes out of business?
» how can data security and privacy be ensured across many different vendors?

» Surely, we can do better?

o Are there alternatives to the Web of Things?
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openHAB

o http://www.openhab.orqg/

* Integrates (a lot of) existing smart home technologies
» Vendor, network, and platform agnostic

» Java-based, open source

o Used to create rules and scripts that enable seamless
integration between different systems
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) openHAB Add-ons

openHAB Architecture Overview B 7o o Carporr

SGi Framework




Events in openHAB
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Hardware and software platforms

o Particle.io Photon o Eclipse loT initiative
- Raspberry Pi 0-3 o 0S MQTT, CoAP LWM2M, OneM2m
» ESP8266 > Node-RED

» Arduino (many variants)  ° The Thing System

_ e Souliss

ﬁ
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Convergence — one way or another

» The benefits of loT are found with devices and
humans working in concert

» Balkanisation works directly counter to this

» At least, grass roots and (smaller) businesses can exist
to address this
» though this is sadly potentially fragile
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End-user programming for the home

o |f the Internet of Thing is to be realised (beyond what
is already the case), users will need a way to control
the devices in their homes, on their persons, in their
cars, as well as their internet services

o simple control (directly or through a Ul) is relatively straightforward, especially if a
unified approach (such as WoT) can be realised

® but what about more complex interactions?

> Home owners are not programmers, nor should they
have to be in order to be successful operators of their
new devices or services
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Trigger-action programming

» Satisfaction of a condition (the “trigger”) results in the
immediate execution of an action
o |f this then that

° Inits simplest form, one condition and one action per
statement
» no boolean logic, no compound statements, no delayed actions

o Conditions based on the state of supported entities

o Actions limited to manipulating these entities
® 5o if something is not supported, it is not going to happen
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If This Then That

o Commercial web site/app that binds many internet
services together
» “send me an email, when <this string> appears in RSS/Twitter/etc”
o “automatically backup my forum posts to my Evernote account”
» “automatically save mail attachment to Dropbox”

)

» Now also integrates many loT devices

» B&0, BMW, D-Link, Honeywell, LaMetric, LG, Nest, Philips Hue, Samsung, WeMo, ...
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Can users do this?

» Two part study, published two years apart

® are trigger-action programming a good match for loT in the home?
® s the simple one condition, one action sufficient?
» how are users doing this in the wild?
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Specifying behaviour of smart devices

o What would end-users have smart homes do?

o Mechanical Turk workers were asked open-ended questions on five things they would
like a smart home to do

 Half were given examples of trigger-action scenarios; the rest were not instructed

Practical Trigger-Action Programming
INn the Smart Home

Blase Ur, Elyse McManus,
Melwyn Pak Yong Ho, Michael L. Littman

CHI 2014
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Results

» The responses were coded into four categories
programming (68,9% from those with examples and 51% from those without)

)

®

o

(%)

automatic self-requlation

remote control

specialised functionality

20

40 60 80 100

Percentage of behaviors

Specialized

Remote I Auto M Programming
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Programming?

o Examples:

ﬁ

“ want the fan in my room to turn on when it is hot.”
“Notify me if my pet gets out of the backyard.”

“Start brewing coffee 15 minutes before my alarm.”
“Lights...dim according to the level of outside light.”

“Iwould like my home to automatically clean the floors on a daily basis while no one is in
the room.”

» All could be formulated as trigger-action statements

20 40 60 80 100
Percentage of programming behaviors

(1,H B 2+ B 2+1) B 2+2+)




Levels of abstractions

o The respondents’ concepts of triggers varied, though
none mentioned sensors per se

o direct sensing: “when the door bell rings”
® more abstract: “when no one is in the room”
o fuzzy:“when my cat meows”

o Some of these are straightforward, others a little more
involved, and some may only be possible with data
sets and machine learning
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Grouping the desired trigger-actions

o The researchers
coded the rules
into trigger-actions
and grouped the
triggers and the
actions

® Triggers: x-axis

o Actions: y-axis
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What do people do in the Wild?
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Can end-users program?

o Respondents were given 10 tasks that they should
express in either a system (1 trigger, 1 action), or a
complex system (multiple triggers and actions)

® they were able to complete most of the tasks
o they became better using the tools with time

Percentage of participants
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Figure 9. The percentage of participants who successfully complets
a task versus the number of tasks they had previously completed. V
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Results

» Trigger-action programming seems to be a good fit
for many smart home oriented activities

» End-users can express tasks in such systems
» One trigger/one action may be too limited

o Some triggers will be challenging to capture
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[FTTT: If This Then That (today)

Recommended for you

Save new iOS
Contacts to your
Google Contacts

Get a daily

notification with a
new
recommended

by Google @

> Have moved beyond 1:1 rules

 ‘applets’with conditions and multiple actions %

. . . . Get a notification Every day at 6 PM, Get the weather
hen th ddt -  { t d
o now integrated with i0S/Android app DR s cootevery dey

Space Station your calendar
passes over your

» Integrates 100s of services

o https://ifttt.com/search/services
o all sorts of Internet services and smart devices |l Badeaialsl

Weekly archive
by Spotify ©

® $199-499+ to be a partner

X 31

Get notified of
new IFTTT updates

Save new photos Track your work Log how much
you're tagged in hours in Google time you spend at

o free to be a Maker, creator of ‘applets’ (JS API)
o complex rules possible Googiepmotor | S e dhe ofrca or

home in a
spreadsheet
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What characterises the recipe makers?

» Second paper: two years later, a scrape and analysis of
224590 recipes (as they were still known then)

Table 1. Key characteristics of the 2015 and 2013 IFTTT datasets.
Characteristic 2015 2013
# of trigger channels 177 52
# of triggers 768 180
# of action channels 143 45
# of actions 368 106
# of recipes 224.590 67,820
# of authors 106,452 35,495
# of adoptions (across recipes) 11,718,336 1,293,639
Mean # of adoptions per recipe 52.2 19.1
Median # of adoptions per recipe 1 1
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Adoption/popularity of recipes

o The vast majority of recipes are used by a very few

» A few recipes are used by a lot of users

» A few authors are very prolific and popular
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Figure 2. The number of authors who created a given number of recipes,
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Figure 3. Author h-indices. We exclude an outlier with h-index 117.




Trigger-action channel connections

Android Location i |
Date & Time .
Dropbox B B
Email
(_D Facebook
Q Feed .
» The most c o | .
(] Foursquare
¥ = Gmail I
COhﬂECtEd O Google Calendar I .
o IFTTT [
channels S ietegem [ B
o iOS Location - .
-
PN — Pocket .
Though some | o
SMS o N |
are more _sws - I
Twitter
popular than et — N
Youtub
other, the e e 1
J 2] ® = ® O Q2 =0
.. s SESC3ERESS2035385 8L
spread is wide s eYos8C e 5522857 822
°6 Fu g S9e5z283
) gOL8
O
Action Channels

40



Results

» Trigger-action programming really seems to be a
viable (and growing) approach to end-user
programming of loT devices

» Balancing the simplicity of trigger-action with more
advanced demands (such as a device’s history, or
triggers that adapt) are unsolved problems

» Getting the end-user engaged is crucial for success
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Summary

» The Internet of Thing is already happening
® inthe verylarge and in the small

» Planning and control on the large scale

o Control and convenience on the small scale
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