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Abstract

Software is an integral part of our everyday lives and we rely on man-written
programs to solve a wide range of problems. Ensuring that programs solve
well-defined problems satisfactory can be accomplished by the art of software
verification, i.e. formal reasoning about the program in some mathematically
founded model. However, formal reasoning about real-world programs is
well known to be difficult because of the advanced programming language
features used when writing them.

The main objective of this dissertation is to develop state-of-the-art models
that allow for verification of programs using advanced language features such
as (1) higher-order functions, (2) higher-order store (general references) and
(3) concurrency. Conceptually, languages with store and concurrency are
extremely hard to reason about because threads may race when trying to read
and update references. Technically, reasoning about such languages formally
require sophisticated mathematical models and some notion of ownership
and invariants.

In this dissertation we present a relational model for reasoning about a con-
current, higher-order language with general references, where all references
are tracked by a type-and-effect system. The model validates data-abstraction
by masking effects and parallelizing expressions if effects are suitable dis-
joint. Masking stateful effects can in pure languages be done monadically
as well. In this dissertation we further present a logical relations model that
semantically verifies that runST, the run-function of the ST monad, provides
proper encapsulation of state for real-world implementations. Finally, we
also present Aneris, a logical framework for writing and reasoning about
distributed systems. Aneris allow for node-local reasoning and each node can
have local state and concurrency. We show that the framework is suitable
for verifying distributed systems by verifying a broad range of interesting
examples.






Resume

Software er en fast integreret del af vores hverdagsliv, og vi har nasten blind
tillid til, at en lang raekke af vores problemer lgses korrekt af menneskeskabte
programmer. En mdde at sikre at disse programmer rent faktisk loser de
problemer, hvortil de med formal blev skabt, kan geres ved hjeelp af software
verifikation, i.e. ved at argumentere formelt for korrekthed i en matematisk
funderet model. Desverre er det alment kendt, at det er meget vanskeligt at
argumentere for korrektheden af virkelige programmer pga. de avancerede
konstruktioner, man kan bruge ved udviklingen af disse programmer.

Det primere fokus for denne afthandling er pa udviklingen af splinternye
modeller, der muligger verifikation af programmer, der anvender avancerede
programmeringssprogskonstruktioner sasom (1) hejere-ordensfunktioner, (2)
hejere-ordenslager og (3) flertrddet programmering. Konceptuelt er det svaert
at reesonnere om flertrddede programmer, der ogsd anvender datalageret, da
trade kan konkurrere om at laese og skrive til referencer. Teknisk set kreever
formel verifikation af sddanne programmer avancerede matematiske modeller
samt begreber om ejerskab og invarianter.

I denne afhandling preesenteres en relationel model, der tillader at rees-
sonere om et flertrddet, hojere-ordensprogrammeringssprog hvor hukom-
melseslageret ogsa er hgjere-orden og hvor alle referencer spores gennem
et type-og-effekt system. Modellen validerer data-abstraktion ved at skjule
effekter samt parallel sammensatning af programmer, safremt adgange til
data-lageret er tilpas opdelt.

Det er ogsa muligt at skjule effekter monadisk i siddeeffektfrie hojere-
ordenssprog. I denne athandling praesenteres ogsa en logisk relationel model,
der indfanger, at konstruktionen runST, kerselsfunktionen tilherende ST
monaden, pa passende vis indkapsler tilstand for realistiske programmer.

Slutteligt preesenterer afhandlingen den logiske platform Aneris, der er
specifikt designet til at skrive og reesonnere om distribuerede systemer. Aneris
tillader brugen af lokal tilstand og trdde, og at man verificerer knuder i isola-
tion, sakaldt knude-lokal-reesonnering. Det vises, gennem verifikationen af
en bred vifte af eksempler, at platformen er et steerkt veerktej ved verifikation
af distribuerede systemer.
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Chapter 1

Introduction

Programming languages with advanced features, such as concurrency, higher-
order store and network primitives are standard today, e.g. OCaml, Rust,
Haskell, Swift to name a few. However, formal reasoning about programs
utilizing those advanced features is difficult and very much non-standard.

In this dissertation I present work that facilitates modular reasoning about
programs with local state, concurrency and network primitives in unary or
relation models. Such formally verified models allow developers to formally
prove correctness of programs and modules and in some cases allow for
automatic compile time optimizations.

The reader is assumed to be familiar with separation logic and some knowl-
edge regarding logical relational models would be beneficial. Futhermore,
some familiarity with the proof-assistant Coq is required to understand the
formal developments accompanying this dissertation.

1.1 Published Papers and Manuscripts

The following papers are included in Part II, Publications and Manuscripts of
this dissertation.

[42] A Relational Model of Types-and-Effects in Higher-Order Concurrent Sepa-
ration Logic.
Morten Krogh-Jespersen, Kasper Svendsen, and Lars Birkedal.
Proceedings of the ACM on Programming Languages (POPL), 2017.
Included in Chapter 3.

[75] A logical relation for monadic encapsulation of state: Proving contextual
equivalences in the presence of runST.
Amin Timany, Léo Stefanesco, Morten Krogh-Jespersen, and Lars Birkedal.
Proceedings of the ACM on Programming Languages (POPL), 2018. In-
cluded in Chapter 4.



4 CHAPTER 1. INTRODUCTION

Minor layout adjustments and typo corrections have been carried out on
the above papers. In addition to the above published papers, this dissertation
also contains the following manuscripts:

» Aneris: A Logic for Node-Local, Modular Reasoning of Distributed Systems.
Morten Krogh-Jespersen, Amin Timany, Marit Edna Ohlenbusch, and
Lars Birkedal. Included in Chapter 5.

* Verifying a concurrent data-structure from the Dartino Framework.
Morten Krogh-Jespersen, Thomas Dinsdale-Young, and Lars Birkedal.
Included in Chapter 6.

The author of this dissertation have, with the exception of [75], contributed
significantly to the above research projects — from the technical innovations,
to proving and paper writing. For [75], the author aided in the development
and discussions of the logical relation and proofs of the fundamental theorem,
along with a proportional writing of the paper.

1.2 Outline of the Dissertation

This dissertation is divided into two parts. Part I provides an overview of
the technical developments gathered from the papers and manuscripts. Part
IT consists of the co-authored papers and manuscripts listed in the previous
section.

For Part I, Overview the main chapter is Chapter 2 that summarizes chal-
lenges and the scientific contributions for each research project. Additionally,
the closest related work is also discussed to allow the reader to better position
our technical developments.

For Part II, Publications and Manuscripts, each work has its own chapter.
Chapter 3 present the work on a relational model for a type-and-effect system.
The chapter also gives a general introduction to invariants and resources in
Iris, and uses these basic definitions to gradually build a relational model in a
higher-order, separation logic, that validates the parallelization theorem. That
is done by starting from a unary relation that characterizes type-inhabitance
and introducing necessary resources along the way. Finally, the proof outline
of the parallelization theorem is shown.

Chapter 4 considers effectful computations in the spirit of the ST monad by
defining a call-by-value language with the operations of the ST as primitives.
To reason about effectful computations in a purely fashion way, a logical
relational is developed that allow for encapsulation of effects. The logical
relational is built on top of several novel logical connectives also explained
in detail. Finally, proof outlines of several relational properties and a state-
independence theorem is shown.
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Chapter 5 presents Aneris, a verification framework for distributed sys-
tems built to reason about real-world programs that use sockets. The chapter
describes the novelties of Aneris at a high-level and introduce the term node-
local reasoning. We then formally define the language and logic accompanying
the framework. Finally, the logic is used to show two interesting examples:
a load-balancer and replicated-logging, which is a client built on top of the
consensus protocol two-phase commit.

Finally, Chapter 6, presents a case study for verifying a concurrent process
queue from the Dartino framework, which is a virtual machine for running
Dart code on IoT-devices. The case study describes the difficulty of formally
specifying a process queue before introducing the logical machinery needed.
The chapter also discusses the trade-offs by translating the code from C+ to
Iris. Finally, the case-study describe how specifications on the process queue’s
operations can be strengthened by introducing logical atomic triples.






Chapter 2

Contributions of this
Dissertation

In this chapter, we present an overview of the main challenges and contribu-
tions of the listed work in §1.1. For a full account see Part II, Publications and
Manuscripts.

2.1 Relational Model of Types-and-Effects

Programming and reasoning about higher-order, concurrent programs with
effects is known to be challenging. As a consequence, different kinds of
refined type-systems has been proposed to simplify reasoning about effectful
programs. Examples of such type-systems include: alias types [71], capability
type systems [60], linear type systems [23, 40, 53] Hoare type theory [54],
permissions-based type systems [61], type-and-effect systems [11, 12, 26, 51],
etc. There has also been larger-scale implementation efforts on higher-order
programming languages, e.g., the Mezzo programming language [61] and
the Rust programming language [67], which employ refined type systems to
control the use of state in the presence of concurrency.

In Krogh-Jespersen et al. [42], included in Chapter 3, the main technical
result is a logical relations model, LRp,;, that models an expressive region-
based type-and-effect system for a higher-order concurrent programming
language with general references, A;.fcon, that allow for:

* Verifying effect-based transformations and optimizations, including the
tricky parallelization theorem.

* Verifying implementations of abstract data types with local state.
* Verifying statically ill-typed terms that satisfy semantic invariants.

It is the first model that allow for the above verification properties for such an
expressive language and it is presented in all its gory details in Figure 39. In

7
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the remainder of this section, we discuss the challenges, key ideas and related
work for [42].

The Language and the Type-and-Effect System

Arefconc 18 standard call-by-value language with general references (higher-
order store), dynamic allocation, parallel composition (||) and CAS (compare-
and-set). An example of a stack module written in A,.fco,c is shown in Fig-
ure 21.

stack() = let h = new (new inj; ()) in (push,(h), pop,(h))
push(h) = rec loop(n).letv =!hin
if CAS(h,v,new inj;, (n,v)) then () else loop(n)
pop(h) =recloop(_).letv ='hin
case(lv,inj; () = inj; ()
inj, (n,v”) = if CAS(h,v,v”) then inj, n else loop())

Figure 21: An implementation of a stack-module with local references in
/\reﬂconc-

The stack module uses CAS in its push and pop method, to ensure it
functions correctly in the presence of other interfering threads.

We use a type-and-effect system similar to the type-and-effect system
in [14], to assign types to expressions in A,.rc.c- The type-and-effect system
is inspired by Lucassen and Gifford’s seminal work [26, 51], with the addition
that public and private regions are segregated. The typing judgment for the
type-and-effect system is as follows:

IT|A|Tre:1,¢

stating that the expression e has type t, with effects ¢, in the typing envi-
ronment I'. The effects ¢ is a finite set of possible effects the evaluation of
e can have and consists of read effects rdp, write effects wry, and allocation
effects, alp, for region variables p in either the public region context IT or the
private region context A. Intuitively, public regions are those shared with
other threads where as private regions are owned exclusively. The idea is that
only mutable effects in the public regions are visible to the environment. This
is particularly visible in the function types, © —"A 7, which is annotated with
latent effects for public and private regions to capture any potential side-effects
of evaluating it.
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Private regions can be introduced by the masking rule:

IT|A,plTre:T,e p & FRV(T, 1)
I[T|A|T+e:t,e—p

TMask

The rule expresses when we can introduce a new private region p for the
evaluation of an expression e and hide all of ¢’s effects on region p. The
condition p € FRV(I, 7) ensures that we do not leak any locations of p. In
earlier work, a similar masking rule has been used for memory-management
[76] and for hiding local effects to enable more program-transformations
[10, 74].

Private regions can be made public for the duration of a parallel execution
by the TPar rule:

H,A3|A1|F1F€13T1,81 H,A3|A2|F2|-€21T2,€2T
IT| A, Ay Az T, T kerller 1Ty X 1,60 U gy

Par

The private region context is split in A;, A, and A3, with A; being the private
region context for e;, and the shared part A3 moved to the public region for
both e; and e;.

The stack module in Figure 21 can be given the following type Tsiack:

1507 (int = 1)x(1 -

{al, ) {wryrd, al,} (wryrd,) 1+ int)

This type expresses that the module will allocate in a public region p and
return two functions — push and pop. The type further expresses that push is
allowed to have read, write and allocate effects in the local state described by
p and that pop can read and write in p.

We show in Krogh-Jespersen et al. [42], by the means of LRp,, that the
above stack module is contextually equivalent to a module that uses a ref-
erence to a pure stack. Intuitively, this holds because their internal data
representations are purely local and hidden from clients of the modules.

Theorem 2.1.1. p |- |~ F stack =, stacky,r, : Tsacks {alp}

We can further restrict the possible interference from the environment on
the stack module by asserting that region p should be private, as expressed by

the type ¢, :

. —pP —pP
X
int _){wrp,rd!,,al(,} 1) (1 _>{wrp,rd(,

L= ) 1+int)
Let stack_nc be the implementation of stack having the CAS loop swapped
with ordinary assignment. Then we can use our logical relation to prove the

following equivalence
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Theorem 2.1.2.
—| p | — + stack_nc =, stack : Tétack;{alp}

The above equivalence is valid because the type ¢, , require the stack
modules to be owned exclusively. As a result, operations on the modules will
run sequentially, thereby removing the need to use CAS for synchronization.

The Parallelization Theorem

Having a static type system can also be used to perform optimizations during
the compilation phase. In our setting, we can perform effect-based optimiza-
tions based on the effect types. The most interesting effect-based optimization
is a parallelization theorem expressing the equivalence of running expressions
e and e, in parallel and running them sequentially, assuming their effects are
suitably disjoint.

Theorem 2.1.3 (Parallelization). If
1. As|A |1 ke, e and As | Ay [T key: 1,6,
2. alsegUwrsey CAy,alseaUwrsey CA,
3. rdse; CAjUAzand rdse; C Ay UA3
then -| A1, Ay, As|T,To keq|lex =iy (€1,€2) : T X Ty, €1 U €9,

The theorem states that if there exists region contexts, Ay, A, and A3,
such that ¢; is well-typed having A; and Aj as private and public region
contexts (item 1), and if all write and allocation effects of e; is confined to
A; (item 2), and e; is allowed to read from A; U Aj (item 3), then running
e and e; in parallel is contextually equivalent to running them sequentially.
The parallelization theorem is difficult to prove sound when considering a
higher-order language with general references and dynamic allocation, having
many intricate subtleties.

To show contextual refinement in a concurrent language, one usually
shows that, for related heaps h; and hg, a step in an implementation ej; b
can be simulated by zero or more steps in the specification eg; hs producing
related heaps h; and hg. Generally, following the approach of Turon et al. [78],
this relational property can be described as a unary Hoare triple by having
an exclusive specification thread-reduction resource j = e expressing that the
term e is in an evaluation context for a thread informally identified by j:

ey <eg =~ {j=egxheap(hs)}
er
{vi.Jvg, hy. j=vg + heap(hy) * eg; hg =" vg; hg * Pp(vy,vg)}
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Here, the post-condition says that if ¢; terminates, a reduction from eg; hg —*
vg; h exists, that the simulation resource is updated to a value vg (requires
exclusive ownership) and that the heap resource is updated to the resulting
heap hj.

For proving relatedness of the ordinary parallel composition eq|le;, we
need to be able to split the specification resource j = e;s|le;5 into two separate
resources, one for e;5 and another for e;5. Then we can pass one to e;; and
the other to e;; and they can each reduce their corresponding specification
expression, independently of the other. This is possible because e;5 and e;g
both occur in evaluation contexts.

For the left-to-right case of Theorem 2.1.3, we need to show, that for a re-
duction step taken in e;||e,r; by a reduction step must be taken in (eqg, €55); his.
This may not be possible when taking a step in e,g, unless e; g is fully reduced
to a value and e,g is in an evaluation context, thus previous methods for
proving parallelization therefore relied on reordering steps taken in e,5 while
preserving the semantic invariants [9, 14]. For our purposes, the naive use of
j=wvg proves insufficient since we cannot split the resource on a sequential
reduction; that would violate having full ownership.

A key contribution in Krogh-Jespersen et al. [42] is a novel technique for
proving parallelization that is based on framing.

Conceptually, instead of relating an execution on the left with an execution
on the right, the model LRp,, relates an execution on the left with all “legal”
simulations on the right, that is, all simulations that terminates with related
values and ends up in related configurations.

Technically, we use a simulation identifier C to keep track of a particular

. . . . C
simulation heap heap(hgs) and reduction j = vs.
To show the parallelization theorem in our model, we suspend the current

. .. C . . .
simulation j= (e;g, e5) in configuration heap (hg). Due to the type-and-effect
annotation, the heap hg can be split into: a mutable part h; for e;, a mutable

part h, for e; and an immutable part hp shared by both. We then construct

.. . . .G . G
two new semi-independent simulations for e; and e;, j = e;5 and j = ey,

in initial configurations heap¢.(h; ¥ hp). When the simulations are finished,
they can be reassembled in the original simulation C using framing. The
formalization of this argument is not straight forward and it leverages Iris’
facility for capturing sophisticated ownership disciplines.

Related Work

Relational models of type-and-effect systems have been well-studied in in-
creasingly sophisticated sequential programming languages, initiated by the
work of Benton et al. [8, 10-14, 74]. In this section we only touch on the
closest related work and leave the rest for §3.4.
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Birkedal et al. [14] showed a relational model for a concurrent language
with the same type-and-effect system used in our work. The relational model
in [14] was defined as a step-indexed Kripke logical relation. The authors
used the model to prove a parallelization theorem similar to ours, informally
by proving that the right hand side expression for parallel composition could
be delayed and catch-up if it was safe to do so, somewhat similar to our
notion of simulation. A technical byproduct of that approach meant that
they disallowed the delayed computation e, to have any allocation effects. In
contrast, we build in support for parallelization in the LRp,, relation through
its notion of multiple simulations. This allowed us to reduce the proof of the
parallelization theorem to the essence of why it holds: framing. Additionally,
the logical relation presented in [14] only allowed for much more restricted
invariants thus it could not be used to prove equivalences such as the ones in
2.1.1 and 2.1.2.

Benton et al. [9] also considered a concurrent language, which, in contrast
to the language considered here, only includes first-order store. Technically,
this makes the construction of a logical relations model simpler by avoiding
the type-world circularity problem. Additionally, their type and effect system
does not support dynamic allocation of abstract locations, corresponding to
regions in our work, which we support through the masking rule. Conversely,
their effect system supports a notion of abstract effects, which means, e.g.,
that an operation in a data structure module can be considered pure even if
it uses effects internally, as long as those effects are not observable from the
outside of the module. Benton et al. used this facility to show refinement of
fine-grained concurrent data structures. Our semantics also supports refine-
ments between fine-grained concurrent data structures, using Iris’ support
for general invariants.

2.2 Relational Model for Monadic Encapsulation of
State

Section §2.1 gave an account of a logical relations model for a language with a
type-and-effect system. Another way to characterize effectful computations
in functional programming languages is to do it monadically. This is done by
running the effectful computation in an encapsulated environment dictated
by the type of the monad and not allowing “impure” values to escape. Since
values cannot normally escape the monad, functional languages with support
for monads, e.g. Haskell, is often considered pure languages.

One particular interesting aspect of the type-and-effect system above was
the possibility of hiding effects via the masking rule, conceptually allowing
values to escape. This is in fact also possible with monads, namely the ST
monad introduced by Launchbury and Jones [47]. The ST monad comes
equipped with a function runST : (VB,ST B 7) — 7 that allows a value to
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escape from the monad. runST runs a stateful computation of the monadic
type ST B T and then returns the resulting value of type .

The relation between the ST monad and a type-and-effect system should
not come as a surprise, as it was already mentioned in [47] that there seems
to be a connection between encapsulation using runST and effect masking in
type-and-effect systems a la Gifford and Lucassen [26]. This connection was
formalized by Semmelroth and Sabry [69], who showed how a language with
a simplified type-and-effect system with effect masking can be translated into
a language with runST.

In Timany et al. [75], included in Chapter 3, the main technical result is a
logical relations model of STLang, a call-by-value, higher-order, functional
programming language with impredicative polymorphism, recursive types,
and a Haskell-style ST monad type with runST. The operational semantics of
STLang uses a single global mutable heap, capturing how the language would
be implemented in reality in contrast to earlier work [48, 52]. The main
contributions of the work is as follows:

* We present a logical relations model defined using a new approach
involving novel predicates for STLang — a language featuring a parallel
to Haskell’s ST monad.

* We use the logical relation to show that runST provides proper encapsu-
lation of stateful computations, by showing: (i) contextual refinements
and equivalences expected to hold for pure languages and (ii) a State-
Independence theorem.

* The technical development have been formalized in the Iris implementa-
tion, which is a higher-order, concurrent separation logic framework, in
Cogq, including all proofs of the equations and the State-Independence
theorem.

It is the first model that validates the above-mentioned equivalences ((i)
and (ii)) for a programming language with a single global heap and in-place
destructive updates. The model is described in detail in Figure 46. In the
remainder of this section, we discuss the challenges of modeling STLang with
runST and the technical innovations required to produce [75].

The ST Monad, STLang and Results Hereof

The ST monad, described in Launchbury and Jones [47] and implemented in
Haskell’s standard library, is a family of ST f monads satisfying the Kleisli
arrow interface:

return :: a — ST f a
G>=) :1STBa— (@a—>STBa’) > STBRa
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The monad comes equipped with functions to allocate, read and write to
references of type STRef f a where a captures the type of the reference cell:

newSTRef :: a — ST B (STRef B )
readSTRef :: STRef fa — ST B «
writeSTRef :: STRef B o —» a — ST B O

The type variable 8, informally, identifies a logical region of the heap to which
the function:

runST :: (V. ST a) — «a

can perform effectful computations on.

STLang is an untyped, call-by-value, higher-order language with con-
structs similar to the ST monad described above. We use return and bind
for the return and bind (»=) operations of the ST monad, respectively. ref(e)
creates a new reference, e «<— e writes to a reference and !e reads from one.

The operational semantics for STLang is original, so we explain it briefly
here. It is a small-step relation, —, that relates pairs of heaps and expressions
and is defined as the closure of a head-step relation —, by evaluation contexts.
Interestingly, to reduce effectful computations, the plain reduction has an
embedded effectful reduction ~:

(h,v)y~ (N, e)
(h,runST {v}) —, (W, runST {¢})

Notice that ~» always reduces from a value, conceptually, values of type ST
are “frozen” computations until run inside runST.

Typing judgments, E | T e : 7, are standard, where E is an environment
of type variables, I' an environment associating types to variables, e is an
expression, and 7 is a type. With the operational semantics and typing
judgments briefly discussed, we can state the State Independence theorem,
proven in [75]:

Theorem 2.2.1 (State Independence).

‘| x:STRefp t'+e:t A(Jhy, L hy,v. (hy,e[l/x]) =" (hy,v)) =
VYhi, 0. Ahy, v’ (hy,e[l/x]) =" (h),v"y A hy Ch).

This theorem says that, if the execution of a well-typed expression e
terminates, with x substituted by some location, in some heap h;, then e, when
x is substituted by any location I’ in any heap h7, also terminates in some heap
h’,. The heap h, is an extension of 1], i.e., the execution cannot modify h{; it
can only allocate new state, via encapsulated stateful computations.

Contextual refinement, E | T F e <., €’ : 7, is defined for well-typed terms.
As usual, e and e’ are contextually equivalent, denoted E | T F e~ e’ : 7, if e
contextually refines e’ and vice versa.
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The contextual refinements and equivalences proven in [75] for pure
computations are given in Figure 42 and those for monadic computations are
shown in Figure 43. We will touch on the proof of Rec HoisTING after shortly
presenting the challenges of building a logical relation for STLang. For a full
account, we refer to [75].

Challenges of Building a Logical Relations Model for STLang

We mentioned in the section above, that values of type ST p 7 can be consid-
ered as frozen computations, that is, well-typed values that will produce a
value T when run under runST. To that end, we need some logical machinery
when stating the value relation, [E + t]|5, for the above type in the logical
relations model, where E is an environment of type variables, and A is a
semantic environment for these type variables, as is usual for languages with
parametric polymorphism [65].

Assume that an update modality is defined in Iris, & P, that allow re-
sources to be updated (by allocation, modification or deallocation) to resources
that satisfy P. Timany et al. [75] defines a future modality based on the update
modality:

=P £ (B »)" P

which intuitively express that we can update resources to satisfy P, n steps
into the future. The future modality can be used to tie the updating of
resources together with the operational steps taken, by a predicate referred to
as if-convergent (IC), also defined in [75]:

IC” e{v. Q} £ Vhy, hy,v,n. (hy,e) =" (hy,v) *
heapy (1) ~{nj=> heap, (1) + Q v

where — is the ordinary magic wand of separation logic. The IC predicate
express that for any heap hy, if (hy,e) can reduce to a value v and heap h,,
and we have ownership over logical heap y with contents h;, the heap can be
updated n steps later to h,. The IC predicate allows us to reason abstractly
and not consider concrete heaps.

The IC predicate can be used to define IC-triples in the same way as
weakest pre-condition is used to define Hoare-triples in Iris:

{Plefv. Q}, £ persistent(P -+ 1C” e{v. Q})

The quantification over the logical heap, y, is crucial when giving a semantic
type to frozen computations of type ST p 7, since runST are pure expressions
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and therefore should yield the same result no matter heap configuration:

[E+STp t]a(v,v) £ YVu Vz}hi-
ﬂheapy,;(hll) +region(A, p, ¥n, )/;’1)[}
runST {v}

{]w. Jhy,v". (b}, runST {v'}) —7 (hy,v") = heap,, (hy) * [E + T]]A(v',-)[}yh
Here, region is a predicate tying the logical region p to some semantic region
with implementation and specification side heaps identified by y;, and y;. It
is worth to reiterate that the segregation of heaps is just a logical division —
the operational semantics is defined by means of a global single heap.

Notice, that defining the logical relation in terms of IC-triples, unlike
the standard way of giving the expression relation in terms of Hoare-triples,
allows one to omit a concrete heap on the implementation side. This approach
solves the same problem for the implementation side that the encoding of
simulations in Krogh-Jespersen et al. [42] solved for the specification side.

The logical relation defined in [75] is sufficient for validating most of the
refinements stated, however, proving Rec HOISTING is particularly difficult to
prove:

lety =ejinrecf(x)=e; <y recf(x)=1lety=ejine, : 11 > 1,

The number of steps do not align for the steps taken on the implementation
and specification side. To show this refinement, a slightly stronger version
of the logical relation is required, that force the number of steps taken on
both sides to be the same. All this work, including soundness of both logical
relations, all refinements and the State-Independence theorem, are proven in
Coq.

Related Work

The closest related work to our work in Timany et al. [75] is the original
seminal work of Launchbury and Jones [47] and [48], in which the authors
discovered that the use of parametric polymorphism in the type for runST
should still ensure proper encapsulation of effectful computations. However,
in Launchbury and Peyton Jones [48], the semantics and parametricity results
is denotational and does not use a global mutable heap with in-place update.
The authors state in [48, Section 9.1], that proving the remaining part of the
language remains pure for an implementation with in-place updates “would
necessarily involve some operational semantics.”. In Timany et al. [75], we
have shown such results for a language with a defined operational semantics
with a single global heap with in-place updates.

Moggi and Sabry [52] showed type soundness of calculi with runST-like
constructs for a call-by-value language and for a lazy language. The results
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were shown with respect to an operational semantics in which memory was
divided into separate regions: a runST-encapsulated computation always
started out in an empty heap and the final heap of such a computation was
discarded. Timany et al. [75] argue, that such an operational semantics
is not realistic for any real-world language implementation. Additionally,
the models in [52] are not relational and therefore not suitable for proving
relational statements such as the ones shown in Timany et al. [75]. We discuss
other related work in §4.7.

2.3 Aneris: A Logic for Node-Local, Modular
Reasoning of Distributed Systems

Relational models are necessary for showing relational properties about pro-
grams, as shown the parallelization theorem and rec hoisting above, however,
defining unary models to allow reasoning about programs can be sufficiently
difficult for some languages. This is true in particular for languages capa-
ble of programming distributed systems. Previous work on verification of
distributed systems has traditionally focused on verification of protocols of
core network components by model-checking, such as SPIN Holzmann [30],
TLA+ [46] and Mace [37]. More recently, significant contributions has been
made in the field of formal proofs of implementations of challenging proto-
cols, such as two-phase-commit, lease-based key-value stores, Paxos and Raft
(28,50, 62,70, 81].

One particular issue when verifying distributed systems is the problem of
composition. Composing programs from modules that implement protocols
is not well-studied by most other verification efforts, with [50, 70] as notable
exceptions. One reason for this is that the specification languages of most
other verification efforts is based on first order logic, which makes specifying
modules and modular reasoning more difficult than it would be for higher-
order logics. Additionally, distributed systems composed of individually
verified nodes belonging to different protocols, such as a verified load-balancer
that balance requests amongst servers, is not well-studied either, because most
other works consider a global system, dictated by some state-transition system
and thus lack the ability to reason about a node in isolation.

In Krogh-Jespersen et al. [43], included in Chapter 5, we present Aneris, a
framework for verifying real-world distributed systems in Iris [38], specifically
developed to do node-local reasoning, a concept similar to thread-local reasoning
for concurrent programs, ideal for building verified modules and nodes. In
summary, the key contributions of Krogh-Jespersen et al. [43] is as follows:

* AnerisLang, a formalized higher-order functional programming lan-
guage, with higher-order node-local store, concurrency (threads) and
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network sockets, allowing for dynamic creation and binding of sockets
to addresses.

* Aneris, a higher-order, separation logic to reason about distributed
systems, with support for node-local state and threaded concurrency.
Aneris has an adequacy result, which says, that if a system can be boot-
strapped in the logic, it is safe to run, i.e., it will not crash.

* A simple, novel, approach to guarding network sockets as arbitrary
predicates on messages, allowing for asynchronous ownership-transfer
between sockets and composition of protocols. Together with a node-
start rule, similar to fork for threads, we obtain the possibility of veri-
fying nodes in isolation. We refer to this as node-local reasoning, the
basic principle that allows for modular reasoning of distributed systems
components.

* We use Aneris to verify different interesting examples, including a load-
balancer, which is a program that distributes work on multiple servers
by the means of threaded concurrency. Additionally, we also verify a
module that implements the two-phase commit protocol along with a
distributed client of the two-phase commit that does replicated logging.

Aneris is the first logic that allows for reasoning about distributed systems
with node local state and threaded concurrency, and the first logic to define
node-local reasoning. Since the logic is built on top of Iris, assertions on
state and protocols can use all of the features from Iris, including invariants,
monoids and state-transition systems (which is basically just a monoid). In
this section we highlight a few of the main principles of Aneris and defer to
Chapter 5 for a lengthier discussion.

AnerisLang and its Operational Semantics

Aneris is a framework consisting of a language, AnerisLang, and a logic build
on top of Iris, which we refer to as Aneris. AnerisLang is an untyped call-by-
value, higher-order concurrent functional language with general references.
In addition it has constructs for creating sockets, binding sockets, and sending
and receiving messages. The syntax is quite readable and expressible, as
shown in the lock server example below (taken from Figure 51):
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rec lockserver ip p := rec listen skt handler :=
let lock := ref NONE in match receivefrom skt with
let skt := socket() in SOME m => handler (fst m)
Socketbind skt (makeaddress ip p); (snd m) in
listen skt (rec h msg from := | NONE => listen skt handler
if msg = "LOCK" end

then match !lock with
NONE => lock « SOME (Q);
sendto skt "YES" from
| SOME _ => sendto skt "NO" from
end
else lock < NONE;
sendto skt "RELEASED" from);
listen skt h)

The lock server declares a node-local variable lock to keep track of the
lock. It then creates and binds a socket skt on the given address ip and port
and starts to continuously listen for incoming messages on the bound socket.
When a "LOCK" message arrives ! and the lock is available, the lock is taken
and the server responds "YES". If the lock was already taken, the server
responds with "NO". Finally, if the request is not "LOCK", the lock is released
and the server responds with "RELEASED".

The semantics of AnerisLang is quite involved since it models sockets
in addition to node-local threads and state. Conceptually, a socket is an
abstract representation of a handle for a local endpoint of some channel. In
Aneris we restrict sockets to use the User Datagram Protocol (UDP), which
is asynchronous, connectionless and stateless. In accordance with UDP, Aneris
provides no guarantee of delivery or ordering, although we assume duplicate
protection, since spatial resources could otherwise potentially be duplicated.

The operational semantics is defined in multiple stages; the first being a
node-local, thread-local, small-step head-relation between expressions, heap
and allocated sockets shown in Figure 55.

The node-local relation, —, Figure 56, is then lifted to a network-aware
stepping relation, tracking the heap and sockets for all nodes, all bound-
addresses, all ports in use and all messages sent. The final distributed-systems
relation reduces by either taking a step in an existing thread on any node or
by forking of a new thread.

The simplified inference rules below (see Figure 56 for a full account)

1Operationally, messages are pairs of String x Address, but for the lock server example we
do not use the second component.
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show the semantics for message passing with sockets:

address(z) = Some from m = (from, to, msg, SENT) ;g & dom(M)

(n;sendtozmsgto), M —y, (n;length msg), M [m;; — m)]

address(z) = None m = (from, to, msg, SENT) m;y & dom(M)

(n;sendtozmsgto), M —y, (n;length msg), M[m;; — m)]

address(z) = Somea mijg > meM state(m) = SENT
m’ = (from(m), a, msg(m), RECEIVED)

(n;receivefromz), M —, (n; Some (msg(m), from(m))), M [m;g > m’]

address(z) = Somea 0 ={m;q|m;4 — (-, a,—, SENT) € M}

(n;receivefromz), M —, (n;None), M

One can send a message through a socket by sendto, to which, the message
will be added to the message soup M. If the socket is bound, the from field
of the message will be the address of the bound socket. If the socket is
unbound, from is some quantified address that is free in the system with
an ip-address matching the node. When calling receivefrom there are two
possible outcomes. Either the message soup M has messages in SENT state
waiting to be received or there are no messages available. If a message is
received, the message soup is updated with the state of the message changed
to RECEIVED.

It is noteworthy that inter-process communication can happen in multiple
ways in Aneris. Thread-concurrent programs can communicate through the
store but they can also communicate by sending messages through sockets.
There is no shared state between nodes thus they can only communicate by
message-passing through sockets.

Node-local Reasoning and Protocols

Similarly to thread-local reasoning for concurrent separation logic [56], Aneris’
logic allows for node-local reasoning about programs, i.e., verification of a
node in a distributed system is done in isolation with the environment as a
frame. This can be seen in the Start-rule by the pre- and post-condition having
no explicit assertions on other nodes in the distributed system:

START-RULE

{P x freePorts(ip, {p|0 < p < 65536})}(n;e){x. true}
{P = freelp(ip)} (S; start {n;ip;e}) {x. x = (S;())}

Here start is the command that launches a new node named # in the dis-
tributed system associated with ip-address ip running program e. The predi-
cate freePorts(ip, P) denotes the available ports P for an ip ip, that the program
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e can bind sockets on. Note that only the distinguished system node S can start
new nodes. In Aneris, the execution of the system starts with the execution of
S as the only node in the distributed system.

In Aneris we associate each socket endpoint (pair of ip-addresses and
ports) with a protocol which restricts what can be communicated over that
socket. The protocol is an Aneris assertion, s =P @, associating a socket
s with a predicate @ of type Message — iProp. Socket protocols agree on
predicates, thus, if we have s =P™' @ and s =P™"' W, we can conclude that @
and W is the same protocol.

Aneris supports two kinds of socket endpoints: static socket endpoints and
dynamic socket endpoints. This distinction is only at the level of the logic and
not the distributed system itself. Static socket endpoints are those which have
primordial protocols agreed upon before bootstrapping the system, which
makes them ideal for servers. By having primordial protocols and by protocols
having to agree on predicates, any node in the system must respect primordial
protocols, including the server itself. To track primordial socket endpoints,

we use |£> (A) where A is a set of addresses.
The primordial socket protocol for a lock server can be specified as follows:

lock(m, ¢) = body(m) = "LOCK” *
(Ym".body(m’) = "NO” V body(m’) = "YES” * R) - ¢(m”))
rel(m, ) =body(m) = "RELEASE” » R =
(Ym’.body(m’) = "RELEASED” — ¢(m))
lock_si = Am.3A¢. from(m) =P ¢ * (lock(m, ) V rel(m, ¢))

A universally quantified resource describing the lock, R, is transferred to the
client if the server responds "YES" and the same resources must be returned
when calling "RELEASE". Additionally, the lock protocol also illustrates how
primordial servers respond to dynamic bound sockets. The lock server socket
must be primordial in practice, however, the lock does not need to know about
its clients as long as the clients follow the socket protocol defined by the lock
server. As a consequence, a client has to prove that it can receive a reply from
the server by proving the resource-aware implication + known as magic wand
(expanded upon in 5.4).
A node-local specification for the lock server is as follows:

{R* (ip,p) =P lock_si+ r£> ({(ip, p)} U A) = freePorts(ip, {p})}
(n;lockserver())
{True}

There are several interesting observations one can make on the lock server
example:
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¢ The lock server can allocate, read and write node-local references but
these are hidden in the specification. This is in contrast to [70] which
do not have true local references and thus they have to be part of the
specification.

* Sockets can be created and bound to specified endpoints. In this example
we expect the lock server to be primordial, i.e., the system should agree
on a protocol (ip,p) &P lock_si. Notice as well that there are no
channel descriptors or assertions on the socket in the code.

* Without a proper protocol, the lock server fails to provide mutual ex-
clusion since everyone can release the lock. However, with the protocol
defined, one can rely on the environment satisfying all stated protocols
and as a result no client will try to release without owning the lock.

In Krogh-Jespersen et al. [43] we show two more interesting examples,
replicated logging and load-balancing, which we briefly discuss below.

Replicated logging by two-phase commit The two-phase commit protocol
(TPC) is a well-studied consensus protocol, however, as mentioned earlier,
verifying clients of TPC has received almost no interest.

In Krogh-Jespersen et al. [43] we verify a TPC coordinator and participant
module. The TPC module is completely parametric in the event handlers and
shape of the messages used for consensus. This allows for different use cases,
e.g. an auction service or voting scheme.

In [43] we verify an instance of replicated logging as the client of two-
phase commit. A central server listens for incoming log messages and initiates
rounds of two-phase commit to ask a collection of databases to append the
log.

Load balancer A load balancer is crucial for horizontal scaling of a dis-
tributed system. A load balancer program forwards request from clients to
one of the available servers to which it balances the work load. It then waits
for the answer from the server and relays it back to the client.

In order to be able to handle requests from several clients simultaneously,
the load balancer can employ concurrency by forking off a new thread for
every available server in the system. Each of these threads will then race for
incoming requests.

The load balancer is completely modular and can provide load-balancing
to an array of services, as long as all of the socket protocols involved do not
depend on the sender in any specific way. Since Aneris is the first logic to
provide node-local concurrency, no other distributed verification efforts could
verify such an example.
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Verification effort The total verification effort needed to verify replicated
logging with two-phase commit was only 1,272 lines in total. Adding load
balancing to an existing service and proving adequacy is around 200 lines in
total. These results indicate that verifying distributed systems in Aneris is not
too demanding.

Related Work

In this section we describe the closest related work to Krogh-Jespersen et al.
[43] and defer discussion of other related work to §5.8.

Disel, Sergey et al. [70], is a framework for implementing and verifying
distributed systems in Coq. It has a shallowly embedded DSL for writing
distributed components that can be verified in by means of a separation
logic style Hoare-type theory. Disel achieves compositionality by providing a
frame-like inference rule, along with two novel logical mechanisms: WitaINV
for strengthening assumptions by elaborating protocol invariants and send-
hooks for inter-protocol dependencies. In Aneris, all assertions are stable
by definition and quantifiable in such a way that WitnINv is not needed.
Additionally, Aneris allow for node-local state updates, removing the need
for send-hooks. Aneris is also equipped with an adequacy result which seems
hard to prove in Disel.

One of the examples shown in Sergey et al. [70] is two-phase commit, and
a client for logging on top of TPC, quite similar to the example shown in
§5.6. However, because of Aneris node-local reasoning principle, Aneris” TPC
implementation is easier to compose for clients, compared to the one in [70].
This is a side-effect of having node-local state hidden in the specification of a
network module and the quantification of protocols.

IronFleet, Hawblitzel et al. [28], allows for building provably correct
distributed systems by a novel combination of TLA-style state-machine re-
finement with Hoare-logic verification in a layered approach, all embedded in
Dafny [49]. Connecting the implementation with the specification is achieved
by defining a refinement function and by having the implementation ab-
stractly run the specification by Implinit and ImplNext. The assertions on
imperative programs is stated in first-order predicate logic, in contrast to
Aneris’ higher-order logic, making it difficult to verify and compose advanced
network modules in a distributed system. IronFleet also has support for
verifying liveness properties which we do not support in Aneris.

Verdi, Wilcox et al. [81], is a framework for writing and verifying imple-
mentations of distributed algorithms in Coq, providing a novel approach to
network semantics and fault models. To achieve compositionality, the authors
introduced verified system transformers, that is, a function that transforms one
implementation to another implementation. Generally, [81] has two types
of system transformers: transmission transformers, which add network fault
toleration to nodes and replication transformers which add node failure tol-
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erance to the distributed system. In Aneris, one can easily encode different
network protocols by adding sequence numbering to the messages sent, and
adding acknowledge responses to received messages, by building a module
on top of the defined sockets. Additionally, it is not quite clear how system
transformers can be used to verify modules and clients separately, as we do
with TPC and replicated logging.

2.4 Verifying a Concurrent Data-Structure from the
Dartino Framework

The final manuscript included in this dissertation is a case-study on to how
specify and verify an underlying, concurrent scheduler-queue of a real-world
virtual machine, Google’s Dartino Framework. The Dartino Framework is
a managed runtime for the Dart language, specifically designed for high
throughput on limited devices, such as IoT devices. The Dartino Framework
uses a pool of low-level (hardware) threads to run high-level Dart processes.
Each thread has its own process queue, implemented as a doubly-linked list,
which we refer to as a Dartino Queue.

Having a Dartino Queue per thread serves to reduce contention, although
threads may access the queues of other threads. For instance, a thread with
no processes may steal one from another thread. In addition to the usual
enqueue and dequeue operations, the data structure allows a specific process
to be removed from anywhere in the queue. This allows the scheduler to
prioritize certain processes — for instance, to immediately schedule a process
that is the recipient of a message.

The case study in Krogh-Jespersen et al. [41], included in Chapter 6,
applies Iris to the verification of a Dartino Queue. In effect, the case study
demonstrates the practicality and effectiveness of the following:

* Using resources in Iris to reason about dynamic allocation and stealing
of processes which may be transferred between queues.

* Using logical atomicity in Iris in concert with resource transfer to verify
strong specifications that accurately capture the intention for the real-
world code. Having a logically atomic specification allow clients to
impose their own invariants on the queue, because it appears as if the
operations on the queue take effect at a single (atomic) instant in time.

The case-study has been carried out in collaboration with the Google
Dartino Team and all development is fully verified in the Coq implementation
of Iris.
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A Doubly-Linked List as Concurrent Queue

One particular goal with the Dartino Framework, a virtual-machine for the
Dart language written in C+, is to increase the computation throughput of
concurrent programs that use message passing for communication. To this
end, when one Dart process sends a message to another, the recipient is pref-
erentially scheduled. This means that the Dartino Queue, which represents a
process queue in the scheduler, must allow for processes that are not at the
head to be removed from the queue, concurrently.

Updating the doubly-linked queue requires multiple updates to references,
thus, some sort of locking is needed. The Dartino Queue use the head-pointer
as a virtual lock for the queue. When enqueueing or dequeuing, a CAS-loop
is used to swing the head-pointer to some sentinel, conceptually informing
other threads that the queue is locked. When finished, the head-pointer is
moved back which logically releases the lock.

A general-purpose queue data structure based on a linked-list typically
allocate a new node when enqueueing, to hold the inserted value. However,
for process queues such as the Dartino Queue, nodes are process descriptors,
and for performance reason, they exists for the lifetime of the process. Thus, to
build a doubly-linked list, the process descriptor holds pointers to the queue
the process belongs to and its adjacent processes. This makes specification
of the queue more involved because one must handle ownership of process
objects carefully, since they may belong to multiple queues during their
lifetimes.

In Krogh-Jespersen et al. [41], we have faithfully translated the data-
structure from C+ to Iris-ML as shown in Figure 61. Giving a specification to
the queue is done in §6.4. The specification is non-trivial and requires a lot of
logical machinery to allow for arbitrary process removal without allocating
new node-structures and still satisfying the doubly-linked property of the
queue.

Atomic Triples

One approach to specifying operations on the Dartino Queue such as enqueue,
assuming a predicate gproc p asserting ownership of the process descriptor
for a process p would be the following high-level Hoare-triple:

{gproc p*queue q 1}
enqueue(q,p)
{v. v.=()*queue q (1 ++[p])}

This specifies that calling enqueue with a valid queue q and un-enqueued pro-
cess p will result in the process being appended to the queue. Unfortunately,
to use this specification, a thread must have ownership of the queue, which is
not useful for a concurrent scheduler where the queue is shared.
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An alternative specification would be to wrap the queue in an invariant
which allow multiple threads to access the queue simultaneously:

{gproc p+inv N (31.queue q 1)}

enqueue(q,p)
{v.v=()*inv N (31.queue q 1)}

The problem with the above specification is that we lose the information that
enqueue actually appends the process to the queue. Indeed, an implementa-
tion of enqueue could not change the queue at all and be correct with respect
to such a specification.

Conceptually, the first specification do not allow any concurrent updates
to the queue while the second allow all possible concurrent updates to the
queue. The optimal specification would allow the client of the queue to
determine exactly which concurrent updates are possible. We can achieve
such a specification by viewing the update as logically atomic [18]:

V1.{gproc p *queue q 1)
enqueue(q,p)

(v. v =()*queue q (1 ++[p]))

This specification expresses that the process p is atomically appended to the
queue q in the execution of enqueue(q,p). The binding of 1, representing
the contents of the queue at the atomic point in time, allows the client to
arbitrarily update the queue during the execution of enqueue, provided that
the precondition holds for some 1 up until the atomic update taking effect.
Immediately after the atomic update, the postcondition will hold for the value
of 1 at which the precondition held immediately prior.

In Krogh-Jespersen et al. [41] we give an abstract atomic specification to
all Dartino Queue operations and show how a the logical atomic specification
can be used by a client.
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Abstract

Recently we have seen a renewed interest in programming languages that tame
the complexity of state and concurrency through refined type systems with
more fine-grained control over effects. In addition to simplifying reasoning
and eliminating whole classes of bugs, statically tracking effects opens the
door to advanced compiler optimizations.

In this paper we present a relational model of a type-and-effect system
for a higher-order, concurrent programming language. The model precisely
captures the semantic invariants expressed by the effect annotations. We
demonstrate that these invariants are strong enough to prove advanced pro-
gram transformations, including automatic parallelization of expressions with
suitably disjoint effects. The model also supports refinement proofs between
abstract data type implementations with different internal data representa-
tions, including proofs that fine-grained concurrent algorithms refine their
coarse-grained counterparts. This is the first model for such an expressive
language that supports both effect-based optimizations and data abstraction.

29
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The logical relation is defined in Iris, a state-of-the-art higher-order con-
current separation logic. This greatly simplifies proving well-definedness of
the logical relation and provides a powerful logic for reasoning in the model.

3.1 Introduction

Programming with and reasoning about effects in higher-order programs is
well-known to be very challenging. Over the years, there have therefore been
many proposals of refined type systems for taming and simplifying reason-
ing about effectful programs. Examples include alias types [71], capability
type systems [60], linear type systems [23, 40, 53] Hoare type theory [54],
permissions-based type systems [61], type-and-effect systems [11, 12, 26, 51],
etc. Lately, we have also witnessed some larger-scale implementation efforts
on higher-order programming languages, e.g., the Mezzo programming lan-
guage [61] and the Rust programming language [67], which employ refined
type systems to control the use of state in the presence of concurrency.

In this paper, we provide a logical account of an expressive region-based
type-and-effect system for a higher-order concurrent programming language
Arefconc with general references (higher-order store). The type-and-effect sys-
tem is taken from [14]; it is inspired by Lucassen and Gifford’s seminal
work [26, 51], but also features a notion of public and private regions, which
can be used to limit interference from threads running in parallel. Hence it
can be used to express effect-based optimizations, as emphasized for type-
and-effect systems for sequential languages by Benton et al., see, e.g., [11, 12].
Effect-based optimizations are examples of so-called “free theorems”, i.e.,
they just depend on the types and effects of the involved expressions, not on
the particular expressions involved. The most interesting effect-based opti-
mization is a parallelization theorem expressing the equivalence of running
expressions e; and e; in parallel and running them sequentially, assuming
their effects are suitably disjoint. Note that this is a relational property, i.e., the
intended invariants of the type-and-effect system are relational in nature. Our
logical account of the type-and-effect system thus consists of a logical rela-
tions interpretation of the types in a program logic, and we prove that logical
relatedness implies contextual equivalence. We show that our logical rela-
tions interpretation is strong enough to prove the soundness of effect-based
optimizations, in particular the challenging parallelization theorem.

Since the programming language A,fonc includes higher-order store, it is
non-trivial to define a logical relations interpretation of the types, as one is
faced with the well-known type-world circularity [4] (see [15] for an overview).
Here we factor out this challenge, by using a state-of-the-art program logic,
Iris [33], as the logic in which we express the logical relations. Iris has direct
support for impredicative invariants, as needed for defining logical relations
for general references. Iris also supports reasoning about concurrency; in
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particular, it supports a form of rely-guarantee reasoning about shared state.
We use this facility to capture invariants of private and public regions. More-
over, we show, using simple synthetic examples, how we can also use the logic
to prove that syntactically ill-typed programs obey the semantic invariants
enforced by the type system. This is important in practice: both Mezzo and
Rust contain facilities for programming with statically ill-typed expressions
(Mezzo uses dynamic type checks [61] and Rust allows for including unsafe
code in statically typed programs [67]) thus models of type-and-effect systems
should preferably support reasoning about combinations of statically ill-typed
and statically well-typed programs.

Overview of Challenges and Contributions

The typing judgments of our type-and-effect system take the form
IT|A|Tkre:1,¢

and express that the term e is of type 7 and has effect ¢ in the typing context I
mapping variables to types. The additional contexts IT and A consist of region
variables p denoting, respectively, the public regions and the private regions
that e may use. Intuitively, public regions are those that other threads may
also use, whereas private regions are not subject to interference from other
threads. Thus, from a thread-local perspective, the segregation describes an
expression’s expectations of interference from the environment. The effect
¢ is a finite set of read rdp, write wry,, or allocation effects, alp, the intuition
being that if, e.g., rd, € ¢, then e may read a reference belonging to region p.

Effect-based optimizations. Using effect annotations we can express the
idea of parallelization mentioned above formally as follows (where rds ¢ is
the set of regions with read effects in ¢ and likewise for wrs ¢ and als ¢):

Theorem 3.1.1 (Parallelization). If A = Ay, A,, Az and
1. As|A{ Ty ket e and As | Ay [ Thkey: 1,69
2. alsegUwrseg C Ay, alseaUwrsey, CA,
3. rdse; CAJUAzand rdsey CAyUA3
then -|Aq, Ay, A3|T1, T Feqllen =y (€1,€2) 1 T1 X Tp, €1 U 5.

Here A are the private regions of e;, A, are the private regions of ¢,, and
Aj are regions that can be used by both e; and e,. The theorem then says, that
if the expressions e; only write and allocate in their private regions (item 2)
and only read in private or shared regions (item 3), then, running e; in parallel
with e, is contextually equivalent with running e; and e, sequentially, if the
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stacky() = let h = new inj; () in (pushy(h), popy(h))
pushy(h) =rec loop(n).letv ='hin
if CAS(h,v,inj, (n,v)) then () else loop(n)
popi(h) =recloop(_).letv ='hin case(v,inj; () = inj; (),
inj, (n,v’) = if CAS(h,v,v’) then inj, n else loop())

(a) Stack;

stack,() = let h = new (new inj; ()) in (pushy,(h), pop,(h))
push,(h) =rec loop(n).letv =!hin
if CAS(h,v,new inj; (1n,v)) then () else loop(n)
popa(h) =recloop(_).letv =!hin case(!v,inj; () = inj; (),
inj, (n,v"”) = if CAS(h,v,v”) then inj, n else loop())

(b) Stack,

Figure 31: The first stack module, (a) Stack;, has a single reference to a pure
list where (b) Stack, uses a reference to a linked list.

context is not allowed to access any locations used by the two expressions
(expressed by the fact that A, A, Aj are all private in the conclusion).
Intuitively, this theorem sounds very plausible, perhaps even quite obvi-
ous, but proving it formally was an open problem for more than 25 years [14]
and it is still very difficult to prove for higher-order languages with general
references, such as ours. Indeed, one of our key contributions is a novel proof
technique for proving parallelization. To outline our approach, consider prov-
ing the left-to-right approximation of the parallelization theorem (Theorem
3.1.1). Then we, in particular, have to show that any reduction step taken
by e ||e; can also be taken by (eq,e;). In the case where the expression e || e,
takes a step in the right branch, we cannot yet take the corresponding step in
(e1,€;), unless eq has already reduced to a value. Previous methods for prov-
ing parallelization therefore relied on reordering steps taken in e, with steps
from e;, while preserving the semantic invariants - resulting in very difficult
proofs [14] or trace-based arguments [9], which are not known to scale to
programming languages with general references and dynamic allocation.
Our new technique is instead based on framing. We suspend the reduction
on the right hand side temporarily, and first disentangle the reduction of
e1 ||e; into two semi-independent (“semi” because they can read from shared
regions) reductions for e; and e, respectively, which can then be reassembled
into a reduction for (e, e;) using framing. The disentanglement and the re-
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assembling qua framing, of course, depends on the effect annotations, and our
formal argument leverages Iris’ facility for capturing sophisticated ownership
disciplines. We present a more detailed description and the formal argument
in Section 3.3.

Data abstraction and local state. The A, language supports hiding of
local state using closures. Hiding can be used to implement abstract data
types (ADTs) that manipulate an internal data representation, which can only
be accessed through the provided operations. Relating ADT implementations
that use different internal data representations is well-studied in the setting
of ML-like type systems (see, e.g., [3, 79] and the references therein); effect
tracking adds several interesting dimensions.

In the ML setting the type system imposes no constraints on local state
when relating ADT implementations. This is not the case in our setting. To
illustrate, consider the following counter implemented using local state:

ecount = let x = new 0 in rec inc().let y = Ix in

if CAS(x,y,v+1) then y else inc()

ecount allocates a local reference x and returns a function that try to increment
x inside a loop, until it succeeds, and returns the old value. To allow for con-
current access, the function uses a compare-and-set operation (CAS), which
atomically sets the value of x to y + 1 if the value of x is equal to y and returns
true or false depending on the result. The counter has the following type:

RN S
Y | =1 = F ecount : 1 _){rdp,wrp} 'ntr{alp}

The type is a function type, which is annotated with a latent effect, expressing
that the returned function may read and write in the public region p. To prove
soundness of effect-based transformations, it is, of course, crucial that the
semantic model also enforces the semantic invariants expressed by the effect
annotations on local state. Otherwise, if our semantic model would allow us
to forget about the effects on the local reference x, then we would be able to
show, using a semantic version of Theorem 3.1.1, that let g = ecount in ()| g()
is contextually equivalent to let g = e.qunt in (g(),£()), which is not the case
(the first expression may evaluate to (1, 0), while the second always evaluates
to (0,1)).

We can use the type-and-effect system to limit interference from the en-
vironment on the internal state of ADTs, when relating ADTs. For example,
consider the two stack modules listed in Figure 31. The left stack module,
Stack;, uses a single reference to a pure functional list whereas the right
module, Stack;, uses a linked list representation. Both stack implementations
use a CAS operation to ensure that they function correctly in the presence of
concurrent interference. The implementations (i.e., stack; and stack;) can be
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given the following type Tgiack:

e (int > 1)x (15" 1+int)

1 _){alp} {wr,,rd,,al,) {wr,,rd,}

This type expresses that each module will allocate in region p and return two
functions push and pop. The type further expresses that push is allowed to
have read, write and allocate effects on the local state described by p and that
pop is allowed to read and write.

Intuitively, the two implementations are equivalent at this type, because
their internal data representations are purely local and hidden from clients of
the modules. Indeed, we can use our logical relation to prove:

Theorem 3.1.2. p|—|—F stacky =, stack;: Tstack,{&llp}

Now, if we restrict possible interference from the environment by making
the p region private, as expressed by the type ¢, (p is now private on the
latent effects, since it comes after the comma):

P (int >, ° -p :
1=y (int wr,rdyal,) 1) % (1 = pwrrd,) 1 HINY)

then the two implementations are still contextually equivalent at this type.

Moreover, for this type, we can also prove that we can safely omit the CAS
operation from the stack implementations (intuitively, because there is no
possible concurrent interference). Thus, writing stack_nc; for the implemen-
tation of stack; without a CAS loop, we can use our logical relation to prove
the following equivalences.

Theorem 3.1.3.

—|p | —F stack_ncy = stacky : Ty, {alp}

and —|p| -+ stack_ncy =, stacky : TS, 4o {alP}

Our proofs of data abstraction, detailed in §3.3 and §II, leverage Iris’s
facility for expressing invariants on local state. As pointed out in [14] the
logical relation in loc.cit. could not be used to prove equivalences such as this
one, since the logical relation there only allowed for much more restricted
invariants.

Ill-typed terms. Here is a simple example of a statically ill-typed expression
which nevertheless satisfies the semantic invariants enforced by the type
system:

e2x:=();x := true

This expression first assigns the unit value to a boolean reference, and then
assigns true to it.
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This expression is not statically typable, due to the assignment of unit to a
boolean reference. However, if the boolean reference is private then the rest of
the program is not allowed to observe the ill-typed intermediate value and
will thus never observe that the typing discipline has been broken. It is thus
perfectly safe to use the untypable term e as if it had the following type:

—lplx:ref,Bre:1,{rd, wr,}

Our logical relations model allows us also to reason about such statically
ill-typed terms and, e.g., prove that e is equivalent to a statically well-typed
expression which only assigns true to x.

Summary of Contributions In summary, the contributions of this paper
are:

* We show how to interpret types of a region-based type-and-effect system
for a concurrent higher-order imperative programming language with
higher-order store as logical relations in the state-of-the-art program
logic Iris.

* We use the interpretation to prove soundness of effect-based optimiza-
tions. In particular, we prove the soundness of the parallelization theo-
rem. Our parallelization theorem is a strengthening of the one in [14]
and for our proof we use a novel proof technique, based on framing.
The resulting proof is arguably a lot clearer and more abstract than the
one in [14], thanks to the use of the logical features of Iris.

* We use the interpretation to prove contextual equivalence of fine-grained
concurrent data structures that use local state to hide internal data rep-
resentations. Our examples could not be proved with the logical relation
in [14].

* We show how the logic may be used to prove that syntactically ill-typed
expressions obey the semantic properties enforced by the type system.

* We demonstrate that the logic allows us to give a modular definition of
the logical relation and explain the relation by breaking it down into
more manageable parts.

Outline We begin by formally defining the syntax and semantics of A,fconc,
the type-and-effect system, and contextual equivalence in §3.2. In §3.3 we
turn our attention to logical relations for A.rconc. We present our logical
relation in four stages, starting from a unary relation that characterizes type
inhabitance and ending with a binary relation for reasoning about contextual
equivalence that supports advanced effect-based optimizations, each building
on the previous relation. We conclude and discuss related and future work in
§3.4.
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3.2 Asefconc With Types, Regions and Effects

In this section we present the operational semantics and the type-and-effect
system for A,erconc, @ call-by-value language with general references and con-
currency primitives || and CAS (compare-and-set).

Syntax and Operational Semantics of A,pfconc

The syntax of A,efconc is shown in Figure 32 and the operational semantics
is summarized in Figure 33. We assume given denumerably infinite sets of
variables VAR, ranged over by x, v, f, and locations Loc, ranged over by .
We use v to range over the set of values, VaL, and e to range over the set
of expressions, Exp. Note that expressions do not include types. We use B,
true, false and if e then e; else ¢; as shorthands for booleans and branching
encoded using sums.

vu=()|n|(v,v)|injv|rec f(x).e|x|I
ex=vl|e=elee|(ee)|prijelinjjele+e|newe|le|e:=¢e

| CAS(e,ee)|elle|case(einj; x = e inj, y = e)

Figure 32: Syntax of Ayt conc-

The operational semantics is defined by a small-step relation between configu-
rations consisting of a heap and an expression. Heaps h are finite partial maps
from locations to values. The semantics is defined in terms of evaluation con-
texts, K € ECtx. We use K[e] to denote the expression obtained by plugging e
into the context K and e[v/x] to denote capture-avoiding substitution of value
v for variable x in expression e.

Types and Effects for A, conc

The set of types is defined by the following grammar:

ILA
€ T

Typetu=1]int|ref, t|txt|[Tt+7[T >
IT and A are finite sets of region variables, taken from a denumerably infinite
set REGVAR ranged over by p. We use comma to denote disjoint union of sets
of region variables. An atomic effect on a region p is either a read effect, rd,, a
write effect, wrp, OF an allocation effect, alp. An effect ¢ is a finite set of atomic
effects. Typing judgments take the form IT|A|T' + e: 7,e. An excerpt of the
typing rules are shown in Figure 34. All typing rules can be found in §II.
Regions can be introduced by the masking rule (TMask). The masking rule
expresses when we can introduce a new private region p for the evaluation
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Evaluation Contexts

K:=[]|K=e|lv=K|Ke|vK]|(K,e)|(v,K)|prj; K| K+e|v+K
| inj; K|case(K,inj; x=e¢,inj,y =e¢)|newK|!K|K :=e|v:=K
| K|le|e|]|K|CAS(K,e,e)| CAS(v,K,e)| CAS(v,v,K)

. pure
Pure reduction e — e

pure
villvy = (vi,v2)

h;e — h;e’ ife’s ¢
hnew v > hy [l - v];l
'l — hyv if h(l)=v
hll +— —];1 :== v > h[l > v];()
h; CAS(l,v,,v,) — h;false if h(l) = v,
h(l — v,];CAS(l,v,,v,) — h[l — v, ];true
h;K[e] — h’;K][e’] if h;e — h';e’

Figure 33: Operational semantics of Ao Remaining pure reductions are
standard (see Chapter II).

of an expression e and hide all of ¢’s effects on region p. The condition
p € FRV (T, t) ensures that we do not leak any locations of p and hence, from
the perspective of e, region p is private. The masking rule has been used
to do memory-management [76] and to hide local effects to enable more
program-transformations [10, 74].

Since the masking rule allows us to hide local state effects, a pure operation
is not necessarily deterministic in our setting. For instance, the following
code-snippet which non-deterministically returns true or false can be typed
as a pure expression:

—F let x = new true in (x := true||x := false);!x : B,

Contextual Equivalence for Aot conc

We take contextual equivalence as our basic notion of equivalence. Contex-
tual equivalence relates two expressions if no suitably typed context can
distinguish them. For a concurrent language such as A, We have to
choose whether there simply has to exist an indistinguishable reduction
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(x:7)eT Ehep:T, e Ehep:T, €& €qiype(T)
ITI|A|T+x:7,0 2+():1,0 Ete=e:BeUgy

IT|A|LLf:m —>£[’A’cz,x:’cl|—e:’c;,s
IT| AT Frec f(x).e: 1y = 1,0

IT|A|Tre i1 - 1,6, IM|A|Trey:1y,6) Ere:ref, ¢
IT[A|Tre ep:1y,eUe  Uey EI—!e:T,EU{rdp}

IT|A|Tkre:1,¢ pell,A Etep:ref, 7,6 Etey:T, &y

IT|A|T Fnewe:ref, T,SU{alp} e = 62:1,€1U€2U{wrp}

IT|Ap|Tre:T,e peFRV(L, 1)
I[T|A|Tre:t,e—p

TMAask

eqtype( 1)

H,A3|A1|F1F€1:T1,€1 H,A3|A2|F2|-€2IT2,EZ
AL AL A3 T L berlley: 1 X1, €0 U e

Etrep:ref, 7,6 Erey:T, € Eres:T,e3 €qtype(T)

E+ CAS(eq,ey,e3):B,eg Uey Uez U {wrp, rdp}

IM|A|Tre: 1,6 ILArFT <10 £1C¢&y
IMA|Tre:1y,65

eqtype(T) EQtype(U) op € {+' X}
eqtype(T op o)

FRV (1) eIl II+7 <1 [+ <1

7 7
I[Trt<T [IFT X1 <7 X7,

HI—T{STl HI—TzﬁTé Slggz ngnz A1QA2

Ay

A
DR S S

I1
ITr T17™¢;

Figure 34: Excerpt of typing and sub-typing inference rules. We write FV (e)
and FRV (e) for the sets of free program variables and region variables respec-
tively. For all typing judgments IT| A |T + e : 7,& we implicitly assume that
FRV(T,7,¢) e ITUA. The equality type predicate, eqy,, defines the types we
may test for equality. We use E as shorthand for IT| A |T.
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(may-equivalence) or whether all possible reductions must be indistinguish-
able (must-equivalence). In this paper we study may-equivalence and may-
approximation, as defined below.

Definition 3.2.1. IT| A |T + e <. 5 : T, € iff for all contexts C, values v, and
heaps hy such that C: (IT|A|T+1,6) ~ (—|—| -+ B,0) and [];Cle;] =" hy;v
there exists a heap hy such that [];C[ey] =" hy;v.

The C: (IT|A| T+ &) ~ (IT"| A | I’ + 7/,¢’) relation expresses that
the context C takes a term e of the former type to a term of the latter type;
the definition is standard and relegated to §II. Note that e; and e; are not
required to be well-typed in the definition above. Contextual equivalence
I[T|A|T ke =4y ep: 1, ¢ is then defined as contextual approximation in both
directions.

3.3 A Logical Relation for A,.(couc

In this section we present a logical relation for A,fconc. To aid exposition
we present the logical relation in four steps. We start by defining a unary
logical relation for a simplified type system without regions and effects. This
allows us to focus on the use of Iris as a meta-language for logical relations
and provide a gentle introduction to Iris. We then extend the unary relation
to the full type system with regions and effects, focusing on how effects are
translated into abstract descriptions of possible interference. These unary
logical relations characterize type inhabitance, which suffices for establishing
type soundness, but not for proving equivalences. As the third step we naively
extend the unary relation for the full type system to a binary relation, focusing
on how to express a binary relation in a unary program logic. This yields
a logical relation that is sound with respect to contextual approximation
and suffices for proving equivalences of many concrete examples, but not
advanced effect-based equivalences such as parallelization. For the fourth and
final relation, we refine the third relation further, to support reasoning using
multiple simulations. This final relation validates parallelization and is also
sound with respect to contextual approximation.

This staged presentation also highlights the modularity of using Iris as a
meta-language for logical relations. In particular, each step builds naturally
on the previous, only requiring small changes or additions between each
relation.

Unary Relation for A,.¢ ., Without Effects

We begin by defining a unary logical relation for A, with a standard
ML-like type system without regions and effects. The goal is to define a unary
relation, LRy that characterizes type inhabitance semantically and is sound
with respect to the syntactic typing rules. More precisely, we wish to define
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x = 1|Exp|Val|Name|Prop|Monoid|x x k| ---

Lo, , P M = x| Ax i t|@t|(tt) |7 (t) | () [ t= t|t>t| L|T
| PAP|PVP|P=>P|Vx:x.P|dx:x.P|P=P
| P~P|OP|>P|[P|{P}e{v. Q| P M=M Q] -

Figure 35: Excerpt of Iris syntax.

two unary relations, a value relation, [7]], that characterizes values of type t
and an expression relation, £[t]], that characterizes expressions that either
diverge or evaluate to values of type 7.

For ground types the definition of [] is obvious: it is the values of the
given type 7. The main difficulty arises when defining the interpretation of
reference types. The idea is to take a location / to be an inhabitant of type
ref T if location I contains a value of type 7 in the current heap. A.fconc is a
concurrent language and the context is free to update the heap as it sees fit.
However, the context must preserve typing and we can thus think of [ref z[/(I)
as expressing an invariant that I must always contain a value v of the semantic
type [t] in the heap. To formalize this we introduce our meta-language, Iris.

Iris and invariants. Iris is a generic framework for constructing higher-
order separation logics. For the purposes of this paper we present one partic-
ular instance of this framework for the A,fco,c language and we refer to this
instance simply as Iris.

Figure 35 contains an excerpt of the Iris syntax. Iris is a higher-order
logic over a simply-typed term language. The set of Iris types, ranged over
by «, includes a type of A,.conc expressions Exp and values Val, a type of
propositions, Prop, and is closed under products and function spaces. Iris
includes the usual connectives (1L, T,A,V, =,V,3,% +,=,) and proof rules of
higher-order separation logic. Iris extends this with a few new primitives,
which we explain below.

Iris makes no distinction between assertions and specifications. Specifica-
tions are simply treated as special assertions that do not express ownership of
any state. This is captured by the always modality, O P, which expresses that
P holds and does not assert ownership of any state. Since O P does not assert
any ownership, it can be freely duplicated (P = OP +OP). We therefore
call assertions of the form O P persistent.

One of the main features of Iris is invariants for reasoning about shared
state. The pure assertion l asserts the existence of an invariant with the
name  that owns a resource satisfying the assertion P. Resources owned by
invariants are shared by every thread and can be accessed freely by atomic
operations, provided the invariant is preserved. For atomic operations we can
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thus open an invariant and take local ownership of the resource owned by
the invariant for the duration of the operation, provided we transfer back a
resource that satisfies the invariant assertion after the operation. In Iris this is
captured formally by view-shifts. A view-shift, written P= Q expresses that it
is possible to transform a resource satisfying P into a resource satisfying Q,
without changing the underlying physical state. To reason about opening of
invariants, view-shifts are further annotated with invariant masks indicating
which invariants are required to hold before and after the view-shift. In the
view-shift P Mi=M: Q, M; and M, are invariant masks (sets of invariant
names) required to hold before and after the view-shift respectively. The
invariant masks ensure that we do not open an invariant twice (which would
not be sound in general). Opening and closing of invariants is captured by
the two following view-shift axioms:

—7———— InvOreN ; InvCLosE

=0, p l s> P 00
The InvOpreN rule allows us to take ownership of P upon opening the invariant
1, while the INvCrosE rule requires us to relinquish ownership of P to close
the invariant 1. In both rules, the resource P is guarded by a modality, », which
we explain shortly.

To apply these view-shifts to open an invariant for the duration of an
atomic operation, such as reading (!e), writing (x := e) or allocating (new ¢),
Iris features the following atomic rule-of-consequence.

e atomic
P MMSMPE (PlelQly Vv Qo) MMM Q)

{Pr} e {Qi} mwmr

Iris triples, {P} e {Q}(, are also annotated with an invariant mask, M, in-
dicating which invariants are required to hold before, during and after the
execution of e. The atomic rule-of-consequence allows us to change this mask
to open invariants for the duration of an atomic expression e. View-shifts
include implication (B (p = q) + p= ¢) and we can thus recover the usual
rule-of-consequence from ACsa.

The “later” modality, », is used to express that a property is only required
to hold after one step of execution. It is used in connection with invariants
because an Iris invariant may contain any predicate P, including one referring
to the invariant itself. To ensure this is well-defined, Iris uses a form of
guarded recursion, an abstract version of step-indexing — where > is used to
guard the resource in the invariant. Since the later modality expresses that
a predicate holds after one step of execution, we can remove a » modality
from a precondition whenever our program makes an operational step. This
is captured by the frame rule for atomic expressions:

{P} e {Q} e atomic
{Px>R}e{v. Qv)*R}

ACsq

AFRAME
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For many assertions it is also possible to remove laters without an operational
step. We call these assertions timeless as they are independent of the number
of steps left. For timeless assertions P we can view-shift away laters: > P=> P.
Timeless assertions are closed under the connectives and quantifiers of first-
order separation logic, but crucially does not include invariant assertions
L, as the steps are precisely needed to model potentially self-referential
invariants. With the exception of the reference invariants we use, all the
invariants used throughout this article are timeless.

While the invariant names ¢ on invariant assertions, view shifts and Hoare
triples are important for soundness, they are not important for understanding
our encodings of logical relations in Iris. We have therefore chosen to elide
all invariant names in the article, and refer interested readers to Chapter II,
where everything is fully annotated.

Logical relation. We now have enough logical machinery to define the first
unary logical relation in Iris. The full definition of LRy, is given in Figure 36.

The value relation, [[7]], is defined by induction on 7 and defines an Iris
assertion of type Val — Prop. The expression relation, &, is defined indepen-
dently of the value relation and takes an arbitrary value predicate and extends
it to expressions. It has the following type in Iris:

£ : (Val — Prop) — (Exp — Prop)

As already mentioned, for ground types, [7] is simply the set of values of the
given type 7. The definition for arrow-types follows the usual idea of related
arguments to related values, with the added wrinkle that we only require the
argument to be related later. This suffices since applying a function takes a
step in the operational semantics. The always modality in the value relation
for arrow types is there to ensure the value relation is pure, which allows us
to duplicate the resource that witnesses that a value is well-typed. It is needed
in the arrow-case as implication does not preserve purity in general. For space
reasons we omit the cases for products and sum types and refer the reader to
§II.

Finally, for reference types, ref 7, the value relation is the set of locations
I such that there exists an invariant that owns the location / and contains a
value v in [[7]. Resources owned by invariants are shared, which allow all
concurrently executing threads to freely update references, provided they
respect the typing of the reference. This type of invariant can be seen as a
particularly simple instance of rely / guarantee reasoning, where the rely and
the guarantee are the same: namely, to preserve the invariant. A large part
of the challenge throughout the rest of this article boils down to refining this
invariant to limit possible interference from the environment, based on the
region and effect system.

The expression relation £(¢) extends a value predicate ¢ to expressions e
by requiring that, if e terminates, then it terminates with a value satisfying
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1] £ Ax. x = () [int] £ Ax. xe N

Rer(x, ) = Av. x > v+ P(v) [ref 7] £ Ax. Rer(x, [7]) Re(z)
[t1 — ] 2 Ax. OYy. ([7](v) = E([w])(x v)
E(P)e) = (T)efv. (v)}+

Logical relatedness

TITEML €1 T 2 biggs VX [](F) = E([7])(e[x/%))
Figure 36: LRy : Unary rel. for A,grco,c sans effect-types.

¢. Finally, I . e : T extends this to open expressions, by closing under all
substitutions. This semantic typing judgment is sound with respect to the
usual typing rules, in the sense that for any well-typed term I' + e : 7, the Iris
assertion I . e : T is provable in Iris.

Lemma 3.3.1 (Soundness). IfTFe: T then b [ Epmp e T.

We note in passing that this logical relation shows the power of using Iris
as a meta-language for defining logical relations: Usually, to define logical
relations for a language with general references, one would need to index
semantic types by worlds containing semantic types for allocated locations and
the worlds and semantic types would have to be recursively defined [4, 15];
here this is all taken care of by Iris’ built-in general logical facility for defining
and working with invariants.

Unary Relation for A,.f o, with Effects

In this section we extend the unary relation from the previous section to
the full type system with regions and effects. Note that simply extending
the relation from the previous section to the full type system by ignoring
all region and effect annotations already yields a relation that is sound with
respect to the full type system. However, this is needlessly conservative and
by interpreting region and effect annotations as restricting interference, we
obtain a more precise semantic typing relation that is also sound.

The idea is to use the distinction between public and private regions to
limit interference from the context, and the effect annotations to limit the
effects of the given expression. We can encode this in Iris using tokens indexed
by a region r corresponding to each type of effect: [Rp|F, [WRr]], [AL]T. Each
token is intended to grant permission to perform the corresponding effect on
region r and, depending on the fractional permission te {r € Q|0 < < 1},
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prevent the context from performing the given effect. These tokens must
satisfy the following properties (and likewise for Wr,AL):

[Ro]} « [RoJ} = & [Ro]™*™ & [Roff «[Ro[  (3.1)

expressing that the full permission (7 = 1) really means exclusive ownership
of the token and that these tokens can be split and recombined arbitrarily.
In Iris we can define such tokens using ghost state. Below we give a brief
introduction to ghost state in Iris; for a more thorough treatment, we refer the
reader to [33].

Iris and ghost state. Ghost resources provide a modular way of reason-
ing about knowledge and rights to modify some shared state. Ghost state is
modeled using partial commutative monoids in Iris. Formally, these partial
commutative monoids are presented as total commutative monoids with a

ghost resource m € |M| of the mon01d instance Y. Separatmg conjunction on
ghost state is simply the lifting of the underlying monoid composition:

my MY simy : MY e imy oy my) (3.2)

Tokens are a degenerate form of ghost state, consisting only of rights.
The Frac monoid, defined below, allows us to define an effect token for a
single region. The carrier is rationals between 0 and 1, with addition as
composition and 0 as the unit (we typically omit the explicit zero element
from the definition of the monoid carrier and composition):

Frac=[0,1]NnQ  g-9g'=q+q’, ifg+q <1

The idea is that 0 represents no ownership, 1 exclusive ownership and any-
thing rational in the interval (0, 1) non-exclusive ownership.

To define effect tokens for arbitrary regions, we also need the partial finite
function monoid, FPFun(X, M), with unit € being the empty map and whose
carrier is functions f from a set X into the non-zero elements of a monoid
M, such that the set {x € X | f(x) # ¢} is finite. Composition on FrFun(X, M)
is defined point-wise, but is only defined if all point-wise compositions are
well-defined:

(f -8)(x) = f(x)-g(x) if f(x)-g(x)# L forall xe X

Effect tokens can now be defined as follows and proven to satisfy property
(3.1). The proof is an easy consequence of (3.2) and the definition of the
monoid.

[X]F & [r > 7] : FeFun(RN, FRAC)‘ , X € {Rp, WR, AL}
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Ghost state is a purely logical construct and is updated using view-shifts
rather than assignments. To update a ghost resource we must ensure that
our update is consistent with all ghost resources potentially owned by the
environment. This is captured by the GrosTUPD rule given below:

GuostUPD
Vimg.m-ms# L :>3m’eM’.m’~mf %1

i;ﬁﬁ\?ﬂy =3Im’ eM .m’: M

To update a ghost resource m to some element m’ € M’, we have to show that

doing so preserves all possible frames m composable with the resource m.
We can instantiate the finite partial functions monoid with locations and

values to obtain the standard monoid of heaps used in separation logic. To

define a monoid on values, we extend it with a unit element and a composition

operator that is only defined if one of the two elements is unit.

Hear £ FpFun(Loc, VAL + {¢})

,,,,,,,,,,,,,,

The ghost resource ﬂlh?ﬁ]ijﬁﬁPjy asserts the exclusive right to modify loca-
tion / in ghost heap y and that location I currently contains the value v (here
we use [l — v] for the function that maps I to v and every other argument
to ¢). Using the GHosTUPD rule, we can update ghost locations we own and
allocate new ghost locations:

[l v]:Hear!” = [l > v]: Hear” (3.3)

N AL v]: Heap!” (3.4)

Throughout the rest of the article we will need many ghost resources, includ-
ing the Heap monoid. We will introduce them by explaining the properties
we expect them to satisfy. Naturally, we must define monoids for all of these
resources and prove that the desired properties hold. All of these definitions
and proofs can be found in §II.

Encoding effects using ghost state. Now that we have seen how to define
and work with ghost state in Iris, we proceed with how to encode effects using
ghost state.

A read-effect on a private region translates into exclusive ownership of the
corresponding read token, while a read-effect on a public region translates
into ownership of the corresponding read token with an arbitrary fractional
permission 7t (and likewise for write and allocation effects).

The intended meaning of these tokens is enforced through the interplay
between two invariants: a new region invariant, Reg(r), linking references with
their corresponding region, and an updated reference invariant, Reg(r, ¢, x),
indexed by a region identifier r and the reference’s semantic type ¢. Before
we define these formally, we review some properties that should hold. If we
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own part of the read token for a region r then the context knows we might
read references belonging to this region and must ensure that their values
are well-typed. This is captured by the following property (where all free
variables are universally quantified):

R R

), Rex(r, ¢, F{[ROJE) e . [ROJE @) (3.5)
Preservation of well-typedness is expressed by ¢(v) in the post-condition. If
we own part of the write token for a region r then we should be allowed to
write any well-typed value to a reference belonging to region r:

ReG(r)

\REG( \

(r, 6,0 ", () k(W) x 1= v {y. [WrF) (3.6)

Likewise, if we own any part of the allocation token for a region r we should
be allowed to allocate a new reference and associate it with region r:

Rea()]* ", ¢ (v) + {[AL]T) new v {y. AL *Rex(r, b, )

Those three properties were fairly uneventful; the interesting properties deal
with exclusive ownership of effect tokens.

Exclusive read effect. If we own the read token for region r exclusively, then
the context cannot rely on references in region r containing well-typed values.
If we additionally own a write token for region r, then we should be allowed to
assign arbitrary values to references belonging to region r, provided we restore
them with well-typed values before returning the exclusive read token. To
capture this formally, we introduce two new tokens, [Ro(x)], and [NoRbp(x)],,
which express that if location x belongs to region r then it contains a well-
typed value and may contain a value that is not well-typed, respectively. If
we own the read token on a region r exclusively, then the following property
allows us to exchange it for tokens that force all locations belonging to region
r to contain well-typed values.

(r)

Rec(r) "'+ [Ro]l = @, [Ro(x)], (3.7)

By giving up the token that expresses that a location contains a well-typed
value, we can assign an arbitrary value to the location. If we later assign a
well-typed value, we can recover the token witnessing the well-typedness of
the location. This is captured by the following two properties.

Rea(r) ", [Rex(r, ¢, x) " (3.8)
- ([WRIT * [Ro()],} % := v {p. [Wa]¥ * [NoRo(x)],}
Rea(r) " [Rex(r, ,x) ", ¢ (v) (3.9)

- {[WRJT *[NoRb(x)],} x := v {y. [Wr]¥ +[Ro(x)],}
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Exclusive write effect. If we own the full write token, [Wr]!, then the con-
text should not be allowed to modify references belonging to region r. Again,

we capture this property by introducing new tokens [Wr(x)], and x <E>r v.
Both tokens express that if location x belongs to region r, then we own the
exclusive right to update it; the latter token further asserts that the current
value is v. As before, we can trade ownership of a per-region write token for
region r for all per-location write tokens for region r:

Rea(r)]*") k [Wr]l = @, [Wr(x)], (3.10)

Given ownership of a per-location write token for a location x belonging to
region r, we can trade the token for a points-to proxy for x with fractional

.. 1.
permission 5t

x)

REE(r, ¢, x) Re(¥) [Wr(x)], & dv.x <z>r v (3.11)

This points-to proxy satisfies similar properties as the standard separation

TC
logic points-to: If we own the points-to proxy x <, v and read location x, we
will read the value v:

Ra(r)

ReG(r) Fix Clr v} Ix {y.y:v*xgr v} (3.12)

If we own half of the points-to proxy for a location x we can also use it to
assign a well-typed value to x:

Rea(r)" (3.13)

(P(Vz)'-{x‘* v} X 1=y . x S, 0y)

Exclusive ownership of the per-region write token thus allows us to reason
about the exact value of all references belonging to the region.

Exclusive allocation effect. Exclusive ownership of a per-region allocation
token allows us to lock the domain of the heap associated with the given
region. By trading our exclusive per-region allocation token, we can take
ownership of a new token, [AL(h)]¥, that witnesses the domain of the heap
associated with the given region:

Rea(r)") + [AL]l & Th.[AL(h)]? (3.14)

As usual, we use fractional permissions to share the [AL(h)]T token. Given
fractional ownership of two parts of the [AL(h)][ token, the domains of the
two heaps must agree:

[AL(hy)]7 # [AL(h)]i? = [A(hy)]7" * [AL(hy)]7? »dom(hy) = dom(hy)
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Exclusive ownership (7t = 1) is required to update the domain of the heap. It
is possible to update the heap without exclusive access, as long as the domain
is preserved:

[A(h)];= [AL(R)];
[AL(h)] +dom(h) = dom(h)=> [AL(K')]}

Logical relation. The LRg,; logical relation, including the new region in-
variant and updated reference invariant is defined in Figure 37. Changes to
existing predicates are in green. The value relation, [t]™, is now indexed by
an injective mapping M from region variables to Iris invariant names. This
mapping allows us to model that the same region variable might refer to
different regions in the case where a region p is created after hiding a region
with the same name p. Likewise, the expression relation, Sgﬁ(qb), is also
indexed by the region mapping M, in addition to the region contexts IT, A
and the effect typing ¢.

To explain the relation, let us start with the reference invariant Rer(r, ¢, x).
Note first that the reference invariant no longer owns the underlying physical

1

location (i.e., x — v). Instead it owns a proxy x <, v. The effs predicate
encodes the meaning of the per-location read and write tokens. It allows
us to exchange a write token [WRr(x)], for a proxy that describes the current
value of the location (property (3.11)) and track when the location contains a
well-typed value (properties (3.8) and (3.9)).

The region invariant ReG(r) consists of two resources, a token resource
toks(r) that ties all the per-region tokens together with the per-location tokens,
and the locs(r) resource that ties together the points-to proxies with the
physical state. The toks(r) resource allows us to exchange an exclusive per-
region read or write token for all the corresponding per-location read or write
tokens (properties (3.7) and (3.10)). It also enforces that if we only own a
fraction of the per-region read or write token then the region invariant must
own all per-location read and write tokens for the given region. This ensures
that the location must contain a well-typed value and that we are allowed to
update it, respectively (properties (3.5) and (3.6)).

The local points-to proxies for a region r are tied to the physical state
using the global counter-part rheap(h, r) resource in locs(r). The local points-
to proxy always agrees with the global heap proxy:

rheap(h,r)*x <z>r v = rheap(h,r)*x Clr veh(x)=v

To update a points-to proxy thus requires ownership of both the corresponding
global heap proxy and exclusive ownership of the local points-to proxy:

1

rheap(h,r)*x CL, v = rheap(h[x > v'],r)*x >, v’
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New predicates

1
2

effs(r, ¢, x,v) £ ([Wr(x)], V x =, v) * ([Rp(x)], V (¢(v) *[NoRD(x)]))
ReG(r) £ locs(r) * toks(r)
locs(r) £ Ah.rheap(h, )= alloc(h, ) * @ pepl > v *
® (xxe(Loc\dom(h))} [NORD(x)],
toks(r) £ ([Rp]} V ®xeroc[RD(X)],) * ([WR]} V ®repoc[Wr(x)],)

vV [AL(h)];
)*(p & wrs € V [WR])

alloc(h,r) 2 ([AL]! + [AL(h)]})
Pyoks(p, 1,7, €) = (p € rds € V [Rp]"
)

(pealseV[AL]S

Rc(M
Poo(R g e, M) 2 @ Poks(p, M) glp), )+ Res(Mip) e

PH’A(g’gl ) reg(Alef )* reg(Hgie' )

Changes to previous definitions

L

Rer(r, ¢, x) = Av. xS, vxeffs(r, P, x,v)
[t— w]" 2 Ax OVy. py e [u]") = €57 ([n])x y)
‘ (%)

[ref, M £ Ax. ‘REF(M(p), [, x)
ELMNP)e) 2 Vg AP (g6, M) e{v. ¢p(v)+ PV (g, e, M)} 1

Logical relatedness

1A |XTT B €1 T, 2 i VMY [TV () = EL57 ([T]M)(e[x7/R])

Figure 37: LRgg: Unary rel. for Aoz with effect-types.
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The locs(r) resource asserts ownership of physical points-to resources for each
location and value in the global points-to proxy for region r. Since these
are tied together with the local points-to proxies, the local points-to proxies
must agree with the underlying physical state (properties (3.12) and (3.13)).
locs(r) also asserts ownership of all the [NoRp(x)], resources for locations x

not belonging to the region.

The reason for introducing the indirection of proxies, is to allow reasoning
about the set of locations belonging to a region, to interpret allocation effects.
This is captured by the alloc(h, r) resource, which allows clients to trade the
exclusive allocation token for a lock on the set of locations belonging to the

region (property (3.14)).
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Finally, P,., specifies how the effect annotation translates into ownership
of the corresponding effect tokens. Effects in private regions yield exclusive
ownership, while effects in public regions yield non-exclusive ownership.

Example: type violating update. To illustrate how we can use this stronger
semantic typing judgment to semantically type-check code that is not syntac-
tically well-typed, recall the previous mentioned type-violating example.

—|plx:ref, B g x = ();x 1= true: 1,{rd,, wr,}

The read and write effect on the private region p translates into exclusive
ownership of the read and write token. Using properties (3.7), (3.8) and (3.9)
we can thus easily verify that the example is semantically well-typed.

Context: REG(r) RG(”, Rex(r, [B]M, x) K
{(Wr]} «[Ro]} )= {[Wr]} + @yeroc[RD)], ]
x:= ()
{[WR 1+ [NoRp(x)], * ®yELOC\{x}[RD(3})]r}
X :=true
{[Wr]! *@yeroc[RD(D)],}= {[Wr]! + [Ro]}}

Binary Relation for A,z o With Effects

Previously we looked at unary relations for semantically characterizing type
inhabitance. Now, we switch to binary relations intended to imply contextual
approximation.

We define two families of binary relations, [t and &([t]™), that char-
acterize contextual approximation on values and expressions of type 7, re-
spectively. Generalizing the value relation to contextual approximation is
fairly straightforward: on ground types it is simply the identity relation on
the values of the given type; for arrow types it relates functions that map
related arguments to related expressions, and for reference types it relates
two locations if they contain related values.

The expression relation is more interesting: intuitively it should express
that e; approximates eg, if any step that e; can make can be simulated by zero
or more steps of es. We think of e; as an “implementation” and of eg as a
“specification”. We follow the approach of Turon et al. [78] and capture this
relational property as a unary Hoare triple on e; by requiring the triple to
update ghost resources that force the execution of eg. The idea is to introduce
a ghost resource j =g e that expresses that the expression e is in an evaluation
context on the “specification” side and the exclusive right to reduce this
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New predicates
Seec(hg, eg) = Ah, e. heaps(h) = mctx(e) * (hy;eg — h;e)

Changes to previous definitions

REr(r, ¢, x) = Av. x; iu vy *Xg Cisyr vs *effs(r, ¢, x,v)
| |
effs(r, b, x,v) 2 ([WR(x)], V (x1 1, vy % x5 5, Us)) *
([Ro(x)], v (¢(vy, vs) * [NoRp(x)],))
locs(r) = Ah.rheapy(hy,r) + rheaps(hs, )+ alloc(h, 1)

®(1v)eh, L 21V * (1, 0)en g v

® xeLoc\dom(hy)x(Loc\dom(hs)) INORD(X)],

tokens(r) £ ([WR]; V ®xeroc2[WR(x)],) * ([RD]; V ®epoc [RD(X)],)

1

alloc(h,r) £ ([AL]; * [Ar(hy, hs))?) V [AL(hy, hs)]y
[11" £ Ax.xp = x5 = ()
[int]M £ Ax. x;,xs e NA X[ = xg

[r > oM 2 Ax. Oy, GIaIM) v vs) = 57 (T2l (xr vrxs vs)

[ref, M2 Ax. ‘REF(M(p); [[T]]M,x)‘RF(x)

Erin ()(eres) 2 g, j,ho,eq.Sprc(hg, e)|

{j=s es* PN (g,e,M))

€1

o Jvs. j=s vs =+ Plog,vs) + P (g, &, M) ¢
Logical relatedness

IM|A|x:7TEpy €1 Slogezz’c,eé

T LA _ N
Firss YMLVE [T]M(X) = £ 57 ([T 1Y) (e [X7/%), €2 [X5 /%))
Figure 38: LRp,y: Binary rel. for A,,znc with effect-types.
expression. With this ghost resource we can express a simulation between an
implementation e; and a specification eg as follows:

er <es = {j=ges)er {vr. dvs. j=5vs * P(vy,vs))

By requiring e; to update the ghost resource from es to a value vg, we are
forced to show that we can reduce eg, which appears in an evaluation con-
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text on the specification side, to the value vg. We refer to j =g e as a local
expression resource, as it allows us to reason locally about reductions on
sub-expressions of the full specification program.

The generalization to expressions in evaluation contexts is necessary to
prove that the relation is a congruence. In particular, to prove the following
congruence property:

err S eps Aeyp < exs = eqpllerr <egsllers

We need to be able to split the local expression resource j =g e;jslleps into
two separate resources, one for e;5 and another for e,5. Then we can pass
one to e and the other to e;; and they can each reduce their corresponding
expression on the right, independently of the other. This is possible because
e1s and eyg both occur in evaluation contexts. This is also the reason why
local expression resources j =g e are indexed. The j serves as a logical “thread
identifier”, allowing us to distinguish different local expression resources.

Specification resources. To formalize this idea, we need a number of ghost
resources. In addition to the local expression resource, j =g e we also need a
global expression resource, mctx(e), for reasoning about the full specification
program. Naturally, the global expression resource and all local expression
resources must agree on the specification program, so splitting a local expres-
sion resource requires ownership of both. The following lemma allows us to
introduce and eliminate a local expression resource for an expression that
occurs in an evaluation context inside another local expression resources:

j=gk[eg]*mctx(e)= Ji. j=>g k[i]*i=g ey = mctx(e) (3.15)

This is achieved by introducing a new logical thread identifier 7 for the new
local expression resource for e; and replacing e; with 7 in the original local
expression resource. Here « is an evaluation context extended to expressions
that may contain logical thread identifiers. By applying the above property
twice, we can split a local expression resource for a parallel composition into
two:

j=seqlles *metx(e)&= iy, ip. j=giq|lip # iy =g €1 *ip =g ey * mctx(e)

Since all local specification expressions are in an evaluation context of the
global specification expression, any reduction of a local specification expres-
sion can be extended to the global specification expression:

j=s ey »mctx(e)* (h;e; — hsep) = (3.16)
e’ j=g ey xmctx(e’)*(h;e — h'se’)

In the case where there exists just one local expression resource that contains
no free logical thread identifiers, then the local expression should agree with
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the global expression. To formalize this, we treat the thread identifier 0 as the
“root” local expression:

0=ge; »mctx(ey)*FA(e;) =0 = (3.17)

0=g ey *mctx(ey) *eg = ey

where FA(e) is the set of free logical thread identifiers in e. These local and
global expression resources are definable in Iris and we refer the reader to §II
for detailed definitions

We need another two ghost resources, heaps(h) and I ¢ v, for reasoning
about specification heaps. This is in fact the Heap monoid we have seen
before, with some additional structure. The heapg(h) resource asserts global
ownership of the full specification heap h, while [ ¢ v asserts local owner-
ship of a single location /, respectively. We require that the global heap agrees
with the local heap resources:

heapg(h)*1 ¢ v = heapg(h)*l g v+h(l)=v (3.18)

Updating a location ! requires both local ownership of I and the global heap
resource and allocation requires ownership of the global heap resource, both
lifted from updating and allocating ghost locations seen before in (3.3) and
(3.4).

heapg(h)+1 g v = heapg(h[l — v'])+ 1+ v’ (3.19)
heapg(h)+1 & dom(h) = heapg(h[l = v])*l g v (3.20)

With these resources in hand, we can now formally define a simulation as a
Hoare triple. We define a specification invariant that asserts ownership of the
global specification heap and expression. Additionally, it also requires that
there exists a reduction from some initial configuration h; e, to the current
global specification heap and expression:

Seec(hg, eg) = Ah, e. heaps(h) * mctx(e) * (hy; eg—"h;e)

By requiring the Hoare triple to update the local expression eg of a to a value
vg, we thus force it to show the existence of a reduction:

Seec(hg,eq)| + (j=ses) er {vy. Fvs. j= 5 vs)

The only way to update the local expression resource j =g e is through prop-
erty (3.16) which also requires opening and reestablishing the specification
invariant to gain access to the global expression resource.

The logical relation. Now that we have seen how we can express relational
properties as unary Hoare triples, we just need to integrate this idea with
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the techniques from the previous section for translating region and effect
annotations into specifications of abstract interference.

Consider the reference invariant, Rer(r, ¢, x). In the unary setting it asserts
ownership of a proxy for the underlying heap location that, depending on
ownership of the per-location read and write tokens, contains a well-typed
value and may be updated. In the binary setting, x is now a pair of locations
(x1,xg) and the invariant asserts ownership of proxies for both the implementa-
tion and specification side heaps, but otherwise the structure of the definition
remains the same. The binary reference invariant is defined in Figure 38. We
use x7 and xg as shorthand for the first and second projection of a pair x. Note
that, in the binary setting, per-location read, write and no-read tokens are
now indexed by a pair of locations, rather than just a single location. The
[Rp(x7,x5)], token now expresses that if locations x; and xg are related and
belong to region r, then they contain related values, and likewise for the other
tokens.

The LRp,y logical relation satisfies the fundamental theorem of logical
relations (Theorem 3.3.2), which expresses that all well-typed terms are re-
lated to themselves. It is also sound with respect to contextual approximation
(Theorem 3.3.3).

Theorem 3.3.2 (Fundamental Theorem). IfIT|A|TFe:t,ethen IT|A|T gy
€<jog €:T, €

Theorem 3.3.3 (Soundness). If TT| A |T Epy ef <jog €5 T,& then IT| A|T +
er <cix s . T,E.

Binary Relation for A,z on With Effects Using Multiple
Simulations

The LRp,y relation supports proofs of contextual approximations by showing
that each step on the left can be simulated on the right. However, it requires
that each thread on the left owns the local expression resource of the thread
on the right that simulates the thread on the left. This is too restrictive in
cases where multiple threads on the left are simulated by a single thread on
the right, such as the case of parallelization. In this section we introduce our
final logical relation, LRp,, that removes this restriction.

The idea is simple: The LRp,, relation allowed us to reason about a single
simulation; now, we generalize the relation to allow reasoning about multiple
simulations, such that multiple threads on the left can be given ownership of
an expression resource for the same thread on the right, in different simula-
tions.

Multiple simulations. To make this precise, we generalize the existing spec-
ification ghost resources, so that we can have multiple independent copies, by
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indexing the global and local expression resources (mctx(e, ) and j:C>5 e) and
heap resources (heapg(h,C) and [ r—>g v) with a simulation identifier . For

each simulation identifier C, the resources mctx(e,C) and jés e satisfy the
same properties as before (properties (3.15) to (3.17)) and likewise for the
heap resources (properties (3.18) and (3.19)). We can allocate new expression
and heap resources initialized with an arbitrary expression e and an empty
heap:

= 3(:.mctx(e,(:)*heaps([],(:)*0:C>5e (3.21)

The idea is to relate e; and eg if eg can simulate any step performed by e; in
an arbitrary simulation C in which eg appears in an evaluation context:

VT, i, ho, eo. 3N, e. heaps(h, C) » metx(e, C) * (hg; e — hye)] ")

. C . C
F {Z =g 65}6[ {U[.3U5.12>5 'US}

This allows the caller of e; to choose in which simulation C the specification eg
must simulate e;. It also allows e; to simulate sub-expressions of e; in different
simulations than ¢, provided it can still prove a simulation in C at the end.

We can allocate a new simulation with an arbitrary initial configuration
h;e and take ownership of the local heap and expression resources for this
simulation, using (3.21) and (3.20).

This ability to simulate sub-expressions in different simulations is exactly
what we need to disentangle an execution of e ||e, into two independent
executions of e; and e;, when proving parallelization. To show that e ||e; is
related to (e, e;) in the expression relation, we (roughly) prove the following
triple:

Bh, e.heaps(h,C) » mctx(e, C) * (hg; eg —* h;e)‘sp((’)

. C . C
{i=g(e,e)x--}erlley {vy. dvg.i=>gvg*---}

-

Recall from the Introduction that the idea is to use the effect annotations to
prove that an execution of e ||e; can be disentangled into semi-independent
executions of e; and e,.

Since e; and e, are well-typed, it follows by the fundamental theorem of
logical relations that they are related to themselves. To use these assumptions
we must pass ownership of a local expression resource to each of e; and
e, with e; and e, in an evaluation context, respectively. We could use the
C simulation with e; since ¢; is already in an evaluation context in the C
simulation. However, this leaves us without an expression resource for e,.

Instead, the idea is to suspend the C simulation and create two new simu-
lations C; and C, with e as the full specification of the C; simulation and e, as



56 CHAPTER 3. MODEL OF TYPES-AND-EFFECTS

the full specification of the C, simulation. Then we can appeal to relatedness
of e; and e, to themselves with C; and C, as the respective simulations, which
will show the existence of the two independent executions of e; and e,. Once
e1 || e, has terminated on the left, we can resume the ¢ simulation and use the
two independent executions of e; and e, to take the appropriate steps in the C
simulation.

The reason this works, is the effect annotations, which ensure that e; and
e, are semi-independent. In particular, all locations accessed by both e; and
e, are read-only and can therefore soundly be shared between the ¢; and C,
simulations.

Relating heaps in multiple simulations. In previous relations, the region

invariant ensured that all specification heap proxies (I Cls’, v) matched the
contents of the actual specification heap. With multiple simulations, we have
multiple specification heaps. The idea is to allow proxies to be tied to multiple
specification heaps, provided we can guarantee that the given references are
immutable. In cases where we cannot guarantee immutability, we still only
allow proxies to be tied to a single simulation, to ensure we can reason locally
about reductions in simulations.

To capture this formally, we introduce a new ghost resource, to specify
whether a region is immutable or not, and which simulations the region
proxies are tied to. The [Im(r, S, h)]™ resource asserts that region r is immutable
and the current specification heap of the region is i, while [Mu(r, S)]™ asserts
that it is mutable. In both cases the set S specifies which simulations the
proxies of region r are tied to. In the mutable state, we require that the set S
is a singleton. We call this ghost resource the specification link resource.

The fractional permission is used to track whether we are allowed to
change the state of a region. If we own a specification link resource exclusively
(i.e., ™ = 1), then we can change its state between mutable and immutable and
which simulations the proxies of the region are tied to.

[Mu(r,S)]' < [Im(r, S, h)]! (3.22)

Both tokens can be split arbitrarily using the fraction. Any two fractional
immutable tokens must agree on the current heap and which simulations the
region is tied to:

[IM(?,Sl,hl)]nl * [IM(T, 52, hz)]ﬂz — (323)
[Im(r, Sy, ) ]™ # [Im(r, S, hp) ™2 # (hy = hp) % (S = S5)

Disjointness of allocations. We need two final bits of ghost state before we
can define the full logical relation. Namely, we need a way to control which
locations simulations use when allocating new locations.
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To facilitate this level of control over locations, we introduce a ghost
resource, [X], for asserting ownership of a set of locations X. These can be
split and recombined and ensure that disjoint resources refer to disjoint sets
of locations:

(X1 W Xo &= [Xq]+[X;] (3.24)
[X1]*[Xp] = [X1]#[X2]* X1 N X, =0 (3.25)

The idea is to give each specification invariant ownership of a countably
infinite set of locations that only that simulation may use for future allocations.

To allow simulations to replay reductions from other simulations, we also
need a way of deactivating a simulation, such that we can take back ownership
of that simulation’s locations. To achieve this we introduce a ghost resource
[Sr]7, which we refer to as a specification runner resource, to track whether a
simulation is active. Ownership of any fraction of this token witnesses that
the simulation is active.

The LRp,, logical relation is defined in Figure 39. The most important
difference compared to the LRy, relation, is in the locs(r) predicate contained
in the region invariant REc. REG now asserts fractional ownership of a spec-
ification link resource for the given region through the slink predicate. In
case the region is immutable, the pair of heaps given by the specification link
resource must match the actual implementation and specification heap for the
references belonging to the given region. The region invariant further asserts
ownership of the local specification heap resource [ r—>g v for every simulation
C € S tied to the given region through the specification link resource.

The specification invariant, Spec, has been extended to support global
freshness when allocating, as explained above. Either the specification in-
variant owns half of the specification runner resource, in which case it also
asserts ownership of countably infinite sets of fresh locations through the
disj predicate. Otherwise, the specification invariant is inactive and asserts
exclusive ownership of the specification runner resource.

Finally, the expression relation now asserts fractional ownership of the
specification runner resource and fractional ownership of specification link
resources, for all regions in the context. The specification runner resource
ensures that the C simulation is active. In case a region is private or the effect
mask contains a write or allocation effect for the given region, then the region
must be in the mutable state and tied only to the simulation C. Otherwise, the
region may be in either the mutable or the immutable state, as long as it is
tied to the C simulation.

The LRp,, relation is sound with respect to contextual approximation and
supports parallelization.

Theorem 3.3.4 (Soundness). If TT | A [T Fpug €1 <jog €5 : T,€ then IT| A|T +
ey <¢ix €5 : T,E.
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New predicates

Par(R, 8,6, M,C) £ ®pemutable(r,g,e)[MU(M (p), {T})]$®) +
®peR\mutable(R,g,e) AN S-slink(M(p),{C}w S, h, g(p), 8(p))
slink(r, S, h, 7, 7') 2 [Mu(r, S)™ v [Im(r, S, h)]™
disj(Xo,X) =Y. [Y]Adom(Xy)NY =0 A (dom(X)\ dom(Xp)) C Y
mutable(R, g, &) = wrs e Uals e U {p lpeRAZ(p) = %}

Changes to previous definitions

locs(r) = 3h,S. slink(r, S, hs,z,—)*rheapl(hl, ) rheapg(hg,r)*
alloc(h, 1)+ @(1p)en, ] =1V * @ ces B(Luens | -5 v
Seec(hy, ey, C) = Ah, e, 7t. heaps(h, C) = mctx(e,C)* (hg, e0) —* (h,e)*
([Sr] v [SR]f +disj(ho, hs)))
Preg(""c) <. Ppar( ’ 7 Og'E'M!C)
Ecin (@)er es) 2 Vg, j,ho,eq,, C.[SpEC(Ig, €9, )|
. C
{] =g €s *[SR]C reg(A 1,6,M,0)* Pro(I1, 8,6, M, C)}
1
vr. dvs. J:>s vs *[SR]F * Pp(vp,vg) *
reg(A 1,6, M, ()*Preg(l'[,g,e, i ;) T

Figure 39: LRp,x: Binary rel. for A,erconc with effect-types and effect-based
simulations.

Theorem 3.3.5 (Parallelization (semantically)). If

A A
3 il [[Tl]] (e11,e15) and 55 3M [[Tz]] )(ear, €25)
2. alsegUwrsey C Ay, alseaUwrsey, CA,

3. rdse; CAJUAzand rdsey; C Ay UA3

then ;72" (I x w2l ens llear, (ers, e2s))
To illustrate how we can use the LRp,, relation to prove contextual refinements
that depend on the effect annotations, we give a proof sketch of Theorem 3.1.3
below. The full proof can be found in §II.

Recall that Theorem 3.1.3 states that each of the two stack modules is
contextually equivalent to their counterpart without a CAS loop, at an effect
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stacky., () = let h = new inj; () in (pushy,, (h), pop,c, (h))
pushy, (h) = rec p(n).h := inj, (n,'h)
POPnc, (h) = rec p(_).case(h,inj; () = inj; (),
inj, (n,v) = h := v’;inj, n)

Figure 310: Stack module without CAS.

type where the local state of the stack module belongs to a private region:

—|p|—Fstack_ncy = stacky : TéTACK,{alp] and

—|p|—Fstack_ncy =, stack; : TéTACK,{alp} with

=1- 7 (int— " 1)x(1 —,° 1+int)
{al,}

,
T
Srack {wrp,rd,) {wrp,rd,)

We will focus on the first contextual equivalence where the stack,,,, module
is implemented using a single reference to a pure functional list as shown in
Figure 310.

To show logical relatedness between stack,., and stack; we will have to
assert a relation between the state maintained by the modules. Since the state
is local to each module we are not required to use the [[ref,, 7]M interpretation
and are free to pick any invariant to relate the state of the two modules.

A suitable relation would assert ownership of each head-pointer for the
region p and would state that each pair-wise entry in the stacks are related.
Stack is a promising candidate:

Stack(h,r,1,v) = hy ‘i)I,r vy = hg =i>5,r vg *vals(l,v)
vals(nil,v) £ v; =inj; () Avg =injy ()
vals(x :: xs,v) = [int](x)*3v". v; = inj; (x1,v]) A

vs = injy (xs,v5) Avals(xs,v’)

Note that while we are free to pick an invariant to relate the internal state of
the modules, we still use the points-to proxy resources to ensure that the state
is tied to simulations correctly.

The Stack relation allows us to read from the head-pointer using a simple
extension of property 3.12:

Rea(r)"" v (Srack(h, 7,1,v)) (3.26)
Uy
{vy.dvg.Stack(h, 1,1, (v, vs))
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Similarly, we can use a variant of property 3.13 to do assignment to the
head-pointer location:

REeG(r) Ratn {Stack(h,r,1,v)} (3.27)

h[ = 'U,
T 1
{hy =1, v *hs g, vs*vals(l,v)}

Putting Stack into an invariant is not sufficient, however, for showing
the direction stack, ., <j,q stack;. The reason is that both push(hs)(ns) and
pop1(hg)() has a CAS operation, that we must guarantee succeeds in a com-
patible state with push,,. (hr)(n) and pop,,, (h)(), for related n; and ng. This
relies on the fact that the p region is private which ensures that the environ-
ment cannot access the local state during the stack operations. We can capture
this by defining a ReL predicate with a property that allow us to exchange
the exclusive write permission [WRr]! for ownership of the stack module’s

points-to proxies:

F [Wr]} < 31,v.Stack(h, 1,1,v) (3.28)

We will need to establish the invariant when the data structures in the imple-
mentation and specification side are both empty:

1 1
= I’l[ Sy inj1 ()*hs =s,r inj1 ()3 REL(h, T) (329)

REeL as defined below allows for the above view-shifts:
Rec(h, r) £ 31, v.Stack(h, r,1,v) V [Wr]}!

For this particular example we have no need for interpreting read effects on
the local state. The ReL invariant therefore makes no mention of the [Rp]}
token.

We show logical equivalence by showing logical approximation in both
directions. Here we present a proof outline of the direction stack,,., <. stack;,
the full proof of both directions can be found in §II. Since stack,, and stack,
are already values, it suffices to show they are related in the value relation for
which reduces to showing that:

’
TSTACK’

(o (@) (stackc, (), stacky ()

where ¢ = [[(int _>{1;f)rp,rdp} 1)x(1 —>{u’}prp,rdp} 1+int)]M.

Thus we first show that we can establish the ReL invariant using the
local state allocated by the two modules. Next, we show that this invariant
is preserved by the push and pop operations and that they are pairwise

related assuming this invariant. The proof outline is given below and uses the
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following two properties to allocate points-to proxies on the implementation
and specification side, respectively:

Rea(r) " + (AL} new v {y. [ALIT < h; <5y, v) (3.30)
Rea(r)" k(AL « [Mu(r, (C)]" * i = new v (3.31)

331.[&] e [Mu(r, (O] #iog 151 ebg v

()", 1M ()
{fés let /15 = new inj, () in <push1<hs>,pop1<hs>> }
[sR]”[ L]} * [Mu(r, {C))]2

{31 jSs teths = i in (push (h), Popl(hs)) '

C 1
i=g new injy () [Sr]T +[AL]} « [Mu(r, {C})]
// Follows from Propertles 3.30 and 3.31

{hI. ki, js let hg = i in (pushy (hs), popy (hs)) *i = 1} }

Context: ‘SPEC(}ZO,GO,C)

new inj; ()

[SR]F * [AL]; * [Mu(r, {C))]2 * by cl)l,r injp ()xhg ‘Ls,r inj; ()
// Follows from Property 3.29

{3;11, H. j lethg = I in (push (s), popi (hs)) }

[SR]TCI * [AL]} * [MU(T, {C})]i * REL((h[,h/S),r)

{ah. js (pushy (), popy () + [SrI% * [AL]} }

[Mu(r, {C})]? *[Rew(h, )

(puShncl(hI)fpopncl(hI))

{vl ug. jos vs +[SRIT +[AL]L # [Mu(r, [C])]} » }

]2
1)x(1 - " 1 +int)[M(vy,vg)

—p
[(int - {wr, rd, )

wrp,rd,}

For the last step we need to show the following two refinements:

Line]™ ) €7 U1 pushue, (i) o), push (hs) ()
ReL (I, 1) s{w‘;p,rdp},M [1 +int]™)(popuc, (1)), popi (hs)())

We sketch a proof of the first refinement below. The proof of the second
refinement can be found in §II.

The interpretation of the region and effect annotations for the first refine-
ment is as follows. Since we do not interpret read effects on the local state,
[Rp]} is framed off in the proof outline below.

Pg(ip}, 1,{wrp, rdp},M[p —r],C)
= [Wr]} « [Ro]} « [Mu(r, {¢))] *[Rec(r) "’
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The proof starts by trading the exclusive write token for ownership of the
local state (3.28). The we use (3.27) to push n; onto the implementation-side
stack.

(h,1), ‘ [[lnt]]
{155 push (hs)(ns) » [SwI7 » [Wal} « Mo r,{cm%}

Context: ‘SPEC(I”IO, ey, C) Se(C)

{31 v. jo pushy (hs)(ns) + [SRI * [Mu(r, | C})]%*STACK(h,r,l,v)}
lhy

{vI.Ell,vs. j=s pushy (hs)(ns) * [Sk]T + [Mu(r, [C)]F *Stack(h,, l,(vl,vs))}
hy :=inj; (”1;7/1)
0}.3Lus. s pushy (hs)(ns) + [Se]Z + [Mu(r, [C])]?

1 1
hy =1, injy (np,vr)* hg =g, vs*vals(l,v)* v = ()

After pushing n; on the stack on the implementation side, we simulate push-
ing ng on the specification side. Let:
K| =letv=[]in
if CAS(hg,v,inj; (ng,v)) then () else loop(ng)
K, £ if [| then () else loop(ns)

be the evaluation contexts which require a non-trivial reduction. Notice that
pushy(hg)(ng) = Ki[!hg]. We can now perform the simulation:

(@]

‘SPEC ho, €0, C)‘SP , ‘RG(T’)

ReG(r) F

1 1
]=>s pushy(hs)(ns)*[SR]7 * [Mu(r,{C})]2 *hs =5, vs
= 3i.j S Ky[i]%i s ths * [SRIF * [Mu(r, ()]} ks s, vs
.. C L . C
= di.j=s Kyli]*i=g CAS(hs,vs,inj; (115,vs)) * [SR]F *

[Mu(r, {C)]} *hs S, vs
= jés ()* [SR]g*[MU(T’,{C})]% * hg :l)S,r inj, (ns,vs)

The simulation follows from repeatedly stepping by using property 3.15 and
3.16. Observe that CAS(hg,vs,inj, (ng,vg)) always succeeds since we have

1
ownership of hg =g, vs. We can now finish the proof by reestablishing the
relation between the local state of the modules and trading it for the exclusive
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write permission:

NI=

*

s, s () +[SRI * [Mu(r, (C))]

1
hy ‘—>1 r anz (n,vp) *hg =g, inj, (ng,vg)*vals(l,v)

{Hlv ]=‘S )+ [Sr]T [Mu(n{é})]i*hfin,rv;*hs%vg*}
vals

{Ellv ]:>5 *[SR]H*[MU(T’,{C})]%*STACK(h,T,n2:Z,V’)}
{3007 5 (0 «[swJ7 « W+ [Mo(r, (2]}

3.4 Discussion

We have already mentioned some related work along the way; here we discuss
some other related work.

Benton et al. initiated a line of work on relational models of type-and-
effect systems to formally justify effect-based program transformations for
increasingly sophisticated sequential programming languages and increas-
ingly expressive effect systems [8, 10-13, 74]. Birkedal et al. showed how to
extend this approach to a concurrent language [14]. The effect system we use
here is from loc. cit. Birkedal et al.’s relational interpretation is defined by a
concrete step-indexed Kripke logical relation. They used the model to prove a
parallelization theorem similar to ours, but the proof was very technical and
consisted of manual disentangling and re-ordering of computation steps. Part
of the reason for this was that support for parallelization was not built into
their logical relation and had to be proven separately. In contrast, we build
in support for parallelization in the LRp,; relation through its support for
multiple simulations. This allows us to reduce the proof of the parallelization
theorem to the essence of why it holds: framing. Moreover, as mentioned in
the Introduction, it makes it possible to use the program logic to show that an
expression satisfies the semantic invariants imposed by the type system even
if the expression is not statically well-typed and to reason about refinements.

In recent work, Benton et al. [9] have also considered a concurrent lan-
guage, which in contrast to the language considered here only includes first-
order store. Technically, this makes the construction of a logical relations
model simpler, since one avoids having to deal with the type-world circu-
larity mentioned in the Introduction. Their type-and-effect system does not
support dynamic allocation of abstract locations (which correspond to re-
gions in our setup), requiring all abstract locations to be given up front. Our
type-and-effect system supports dynamic allocation and hiding of regions,
through the masking rule. On the other hand, their effect system supports
a notion of abstract effects, which means, e.g., that an operation in a data
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structure module can be considered pure even if it uses effects internally, as
long as those effects are not observable outside the module boundary. Benton
et al. use this facility for treating refinement of fine-grained concurrent data
structures, illustrated using an idealized Michael-Scott queue. Our semantics
also supports refinements between fine-grained concurrent data structures,
using Iris’ support for general invariants. In this paper we have focused on an
example of a refinement that only holds by restricting interference through
the type-and-effect system. Our method also scales to fine-grained concurrent
data structures that use helping, thanks to Iris [33].

Raza et al. [64] and Botincan et al. [16], both explore automatic paralleliza-
tion of sequential programs verified in separation logic. Raza et al. rely on
specifications inferred from a shape analysis. Botincan et al. explore the idea of
using the proof to insert synchronization that ensures the dependencies of the
original program are preserved. These analyses focus on first-order programs,
whereas our type-and-effect system applies to higher-order programs.

The idea of defining logical relations in a program logic goes back at
least to Plotkin and Abadi, who used a second-order logic to define logical
relations for a second-order lambda calculus [58]. Dreyer et al. used a second-
order logic with a Lob modality, inspired by [7], to give a logical relations
interpretation of a programming language with recursive types [21]. The
logic used by Dreyer et al. did not support invariants and hence it did not
support the interpretation of reference types. Turon et al. showed how to use a
variant of second-order concurrent separation logic with invariants for giving
a logical relations interpretation of an ML-like type system for a language
similar to the one considered in this paper [78]. To define logical relations in
the unary separation logic, their logic had a built-in notion of specification
resources and a single specification invariant. In contrast, here we use a
higher-order concurrent separation logic, Iris, which is flexible enough that
one can define specification resources and invariants in it. We rely crucially
on this flexibility for the LRp,, relation to support multiple simulations, as
discussed in Section 3.3.
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Abstract

We present a logical relations model of a higher-order functional programming
language with impredicative polymorphism, recursive types, and a Haskell-
style ST monad type with runST. We use our logical relations model to show
that runST provides proper encapsulation of state, by showing that effectful
computations encapsulated by runST are heap independent. Furthermore, we
show that contextual refinements and equivalences that are expected to hold
for pure computations do indeed hold in the presence of runST. This is the first
time such relational results have been proven for a language with monadic
encapsulation of state. We have formalized all the technical development and
results in Cogq.
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4.1 Introduction

Haskell is often considered a pure functional programming language because
effectful computations are encapsulated using monads. To preserve purity,
values usually cannot escape from those monads. One notable exception is
the ST monad, introduced by Launchbury and Jones [47]. The ST monad
comes equipped with a function runST: (¥, ST § ) — 7 that allows a value
to escape from the monad: runST runs a stateful computation of the monadic
type ST B 7 and then returns the resulting value of type 7. In the original
paper [47], the authors argued informally that the ST monad is “safe”, in the
sense that stateful computations are properly encapsulated and therefore the
purity of the functional language is preserved.

In this paper we present a logical relations model of STLang, a call-by-
value higher-order functional programming language with impredicative
polymorphism, recursive types, and a Haskell-style ST monad type with
runST. In contrast to earlier work, the operational semantics of STLang uses a
single global mutable heap, capturing how the language would be implemented
in reality. We use our logical relations model to show, for the first time, that
runST provides proper encapsulation of state. Concretely, we state a number
of contextual refinements and equivalences that are expected to hold for
pure computations and we then use our logical relations model to prove that
they indeed hold for STLang, i.e., in the presence of stateful computations
encapsulated using runST. Moreover, we show a State-Independence theorem
that intuitively expresses that, for any well-typed expression e of type 7, the
evaluation of e in a heap h is independent of the choice of 4, i.e., e cannot read
from or write to locations in & but may allocate new locations (via encapsulated
stateful computations). Note that this is the strong result one really wishes
to have since it is proved for a standard operational semantics using a single
global mutable heap allowing for updates in-place, not an abstract semantics
partitioning memory into disjoint regions as some earlier work [48, 52].

In STLang, values of any type can be stored in the heap, and thus it is an
example of a language with so-called higher-order store. It is well-known that
it is challenging to construct logical relations for languages with higher-order
store. We define our logical relations model in Iris, a state-of-the-art higher-
order separation logic [33, 34, 38]. Iris’s base logic [38] comes equipped with
certain modalities which we use to simplify the construction of the logical
relation. Logical relations for other type systems have recently been defined in
Iris [39, 42], but to make our logical relations model powerful enough to prove
the contextual equivalences for purity, we use a new approach to defining
logical relations in Iris, which involves several new technical innovations,
described in §4.3 and §4.5.

Another reason for using Iris is that the newly developed powerful proof
mode for Iris [39] makes it possible to conduct interactive proofs in the Iris
logic in Coq, much in the same way as one normally reasons in the Coq logic
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itself. Indeed, we have used the Iris proof mode to formalize all the technical
results in this paper in Iris in Coq.

In the remainder of this Introduction, we briefly recap the Haskell ST
monad and recall why runST intuitively encapsulates state. We emphasize that
STLang, unlike Haskell, is call-by-value; we show Haskell code to make the
examples easier to understand. Finally, we give an overview of the technical
development and our new results.

A Recap of the Haskell ST Monad

The ST monad, as described in [47] and implemented in the standard Haskell
library, is actually a family ST p of monads, where 8 ranges over types, which
satisfy the following interface. The first two functions

return :: a — ST f «
G>=) :1STBa— (@a—>STBa’) >STBRa

are the standard Kleisli arrow interface of monads in Haskell; »=is pro-
nounced “bind”. Recall that in Haskell, free type variables (a, a’, and B above)
are implicitly universally quantified.!

The next three functions

newSTRef :: a — ST B (STRef B a)
readSTRef :: STRef fa — ST B a
writeSTRef :: STRef fa - a — ST O

are used to create, read from and write into references, respectively. Notice that
the reference type STRef 8 7, contains the type of the contents of the reference
cells, 7, but also another type parameter, §, which, intuitively, indicates which
(logical) region of the heap this reference belongs to. The interesting part
of the interface is the interaction of this type parameter with the following
function

runST :: (V5. ST a) — «a

The runST function runs effectful computations and extracts the result from
the ST monad. Notice the impredicative quantification of the type variable of
runST.

Finally, equality on references is decidable:

(==) :: STRef B @ — STRef f @ — bool

Notice that equality is an ordinary function, since it returns a boolean value
directly, not a value of type ST § bool.

'In STLang, we use capital letters, e.g. X, for type variables and use p for the index type in
ST p T and STRef p 7.
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fibST :: Integer — Integer

fibST n = let fibST : Z -> Z =
let fibST’ O x _ = readSTRef x let rec fibST’ nx y =
fibST’ n x y = do if n = 0 then !x
x’ <- readSTRef x else bind !x in A x* >
y’ <- readSTRef y bind !y in A y’ —>
writeSTRef x y’ bind x :=y’ in A O >
writeSTRef y (x’+y’) bindy := X’+y’) in 1 O ->
fibST’ (n-1) x vy fibST’ (n-1) x y
in in
if n < 2 then n else if n < 2 then n else
runST do runST {
X <- newSTRef 0 bind (ref ) in A x >
y <- newSTRef 1 bind (ref 1) in 1y —>
fibST’ n x y fibST’ nx y }

Figure 41: Computing Fibonacci numbers using the ST monad in Haskell (left)
and in STLang (right). Haskell code adapted from https://wiki.haskell.
org/Monad/ST. do is syntactic sugar for wrapping bind around a sequence of
expressions.

Figure 41 shows how to compute the n-th term of the Fibonacci sequence
in Haskell using the ST monad and, for comparison, in our model language
STLang. Haskell programmers will notice that the STLang program on the
right is essentially the same as the one on the left after the do-notation has
been expanded. The inner function £fibST’ can be typed as follows:

fibST’ :: Integer — STRef f Integer — STRef f Integer — ST f Integer

Hence, the argument of runST has type (¥ g. STRef p Integer) and thus fibST
indeed has return type Integer.

Encapsulation of State Using runST: What is the Challenge?

The operational semantics of the newSTRef, readSTRef, writeSTRef opera-
tions is intended to be the same as for ML-style references. In particular, an
implementation should be able to use a global heap and in-place update for
the stateful operations. The ingenious idea of Launchbury and Jones [47] is
that the parametric polymorphism in the type for runST should still ensure
that stateful computations are properly encapsulated and thus, that ordinary
functions remain pure.

The intuition behind this intended property is that the first type variable
parameter of ST, denoted f above, actually denotes a region of the heap, and
that we can imagine that the heap consists of a collection of disjoint regions,
named by types. A computation e of type ST  t can then read, write, and
allocate in the region named f, and then produce a value of type .
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Moreover, if e has type Yp. ST g 7, with  not free in 7, the intuition is
that runST e can allocate a fresh region, which e may use and then, since g is
not free in 7, the resulting value of type 7 cannot involve references in the
region f. It is therefore safe to discard the region p and return the value of
type 7. Since stateful computations intuitively are encapsulated in this way,
this should also entail that the rest of the “pure” language indeed remains
pure. For example, it should still be the case that for an expression e of type
7, running e twice should be the same as running it once. More precisely, we
would expect the following contextual equivalence to hold for any expression
e of type t:

letx=ein(x,x) =y (e€) (%)

Note that, of course, this contextual equivalence would not hold in the pres-
ence of unrestricted side effects as in ML: if e is the expressiony := !y + 1,
which increments the reference y, then the reference would be incremented
by 1 on the left hand-side of (+) and by 2 on the right.

Similar kinds of contextual equivalences and refinements that we expect
should hold for a pure language should also continue to hold. Moreover,
we also expect that the State-Independence theorem described above should
hold.

Notice that this intuitive explanation is just a conceptual model — the real
implementation of the language uses a standard global heap with in-place update
and the challenge is to prove that the type system still enforces this intended proper
encapsulation of effects.

In this paper, we provide a solution to this challenge: we define a higher-
order functional programming language, called STLang, with impredicative
polymorphism, recursive types, and a Haskell-style ST monad type with
runST. The operational semantics uses a global mutable heap for stateful
operations. We develop a logical relations model which we use to prove
contextual refinements and equivalences that one expects should hold for a
pure language in the presence of stateful computations encapsulated using
runST.

Earlier work has focused on simpler variations of this challenge; specifically,
it has focused on type safety, and none of the earlier formal models can
be used to show expected contextual equivalences for the pure part of the
language relative to an operational semantics with a single global mutable
heap. In particular, the semantics and parametricity results of Launchbury
and Peyton Jones [48] is denotational and does not use a global mutable heap
with in-place update, and they state [48, Section 9.1] that proving that the
remaining part of the language remains pure for an implementation with
in-place update “would necessarily involve some operational semantics.” We
discuss other related work in §4.7.
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Overview of Results and the Technical Development

In §4.2 we present the operational semantics and the type system for our
language STLang. In this paper, we focus on the encapsulation properties of a
Haskell-style monadic type system for stateful computations. The choice of
evaluation order is an orthogonal issue and, for simplicity (to avoid having
to formalize a lazy operational semantics), we use call-by-value left-to-right
evaluation order. Typing judgments take the standard form E |T' F e : T, where
E is an environment of type variables, I' an environment associating types to
variables, e is an expression, and 7 is a type. For well-typed expressions e and
e’ we define contextual refinement, denoted E | T F e <, ¢’ : T. As usual, e and
e’ are contextually equivalent, denoted Z | T F e =, €’ : 7, if e contextually
refines e’ and vice versa. With this in place, we can explain which contextual
refinements and equivalences we prove for STLang. The soundness of these
refinements and equivalences means, of course, that one can use them when
reasoning about program equivalences.

The contextual refinements and equivalences that we prove for pure com-
putations are given in Figure 42. To simplify the notation, we have omitted
environments = and I' in the refinements and equivalences in the Figure.
Moreover, we do not include assumptions on typing of subexpressions in the
Figure; precise formal results are stated in §4.4.

Refinement (NEUTRALITY) expresses that a computation of unit type either
diverges or produces the unit value.

e Zax () 1 1 (NEUTRALITY)
letx =epin(e, x) ~cx (€1,€2) @ T4 X Ty (COMMUTATIVITY)
letx=ein(x,x) = (6,€) : TXT (IDEMPOTENCY)

lety =ejinrecf(x)=e; < recf(x)=1lety=ejine, : 11 > 1,
(REC HOISTING)

lety=e;inAe; <x A(lety=e;ine;) : VX.7 (A HOISTING)

e Zqx recf(x)=(ex) : 11 > 1,
(1] EXPANSION FOR REC)

e Zax Ale_) : VX.t (1] EXPANSION FOR A)

(recf(x)=e1) e2 Zcx e1len, (recf(x)=e))/x, f] : 7
(P REDUCTION FOR REC)

(Ae) _ =~y e:t[T/X] (B REDUCTION FOR A)

Figure 42: Contextual Refinements and Equivalences for Pure Computations.

The contextual equivalence in (CommuTaTIVITY) says that the order of evalua-
tion for pure computations does not matter: the computation on the left first
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evaluates e, and then ey, on the right we first evaluate e; and then e,. The
contextual equivalence in (IDEMPOTENCY) expresses the idempotency of pure
computations: it does not matter whether we evaluate an expression once, as
done on the left, or twice, as done on the right. The contextual refinements
in (Rec HOIsTING) and (A HoisTING) formulate the soundness of A-hoisting
for ordinary recursive functions and for type functions. The contextual re-
finements (7] EXPANSION FOR REC) and (1] EXPANSION FOR A) express #/-rules for
ordinary recursive functions and for type functions. The contextual refine-
ments ( REDUCTION FOR REC) and (f REDUCTION FOR A) express the soundness
of p-rules for ordinary recursive functions and for type functions.

In addition, we prove the expected contextual equivalences for monadic
computations, shown in Figure 43.

bindein(Ax.returnx) .y, e:STp T (Lert IDENTITY)
ey €1 Zcix bind(returne;)ine, : ST p T (RigHT IDENTITY)

bind(binde; ine;)ines <., binde; in(Ax.bind(e; x)ines):STp t’
(ASSOCIATIVITY)

Figure 43: Contextual Equivalences for Stateful Computations.

The results in Figure 42 are the kind of results one would expect for pure
computations in a call-by-value language; the challenge is, of course, to show
that they hold in the full STLang language, that is, also when subexpressions
may involve arbitrary (possibly nested) stateful computations encapsulated
using runST. That is the purpose of our logical relation, which we present
in §4.3. We further use our logical relation to show the following State-
Independence theorem:

Theorem 4.1.1 (State Independence).

‘| x:STRefp t're: T AFhy,C hy,v. (hy,e[l/x]) = (hy,v)) =
Vhy, 0.3k, v'. (hy,e[€’/x]y =" (h),v")y ARy Ch).

This theorem expresses that, if the execution of a well-typed expression
e, when x is substituted by some location, in some heap h; terminates, then
running e, when x is substituted by any location, in any heap h} will also
terminate in some heap h’2 which is an extension of hi, i.e., the execution
cannot have modified k] but it can have allocated new state, via encapsulated
stateful computations. Note that this implies that e never reads from or writes
to x.

Summary of contributions To sum up, the main contributions of this paper
are as follows:
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* We present a logical relation for a programming language STLang fea-
turing a parallel to Haskell’s ST monad with a construct, runST, to
encapsulate stateful computations. We use our logical relation to prove
that runST provides proper encapsulation of state, by showing (1) that
contextual refinements and equivalences that are expected to hold for
pure computations do indeed hold in the presence of stateful compu-
tations encapsulated via runST and (2) that the State-Independence
theorem holds. This is the first time that these results have been estab-
lished for a programming language with an operational semantics that
uses a single global higher-order heap with in-place destructive updates.

* We define our logical relation in Iris, a state-of-the-art higher-order sep-
aration logic designed for program verification, using a new approach
involving novel predicates defined in Iris, which we explain in §4.5.

* We have formalized the whole technical development, including all
proofs of the equations above and the State-Independence theorem, in
the Iris implementation in Cogq.

The paper is organized as follows. We begin by formally defining STLang,
its semantics and typing rules in §4.2. There, we also formally state our
definition of contextual refinement and contextual equivalence. In §4.3, we
present our logical relation after briefly introducing the parts of Iris needed
for a conceptual understanding of the logical relation. We devote §4.4 to the
precise statement and proof sketches of the refinements in Figure 42 and
Figure 43. In §4.5, we recall some further concepts of Iris and explain how
they are used to give a complete technical definition of the logical relation.
Readers only interested in the ideas behind the logical relation can skip this
section. We describe our formalization of the technical development in the Iris
implementation in Coq in §4.6. We discuss related work in §4.7 and conclude
in §4.8.

4.2 The STLang language

In this section, we present STLang, a higher-order functional programming
language with impredicative polymorphism, recursive types, higher-order
store and a ST-like type.

Syntax The syntax of STLang is mostly standard and presented in Figure 44.
Note that there are no types in the terms; following [2] we write A e for type
abstraction and e _ for type application / instantiation. For the stateful part
of the language, we use return and bind for the return and bind operations
of the ST monad, and ref(e) creates a new reference, !e reads from one and
e «— e writes into one. Finally, runST runs effectful computations. Note that
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we treat the stateful operations as constructs in the language rather than as
special constants.

@i=4+|-|*]=|<

ex=x|()| true| false|n|€|(e,e)|inj;e|recf(x)=e| Ae| folde
| unfolde|ee|e_|me|matchewithinj,; x = e; end
| ifetheneelsee|e®@e|ref(e)|le|e«e|e==¢]|bindeine
| returne | runST {e}

vi=()|true| false|n|l|(v,v)|inj;v|recf(x)=e|Ae| foldv
|ref(v)|!v|v <« v|bindvinv | returnv

t=X|p|1|B|Z|txt|t+t|Tt—>1|VX.T|pX. T
| ref(7)|[STp T

Figure 44: The syntax of STLang.

Typing Typing judgments are of the form Z |T + e : t, where E is a set of
type variables, and T is a finite partial function from variables to types. An
excerpt of the typing rules are shown in Figure 45.

Operational semantics We present a small-step call-by-value operational
semantics for STLang, using a transition system (h,e) — (h’,e’) whose nodes
are configurations consisting of a heap /h and an expression e. A heap h €
Loc —fi" Val is a finite partial function that associates values to locations,
which we suppose are positive integers (Loc = Z*)?.

The semantics, shown in Figure 46, is presented in the Felleisen-Hieb
style [24], using evaluation contexts C: the reduction relation — is the closure
by evaluation context of the head reduction relation —. Notice that even
the “pure” reductions steps, such as f-reduction, mention the heap. The
more subtle part of the operational semantics is how the ST monad is handled,
indeed, we only want the stateful computations to run when they are wrapped
inside runST. This is why we define an auxiliary reduction relation, (h,e) ~»
(W,e’). This auxiliary relation is also defined using a head reduction and
evaluation contexts K, which are distinct from the evaluation contexts for the
main reduction relation. This auxiliary relation in “embedded” in the main
one by the rule

(h,v)~ ()
(h,runST {v}) —, (W', runST {e})

2This choice is due to the fact that Iris library in Coq provides extensive support for the
type of positive integers.
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TrEC TaBs
TVAR ElLx:t,f:1y >1re: 1 EX|Tre:t
E|lx:trx:T E|Trrecf(x)=e:1 > 1, E|T+FAe:VX.1
TroLD TinsT
E|lTre:t[uX.t E|lre:VX.T ErT
E|T (uX.t/X] E|IT VX E+t
E|T+ folde: uX.7 E|Tre_:t[t/X]
TNEW TDEREF
Ellte:t Erp E|l+re:STRefp
E|T+ref(e): ST p (STRef p 7) E|lrle:STpr
TGEeTs
E|Tre:STRefpt  E|Tt+e:n
E|Tre—e:STp1
TREFEQ TRETURN
E|lre:STRefpt  E|Tre’:STRefpr E|Tre:t  Etrp
E|Tre==¢":B E|T+returne:STp 1
TBIND

E|Tre:STpr ElTre :t—>(STp )

E|T+bindeine’ :STp 7’

TrUNST

E,X|Tre:STX T ErT

E|T+FrunST{e}: T

Figure 45: An excerpt of the typing rules for STLang.
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Reduction ] (he) — (I, e’

and head step ’ (h,ey =, (W, e

Evaluation contexts:

C:=[]|(C,e)| (v,C)|inj; C | foldC |unfoldC |Ce|v C|C _
|C@e|veC|n;C|matchCwithinj; x = e; end
| ifCtheneelsee |ref(C)|!C|C«—e|v—C|C==¢
| v==C|bindCine|bindvinC | returnC | runST {C}

(h,ey = (W, e")
(h,Cle]) — (W, C[e’])

(h,unfold(foldv)) —, (h,v) <{(h(Ae)_)—y{he)

=0
(h,€ =={")y -}, (h, true)

(h,(rec f(x)=e)v) > (he[v,recf(x) =e/x, f])

(hymatchinj;vwithinj;x = e; end) —, (h,e;[v/x])

£l (hv)~ (W, e)
(h,€ == "y —}, (h, false) (h,runST {v}) —}, (W', runST {e})

(h,runST {returnv}) — (h,v)

Effectful reduction ‘ (h,v)y~> (K, e) ‘ and head step ‘ (h, vy~ (W, e) ‘

Effectful evaluation contexts: K::=[] |bindKinv

<h1 V> ~h <h,f €>
(h,K[v]) ~ (I, K[e])

(h,bind(returnv)inv’y ~, (h,v' v)

Airroc

¢ ¢ dom(h)
(h,ref(v)) ~p, (hW{f > v},return’)

(hW{l —v},1€)~) (hw{l — v}, returnv)
(hw{l v}, € —v)y~y (hy{l v}, return())

If — is a relation, we note —" its iterated self-composition and —* its
reflexive and transitive closure.

Figure 46: An excerpt of the dynamics of STLang, a call-by-value, small-step
operational semantics.
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Notice that ~» always reduces from a value: this is because values of type
ST can be seen as “frozen” computations, until they appear inside a runST.
The expression e on the right hand-side of the rule above can be a reducible
expression, which is reduced by using C = runST{[]} as a context for the main
reduction rule —.

This operational semantics is new, therefore we include an example of how
a simple program reduces. The program initializes a reference r to 3, then
writes 7 into r and finally reads r.

(0, runST{bindref(3)in
Ar.bind(r « 7)in(A_.bind!rin(Ax.returnx))})

The contents of the runST is a value, so we can use the rule above, and the
context K =bind[]in--- to reduce (@,ref(3)) ~ ([l > 3],returnl) (for some
arbitrary /) and get:

([l = 3],runST{bind (returnl/)in
Ar.bind(r < 7)in(A_.bind!rin(Ax.returnx))})

The contents of runST is still a value, and this time we use the empty context
K =[] and the rule for the bind of a return,

([I = 3],bind(returnl)in(Ar.--+)) ~p, ([ > 3], (Ar.---) I)
to get:
([l = 3], runST {(Ar.bind(r « 7)in(A_.bind!rin(Ax.returnx))) I})

This time we use the context C = runST {[]} and the rule for S-reduction to
get:

([l = 3],runST {bind(/ <« 7)in(A_.bind!/in(Ax.returnx))})

The situation is now the same as for the first two reduction steps and we
reduce further to:

([l = 7], runST {bind(return())in(A_.bind!/in(Ax.returnx))})
and then, in two steps (rule for bind and return, then p-reduction):
([l = 7],runST {bind!/in (A x.returnx)})

Finally we get:
([l = 7], runST {return7})

and, from the rule for runST and return v:

([I+—7],7).
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Having defined the operational semantics and the typing rules we can
now define contextual refinement and equivalence. In this definition we write
C:(E|T;7)~ (-|+1) to express that C is a well-typed closing context (the
remaining rules for this relation are completely standard).

Definition 4.2.1 (Contextual refinement and equivalence). We define contex-
tual refinement <, and contextual equivalence ~, as follows.

E|ITEe< e T2 E|Tre:t AE|TrH T A
Yih,h',C.C:(E|T;7)~ (-|51) A (h,Cle])l = (W,C[e])]

— A -
ElTFexge :T = E|TEe< e :TAE|TEe < 4ye:1.

where (h,e)| £ AW, v. (he) =" (W,v)

4.3 Logical Relation

It is well-known that it is challenging to construct logical relations for lan-
guages with higher-order store because of the so-called type-world circular-
ity [1, 4, 15]. Other recent work has shown how this challenge can be ad-
dressed by using the original Iris logic to define logical relations for languages
with higher-order store [39, 42]. In fact, a key point is that Iris has enough
logical features to give a direct inductive interpretation of the programming
language types into Iris predicates.

The binary relations in [39, 42] were defined using Iris’s built-in notion of
Hoare triple and weakest precondition. This approach is, however, too abstract
for our purposes: to prove the contextual refinements and equivalences for
pure computations mentioned in the Introduction, we need to have more
fine-grained control over how computations are related.

In this section we start by giving a gentle introduction to the base logic of
Iris. Hereafter, we use the Iris base logic to define two new logical connectives
called future modality and If-Convergent. We use these, instead of the weakest
precondition used in [39, 42], when defining our binary logical relation.

We focus on properties that are necessary for understanding the key ideas
of the definition of the logical relation; more technical details, including
definitions and lemmas required for proving properties of the logical relation,
are deferred until §4.5.

An Iris Primer

Iris was originally presented as a framework for higher-order (concurrent)
separation logic, with built-in notions of physical state (in our case heaps),
ghost-state (monoids) invariants and weakest preconditions, useful for Hoare-
style reasoning about higher-order concurrent imperative programs [33]. Sub-
sequently, Iris was extended with a notion of higher-order ghost state [34],
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i.e., the ability to store arbitrary higher-order separation-logic predicates in
ghost variables. Recently, a simpler Iris base logic was defined, and it was
shown how that base logic suffices for defining the earlier built-in concepts of
invariants, weakest preconditions, and higher-order ghost state [38].

In Iris one can quantify over the Iris types «:

fi .
ku=1|lkxx|k — KlExpr|Val|Z|IB3|1<—n\ x| finset(x) | Monoid | Names

|iProp]| ...

Here Expr and Val are the types of syntactic expressions and values of STLang,
Z is the type of integers, B is the type of booleans, ¥ —fi" « is the type of
partial functions with finite support, finset(x) is the type of finite sets, Monoid
is the type of monoids, Names is the type of ghost names, and iProp is the type
of Iris propositions. A basic grammar for Iris propositions P is:

P:=T|L|P*P|P-+P|PAP|P=>P|PVP|V¥Vx:x. ®|dx:x. D
| >P|ur.P| OP|B&P

The grammar includes the usual connectives of higher-order separation logic
(T, L, A, V, =, %, =, ¥V and 3). In this grammar @ is an Iris predicate,
i.e., a term of type x — iProp (for appropriate k). The intuition is that the
propositions denote sets of resources and, as usual in separation logic, P« P’
holds for those resources which can be split into two disjoint parts, with one
satisfying P and the other satisfying P’. Likewise, the proposition P — P’
describes those resources which satisfy that, if we combine it with a disjoint
resource satisfied by P we get a resource satisfied by P’. In addition to these
standard connectives there are some other interesting connectives, which we
now explain.

The » is a modality, pronounced “later”. It is used to guard recursively
defined propositions: ur.P is a well-defined guarded-recursive predicate
only if r appears under a » in P. The » modality is an abstraction of step-
indexing [5, 6, 21]. In terms of step-indexing > P holds if P holds a step later;
thence the name. In Iris it can be used to define weakest preconditions and to
guard impredicative invariants to avoid self-referential paradoxes [38]. Here
we simply use it to take a guarded fixed point when we give the interpretation
of recursive types, similarly to what was done in [21]. For any proposition P,
we have that P +>P. The later modality commutes with all of the connectives
of higher-order separation logic, including quantifiers.

Another modality of the Iris logic is the “persistence” modality (O). This
modality is used in Iris to capture a sublogic of knowledge (as opposed to re-
sources) that obeys standard rules for intuitionistic higher-order logic. We say
that P is persistent if P + O P. Intuitively, O P holds if P holds without asserting
any exclusive ownership. Hence O P is a duplicable assertion, i.e., we have
(OP)*(8P) 4+ OP, where - is the logical equivalence of formulas. Hence
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persistent propositions are therefore duplicable. The persistence modality is
idempotent, O P + OOP, and also satisfies O P - P. It (and by extension persis-
tence) also commutes with all of the connectives of higher-order separation
logic, including quantifiers.

The final modality we present in this section is the “update” modality>
(B). Intuitively, the proposition £ P holds for resources that can be updated
(through allocation, deallocation, or alteration) to resources that satisfy P,
without violating the environment’s knowledge or ownership of resources. We
write P = Q as a shorthand for P « = Q. The update modality is idempotent,

B(BP)-pBP.

Future Modality and If-Convergent

In this subsection we define two new constructs in Iris, which we will use to
define the logical relation. The first construct, the future modality, will allow
us to reason about what will happen in a “future world”. The second construct,
the If-Convergent predicate, will be used instead of weakest preconditions to
reason about properties of computations.

Future Modality We define the future modality p>{-}=> as follows:
{nj=>P = (B»)"BP

where (B »)" is n times repetition of |5 . Intuitively, p>{n}=>P expresses that
n steps into the future, we can update our resources to satisfy P. We write
P>{nExQ as a shorthand for P —« >{n}=>Q.

If-Convergent (IC) We define the If-Convergent (IC) predicate in Iris as
follows:

IC?” e{v. Q} &
Vhy, hy,v,n. (hy,e) =" (hy,v) + heap, (hy) >{nt heap,, (hy)+ Qv

In general the number of steps, 7, can also appear in Q but here we only
present this slightly simpler version. The IC? e{v. Q} predicate expresses
that, for any heap hy, if (e, h;) can reduce to (v, h;) in n steps, and if we have
ownership over hy, then, n steps into the future, we will have ownership over
the heap h,, and the postcondition Q will hold.

A crucial feature of the IC predicate is that it allows us to use a ghost state
name ) to keep track of the contents of the heap during the execution of e.
This allows us to abstract away from the concrete heaps when reasoning about
IC predicates*. Note that the IC predicate does not require that it is safe to

3In [38] this modality is called the fancy update modality. Technically, this modality comes
equipped with certain “masks” but we do not discuss those here.
4This is related to the way the definition of weakest preconditions in Iris hides state [38].
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execute the expression e: in particular, if e gets stuck (or diverges) in all heaps,
then IC” e{v. Q} holds trivially.

The predicate heap, (h1) is a ghost state predicate stating ownership of a
logical heap identified by the ghost state name y (one can think of this as the
usual ownership of a heap in separation logic). Ownership of a logical heap
cell I is written as £ >, v, and says that the heap identified by y stores the
value v at location £. We show the precise definition of heap,, (h) and { -, v
in §4.5; here we just highlight the properties that these abstract predicates
enjoy:

heap, (h)+ €, v =h(l)=v (4.1)
heap, (h) Al & dom(h) =t heap,, (h[l = v])+{ >, v (4.2)
heap,, (h)+ €+, v =t heap,, (W[l = v'])+ £ 1>, v’ (4.3)
by vali), v = 1 (4.4)

Property (4.1) says that if we have ownership of a heap h and a location [
pointing to v, both with the same ghost name y, then we know that h(I) = v.
Property (4.2) expresses that we can allocate a new location I in A, if I is not
already in the domain of h. Finally, Property (4.3) says that we can update
the value at location I, if we have both heap, (h) and ¢ -, v. Property (4.4)
expresses exclusivity of the ownership of locations.

Akin to the way Hoare triples are defined in Iris using the weakest precon-
dition, we define a new notion called IC triple as follows:

(Plefv. Ql, 2 O(P ~IC" efv. Q)

The IC triple says, that given resources described by P, if e reduces in a heap
identified by y, then the post-condition Q will hold. Notice that the IC triple
is a persistent predicate and is not allowed to own any exclusive resources.

Definition of the Logical Relation

We now have enough logical machinery to describe the logical relation (pedan-
tically, it is a family of logical relations) shown in Figure 46. The logical
relation is a binary relation, which allows us to relate pairs of expressions
and pairs of values to each other. We will show that if two expressions are
related in the logical relation, then the left hand side expression contextually
approximates the right hand side expression. Therefore, we sometimes refer
to the the left hand side as the implementation and the right hand side as the
specification.

The value relation [E F 7]|s is an Iris relation of type (Val x Val) — iProp
and, intuitively, it relates STLang values of type 7. The value relation is
defined by induction on the type t. Here, E is an environment of type
variables, and A is a semantic environment for these type variables, as is usual
for languages with parametric polymorphism [65].
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Value relations:

[EF X]a = (A(X)).1
[EF1]a(v,v)Ev=20"=()
[E FB]a(v,v') £ v =2’ € {true, false}
[EFZ)a(v,v)2v=0"€Z
[E+F7xtTa(v,v)) £ Fwy, wo, wi, wh. v = (wy, wa) AV = (w], wh) A

[E + tla(w, wi) AE F T']a(wa, w))
[EFT+1a(v,v)2 Qw,w’ . v =inj;w AV =inj;w’ A
[EFt]a(w,w)V( Fw,w". v =inj,w A

v =injow A [EF T a(w, w’))

[ErT—1alv,v)2 O (V(w,w’). IEFt]a(w,w’) =
EIE+ Tla @ w,v’ w’))
[EFVX.t]p(v,v)) 2 O (Vf,r € R. persistent(f) =

ENE, X Ftllaxo(fn (@ v _))
[E+pX.7t]a(v,v") £ puf. Jw,w’". v = foldw A v’ = foldw'A
l>[[E‘rX F T]]A,XH(f,toRgn(A,yX. T))(w’w,)

[E+ STRef p T]a(v,v) £3C,¢,r. v =€ AV =€’ AisRgn(toRgn(A, p), ) *

bij(r,€,¢) = rel(r, £, €, [E + T]A)

[E ST p tla(v,v) £ Yyu v, hi.
ﬂheapy (h)* regions x region(toRgn(A, p), Y1, Vh)[}
runST {v}

b
Vh

{w. (hy, runST {v'}) U[[HH]] *reglon(toRgn(A 0) Vi V)
}Yh

Expression relation:

ED(e,e)) E Ny v, h). ﬂheapy ( )*reglonsﬂ {|w. (hy,e’) éh(w,-)

Environment relation:

GIEF @ V)2 T
GIE+T,x: ta(wv,w'v") 2 [E F t]a(w, w') *G[E F TA (¥, ")
Logical relatedness:

EITEe<g e : T2 VATV G[E+T]A(T0) = E[E + t]l (e[0/X], ¢/[v/5])
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A(X).2 if T =X is a type variable

toRgn(A, 1) £
gn(4,7) {1 otherwise

Figure 46: Binary logical relation.

If T is a ground type like 1,B or Z, two values are related at type 7 if and
only if they are equal (and compatible with the type). For instance, if 7 is Z,
then [E + Z]a(v,v)) 2 v =7 € Z.

For a product type of the form 7 x 7/, two values v and v’ are related if and
only if they both are pairs, and the corresponding components are related at
their respective types:

[ErtxTa(v,v)) £ Fwy, wy, wi, wh. v = (wy, wr) AV = (W], wh) A
[E+ tla(wy, wy) AE F T']a(wp, wy)

Note that the formula on the right hand side of £ is simply a formula in (the
first order fragment of) Iris. The case of sum types is handled in a very similar
fashion.

Two values v and v’ are related at a function type T — 7’ if, given any two
related values w and w’ at type 7, the applications v w and v’ w’ are related at
type 7’. Notice that those latter two terms are expressions, not values; thus
they have to be related under the expression relation £ [[E + 7’]|o, which we
will define later. Using Iris, the case for function types is defined as follows:

[EFT—1]alv,v)2 D(V(w,w’). [EFt]a(w,w) = E[EF T]p (v w, v’ w'))

The U modality is used to ensure that [E + © — ©']]a(v,v’) is persistent and
hence duplicable. In fact, we will make sure that all predicates [E  t]Ja(v, V")
are persistent. The intuition behind this is that the types of STLang just
express duplicable knowledge (the type system is not a substructural type
system involving resources).

Let us now discuss the case of polymorphic types. We use the semantic
environment A, which maps type variables to pairs consisting of an Iris
relation on values (the semantic value relation interpreting the type variable)
and a region name (we use positive integers, Z, to identify regions):

A : Tvar — (((Val x Val) — iProp) x Z")

Thus, we simply define [2 + X[z = A(X).1.
For type abstraction, two values v and v’ are related at ¥X.t when v _ and

v’ _are related at T, where the environments (2 and A) have been extended
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with X, and any persistent binary value relation f. (Recall that v_ is the
syntax for type application).

[ErVX.t]a(v,v') 2 O (Vf. persistent(f) = E[[E, X F t]la xf (v v’ _))

The last case, before we get to the types associated to the ST monad, is
the case of recursive types: two values are related at type uX.t if they are
of the form foldw and foldw’ and, moreover, w and w’ are related at 7,
where the type variable X is added to the environments, and mapped in A to
([E F pX.t]|a, toRgN(A, pX. 7)) (ignore toRgn(A, uX. t) for now):

[E+pX.7]a(v,v") £ uf. (Hw,w'. v =foldw Av' = foldw’ A
>[E, X F T]A, x5 (f toRgn(AuX. 7)) (w,w’))

Notice that we use a guarded recursive predicate in Iris, which is well-defined
because the occurrence of f is guarded by the later modality ».

Before describing the cases for STRef p 7 and ST p T we touch upon the
expression relation, which is defined independently of the value relation and
has the following type:

& :((Val x Val) — iProp) — (Expr x Expr) — iProp

Intuitively, the expression relation £ @ (e, e’) holds for two expressions e and e’
if e (the implementation) refines, or approximates, e’ (the specification). That
is, reduction steps taken by e can be simulated by zero or more steps in ¢’. We
use IC triples to define the expression relation. The IC triples are unary and
are used to express a property of the implementation expression e. We use
the following Iris assertion in the postcondition of the IC triple to talk about
the reductions in the specification expression e’:

(. ¢') U, 2 Ay’ (W), e’y =% (hy,v') = heap, (hy) + (V')

This assertion says that there exists a deterministic reduction from (hi,e’) to
(h),v’), that the resulting heap /), is owned and the value satisfies @. The
deterministic reduction relations, —; and ~»;, are defined by the same infer-
ence rules as — and ~», except that the only non-deterministic rule, Alloc, is
replaced by a deterministic one:

DET-ALLOC

¢ =min(Loc \ dom(h))
(h,ref(v)) ~p (hW{f > v},return’)

The requirement that the reduction on the specification side is deterministic is
used crucially in the proofs of the purity properties in §4.4. We emphasize
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that even with this requirement, we can still prove that logical relatedness im-
plies contextual refinement (without requiring that STLang use deterministic
reductions), essentially since we only require determinism on the specification
side.

Thus, in more detail, the expression relation £ @ (e, e’) says that, when
given full ownership of a heap h] for the specification side (heap, (h)), if
e reduces to a value w when given some heap h (quantified in IC), then a
deterministic reduction on the specification side exists, and the resulting
values are related. Notice that the heaps used for the implementation and
specification side reductions are universally quantified, because we quantify
over the ghost names y3, and y;, and that we do not require any explicit
relationship between them. The persistent Iris assertion regions is responsible
for keeping track of all allocated regions; it will be explained later.

For the value interpretation of STRef p 7 and ST p 7, the key idea is to tie
each type p in an ST monad type (p in ST p 7) to a semantic region name r € Z*.
The association can be looked up using the function toRgn. Intuitively, a
region r contains a collection of pairs of locations (one for the implementation
side and one for the specification side) in one-to-one correspondence, together
with a semantic predicate ¢ for each pair of locations in the region. The idea
is that an implementation-side heap / and a specification-side heap h’ satisfies
aregion r if, for any pair of locations (¢,¢’) in r, we have values v and v’, such
that h({) =v and h’({’) = v" and ¢(v,v’). All this information is contained in
the predicate region(r, yy,7;), where y;, and y, are the ghost names for the
implementation and specification heap, respectively.

We have to maintain a one-to-one correspondence between locations be-
cause the operational semantics allows for comparison of locations. Given
the one-to-one correspondence, we know that two locations on the imple-
mentation side are equal if and only if their two related counterparts on the
specification side are.

We write isRgn(r, p) to say that r is the semantic region tied to p. We keep
track of all regions by the regions assertion, which allows us to allocate new
regions, as so:

regions =t 3r. region(r, ¥, ¥;) (4.5)

Notice that (4.5) gives back a fresh semantic region r. The region(r, yy, ;)
predicate allows for local reasoning about relatedness of two locations in
a region r. We use a predicate bij(r,¢,¢’), which in conjunction with region
captures that ¢ and ¢’ are related by the one-to-one correspondence in r.
Similarly, we use a predicate rel(r,¢,{’, ¢) in conjunction with region for local
reasoning about the fact that values at locations £ and ¢’ in region r are related
by predicate ¢.

With this in mind, the definition of the value relation for STRef p 7 is
that there exists a semantic region r and locations ¢ and ¢’ in a bijection,
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bij(r,£,¢’), such that values pointed to by these locations are related by the
relation corresponding to the type 7, asserted by rel(r,¢,’,[E + T]a).

Finally, (v,v’) are related by [E + ST p ]|, if, for any h; and h; related
in r (region(r, v, y;)) along with some h, and w such that (h;, runST {v}) —*
(hy,w), then there is a heap k), and a value w’ such that we afterwards have
<hi, runST {v’}> - <h’2, w’> and region(r, y, 7/,;) still holds. The intuitive mean-
ing of the word afterwards refers to an application of the future modality (in
the IC triple). Note that it is important that the semantic region r still holds
after runST {v} and runST {v’} have been evaluated. This captures that encap-
sulated computations cannot modify the values of existing locations, but may
allocate new locations (in new regions).

We have now completed the explanation of the value and expression
relation for closed values and expressions. As usual for logical relations, we
then relate open terms by closing them by related substitutions, as specified
according the environment relation G, and finally relate them in the expression
relation for closed terms, see the definition of Z | T F e <|o4 ¢": T in Figure 46.

Properties of the Logical Relation

To show the fundamental theorem and the soundness of the logical relation
wrt. contextual approximation, we prove compatibility lemmas for all typing
rules. Instead of working with the explicit definition of the IC triple, we make
use of the following properties of IC:

Lemma 4.3.1 (Properties of IC).
1. 1C7 efv. Q}* (Yw. (Q w) ~ ICY Clw]{v. Q' v}) + IC Cle] fv. Q')
2. BQuwrICw. Q}
3. (Y. (P v) = (Qv))*IC efv. P} IC? efv. Q)
4. BIC e{v. Q)+ ICY efv. Q)
5. 1CY efv. QY+ ICY efv. Q)
6. (Vh. (hye) — (he’))+>IC7 ¢ {v. Q} + ICY efv. Q)
7. »(V€. 0>, v 2 Q €)1 IC? runST {ref(v)) fw. Q}
8. »C i, veo(l >, v =% Qv)+ IC? runST (1€} fw. Q}

9. »l >y, v x»(l >y, v=2kQ () FICY runST{{ « v} {w. Q}

10. ICY runST {e} {v. Q} * (Vw. (Qw)—

ICY runST {K[returnw]} {v. Q’ w}) FICY runST {K[e]} {v. Q’}
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Items (1) and (2) above show that IC is a monad in the same way that
weakest precondition is a monad, known as the Dijkstra monad. Item (3)
allows one to strengthen the post-condition. Items (4) and (5) says that we
can dispense with the update modality & for IC since the update modality
is idempotent and IC is based on the update modality. Item (6) says that if
a pure reduction from e to e’ exists and later the postcondition Q will hold
when reducing ¢’, then Q will also hold when reducing e. Items (7),(8) and (9)
are properties that allow to allocate, read and modify the heap, all expressing,
that the post-condition Q will hold, if the resources needed are given and Q
holds for the updated resources. Finally, (10) captures the “bind” property
for the RunST monad.

All the compatibility lemmas have been proved in the Coq formalization;
here we just sketch the proof of the compatibility lemma for runST:

Lemma 4.3.2 (Compatibility for runST). Suppose E,X [T Fe=<ze : STX 7
and E + t. Then
B |T F runST {e} <jog runST{e} : 7

Proof Sketch. We prove that for any f and r that [E, X + ST X 7]z xrs(f,1) (v, V)
implies € [E + 7]|a (runST {v}, runST {v’}). The lemma follows from the as-
sumption that e and e’ are suitably related. Assume we have regions, ghost
names for the implementation and specification side, y;, and y;, and heap,, (h})
for some h}. We are to show:

w. Ihy,w’. (h}, runST {v'}) =% (h), w') = G

ICVn ST
runST {v} {I heapy];(h/z) +[2 F ]a(w, w)

Using (4.5) with regions we know there exists a fresh semantic region r and
that the predicate region(r, yp,, ;) holds for r. We then instantiate our assump-
tion by the unit relation [E + 1]]5 and r to get [E, X + ST X T[|A xrs([zr1],,n (v, V)-
By the definition of the value relation for the type ST X 7, we get that if we
give a starting specification heap heap,, (h}) and region(r, y;, ;), then we have
runST {v} reduces to a value w, and there exist a reduction on the specification
side producing w’ such that w and w’ are related by [E, X F 7]Js xis([zr1] p)-
Moreover, we also get the ownership of the resulting specification heap
heap,, (h3).
By Lemma 4.3.1 (3), it suffices to show: £ 3h), w’. <hi,runST {v’}> -5 <h’2,w’>*
heap,, (h}) * [E + t]a(w,w’). The only thing that we do not immediately
have from our assumption is [E + t]]a(w,w’), we only have that w and w’
are related in a larger environment. However since X does not appear free
in 7 (which follows from E + 7) it follows by induction on 7 that [[E,X F
tJaxqEry (W, w’) 4 [E + 7]]a(w, w’) which concludes the proof. O

Notice that in the above proof we start out with two completely unrelated
heaps for the specification and the implementation side since these are uni-
versally quantified inside the IC triple. We then establish a trivial relation



4.4. PROVING CONTEXTUAL REFINEMENTS AND EQUIVALENCES 87

between them by creating a new empty region. We extend and maintain this
relation during the simulation of the stateful expressions on both sides. This
is in essence the reason why our expression relations need not assume (or
guarantee at the end) any relation between the heaps on the implementation
and specification sides.

Using the compatibility lemmas, we can prove the following two theorems.

Theorem 4.3.3 (Fundamental theorem). Z [T re:t=E[TFe<Lge:7

Theorem 4.3.4 (Soundness of logical relation).

BlTte:tAE|TH :TAE|TEeSpge :T=E|TEe< et

4.4 Proving Contextual Refinements and Equivalences

In this section we show how to prove the contextual refinements and equiva-
lences mentioned in the Introduction. For the sake of illustration we present
the proofs of NEuTrALITY and one side of the CommuTATIVITY theorems in
moderate detail — the proofs of these two cases demonstrate the key tech-
niques that are also used to show the remaining contextual refinements and
equivalences from the Introduction. For the remaining theorems, we only
sketch their proofs at a higher level of abstraction. Readers who are eager to
see all proofs in all their details are thus referred to our Coq formalization.

Theorem 4.4.1 (Neutrality). IfE [Tre:1then E|T Fe <y ():1

Proof Sketch. By the fundamental theorem we have E [T F e <55 €: 1. We
show that this implies Z | ' F e <5 () : 1. The final result follows from the
soundness theorem.

By unfolding the IC predicate, we get the assumption that (h;,e) =" (h,,v),
including the ownership of heap,, (h;) and heap,,(h}), and have to prove that?

<hi, ()> reduces deterministically to a value w (and some heap) and that (v, w)
are in the value relation for the unit type. We proceed by allocating a copy
of h}, obtaining heap, (h}) for some fresh . We use this together with our
assumptions, notably E | ' F e <4 €: 1, to get that <hi,e> -5 <h’2,v’> for some
v” and /), such that (v,v’) are related in the value relation for the unit type, i.e.,
v=v"=(), heap,, (h;) and heapy(hé). Notice that we have, crucially, retained
the ownership of heapy;’(hi) and have only updated the freshly allocated copy
of h} with the fresh name y. We are allowed to do this because the relatedness
of expressions, asin Z | I' F e <4 € : 1, universally quantifies over ghost names
for the specification and implementation side heaps. We conclude the proof
by noting that since () is a value, we have, trivially, <hi, ()> -7 <hi, ()> and that
(v,()) are related at the unit type.

SWe ignore the future modality for the sake of simplicity.
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Theorem 4.4.2 (Commutativity). If Z |T'Fe : 1ty and E | T + e, : 1, then
E|TEletx=eyin(e),x) ~cx (€1,€2) : T1 X T

Proof Sketch. We only show E |T'F letx =e;in(e;,x) <iog (€1,€2) : T1 X1y, the
other direction is similar. Unfolding the IC predicate we get the assumption
that (hy,letx = ey in(ey, x)) —* (hy,v) for some h; and v, the ownership of
heap,, (h;) and heapyl;(hi) and we have to prove that <hi, (el,ez)> -5 <h’2,v’>
for some 1} and v’, and that (v,v’) are in the value relation for 7 x 7’. From the
first assumption, we can conclude that (hy,e;) =" (h3,v;), (h3,e1) =" (hy,vq)
and that v = (v{,v,).

We proceed by allocating a fresh copy of hj; (the heap in the middle
of execution of the implementation side) with the fresh name y, heap, (h3)
and also a fresh heapy/(hi) (the heap at the beginning of execution of the
specification side). Notice that these are heaps (on either side) immediately
before executing e;. We use these freshly allocated heaps together with
E|T F e S0g €1 : 11 (Which follows from the fundamental theorem) to
conclude® <hi,€1> -5 <hé,v{> for some v{ and hj.

Now we have the information about the starting heap for execution of e,
on the specification side. Thus, we are ready to simulate the execution of e,
on both sides. Note that the order of simulations is dictated by the order on
the implementation side as we have to prove that the implementation side is
simulated by the specification side.

To simulate e, we proceed by allocating a fresh copy of hj (the heap
immediately before executing e, on the specification side) with a fresh name
v”, heap,(h3). We use this, together with heap,, (h;) (which we originally got
by unfolding the IC predicate) and 2 | T F e, <oq €; : T, (Which we know from
the fundamental theorem). We can do this as we know (hy,e;) —* (h3,v;).
This allows us to conclude that <h’3, e2> -7 (h’z,v§> for some I and v}, the
ownership of heap;,»(h’z) and heap,, (h3) together with the fact that (v, v5) are
related at type 7,.

Now we are ready to simulate e; on both sides. Weuse E [T Fej Zog €1 : 1T
(which we know from the fundamental theorem) together with heap,, (h3)
(from simulating e,) and heapyli(h’l) (which we had as an assumption from
the definition relatedness). We can do this because we know that (h3,e;) —~
(hy,v1). This allows us to conclude that <h’1, e1> - <h’3’,v{’> for some 1} and
vy, the ownership of heap,, (h3) and heap,, (h;) together with the fact that
(v1,v{) are related at type 7. It follows from the determinism of reduction on
the specification side that h; = h} and v] = v7’.

The only thing we need to conclude the proof is the ownership of heap,, (h,)
(the heap at the end of execution of the specification side) whereas we own
heapy};(hg’) which is the heap of the specification side after execution of ¢;

6For simplicity, we are ignoring some manipulations involving the future modality.
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and before execution of e,. However, using some resource reasoning (which
depends on details explained in §4.5), we can conclude that 1} C h,. This in
turn allows us to update our heap resource to get heap,, (h,), which concludes
the proof. O

The proof sketches of the two theorems above show that the true expres-
siveness of our logical relation comes from the fact that the expression relation
quantifies over the names of resources used for the heaps on the specification
and implementation sides. This allows us to allocate fresh instances of ghost
resources corresponding to the heaps (for any of the two sides) and simulate
the desired part of the program. This is the reason why we can prove such
strong equations as Commutativity, Idempotency, Hoisting, etc. The proof of
Commutativity above also elucidates the use of deterministic reduction for
the specification side.

Theorem 4.4.3 (Idempotency). IfE|T'+e:tthen 2 |TF letx =ein(x,x) =y
(e,e) : TXT

Proof Sketch. We show the contextual equivalence, by proving logical relat-
edness in both directions. For the left-to-right direction, we allocate a fresh
heap and simply simulate twice on the specification side using the same re-
duction on the implementation side. For the other direction, we simulate the
same reduction on the specification side twice for the two different reductions
on the implementation side. For the latter we conclude, by determinism of
reduction on the specification side, that the two reductions coincide. O

Theorem 4.4.4 (Rec Hoisting). If E [T Fey:tand E|T,y:t,x: 71, f 11y —
Ty b ey : Ty then

E|TkElety=e inrecf(x) =e) Jqy recf(x)=lety=e;ine, : 11 - 1,

Proof Sketch. The proof of this theorem is quite tricky, in particular because
the the number of operational steps do not match up for the function bodies
on the implementation and specification sides. We do not delve into those
issues here, but concentrate instead on the high-level structure of the proof.

We prove three different contextual refinements, such that their composi-
tion gives us the desired contextual refinement in the theorem. These three
contextual refinements are:

(a) lety = eyinrecf(x) = e; <y lety = ey inrecf(x) = letz = ey ine; :
T — 1T

(b) lety =ejinrecf(x) =letz=e;ine; <y letz=e¢;inrecf(x)=1lety =
e1iney 11y > 1)

(c) letz = ejinrecf(x) = lety = ey ine, < recf(x) = lety = e;ine; :
Ty — To where z is a fresh variable.
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We prove (a) by proving the corresponding logical relatedness. Since
e; reduces to a value we know that it will reduce deterministically to some
value under any heap on the specification side. We prove (c) also by the
corresponding logical relatedness which is rather trivial to prove.

To prove (b) we show the corresponding logical relatedness for a slightly
stronger logical relation; 51\52} . The NN-logical relation is defined entirely
similarly to the primary logical relation above except that the specification
side is required to deterministically reduce to a value in the same number of
steps as the implementation side. Notice that the proofs of the fundamental
theorem and soundness for NN-logical relation are very similar to those of
the primary logical relation.

Formally, for (b) we show

lety =ejinrecf(x)=letz=ejine,

<NN

. . R 7
Slog letz=ejinrecf(x)=1lety=ejine;: 7 —>7

This logical relatedness is in fact rather easy to show if we know that all
reductions of e; (on either side) take the same number of steps. This is
precisely why we use the NN-logical relation: By the fundamental theorem of
the NN-logical relation we know that ¢; 5&? ey : " — v” and hence we can
conclude that both outer reductions (on either side) take the same number of
steps, say n. Similarly we know that both reductions of e; inside the functions
also take the same number of steps, say m. Hence, by allocating appropriate
heaps, we can show that the outer reduction of e; on the implementation
side takes the same number steps as that of the reduction of the inner one
on the specification side. This shows, by determinism of reduction on the
specification side, that n = m, which allows us to conclude the proof. O

Theorem 4.4.5 (1 expansion for Rec). If E | +e: 1) = 15 then E | T F e <
recf(x)=ex:1 > 1,

Proof Sketch. We prove this theorem by proving the following three contextual
refinements.

(a)
(b) E|T'Flety =einrecf(x) = (y x) Scx recf(x)=lety =ein(y x): 7 —

7

T

48]

ITEe=<.xlety=einrecf(x)=(yx):t—> 1

(c) E|TFrecf(x)=1lety=ein(y x) Sxrecf(x)=(ex): 7> 1

Refinements (a) and (c) follow rather easily from their corresponding logical
relatedness while case (b) is an instance of rec Hoisting above. For (c) notice
that f does not appear free in e. O
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Theorem 4.4.6 (B reduction for A). If 2 |,x:1yrey:1pand E|Trey: 1
then
(Ax.e1) er Zcix erlea/x] 1 7T

Proof Sketch. By induction on the typing derivation of e;; for each case we use
appropriate contextual refinements proven by (using the induction hypothesis
if necessary) some of the contextual refinement theorems stated above and
some instances of logical relatedness. We only present a couple cases here.

Case ¢; =inj;e The induction hypothesis tells us that E | T F (Ax.e) ey <cix
eleo/x] : T; and we have to show that E | T E (Ax.inj;e) ep < (inj;e)[ex/x] :
71 + T,. Notice that it is easy to prove (using the fundamental theorem) that
E|TE(Ax.inj;e) e; <j0g inj; ((Ax.e) €y) : 71 + T, The final result follows by
the induction hypothesis, transitivity of contextual refinement and the fact
that contextual refinement is a congruence relation.

Case ¢y = recf(y) = e The induction hypothesis tells us that 2 | I,p :
T, f 1 > T E(Ax.e) ep <.y €[ea/x] : T, and we have to show that E | T F
(Ax.(recf(y) = e)) ez <cx (recf(y) =e)[er/x] : Ty — 7, or equivalently (by
simply massaging the terms) Z |T'F letx = e;in(rec f(y) =e) <.y (rec f(y) =
e[ep/x]) : 11 — 1,. By rec Hoisting and transitivity of contextual refinement,
it suffices to show Z | T F (rec f(y) = letx = e;ine) <, (recf(y) = e[ex/x]) :
71 — T, which easily follows from the induction hypothesis and the fact that
contextual refinement is a congruence relation. O]

We omit the theorems of hoisting and 7j-expansion for polymorphic terms
as they are fairly similar in statement and proof to their counterparts for
recursive functions. We also omit f-reduction for polymorphic terms and
recursive functions. The former follows directly from the corresponding
logical relatedness and the latter follows from S-reduction for A’s and rec-
unfolding: if 2 |, x: 7y, f : 1y > T F e: Ty, then

E|TErecf(x)=e =ux Ax.e[(recf(x)=€)/f]:11 = 15,
which is a consequence of the corresponding logical relatedness.
Theorem 4.4.7 (Equations for stateful computations). See Figure 43.

Proof. Left identity follows by proving both logical relatednesses. Right
identity is proven as follows using equational reasoning;:

ey 6] Saxletx =eyinlety =e;inbind(returny)inletz=xyinlA_.z
(
(
(

<ctxlety=ejinletx =e;inbind(returny)inx

<cxletx=ey;inlety =e¢; inbind(returny)inl_.letz=xyinz

)

)
<axletx=eyinlety =e; inbind(returny)inx

)

<cxbind(returne;)ine, : STp T
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Here the second equation is by rec Hoisting and the fourth by a variant of com-
mutativity. The rest follow by proving the corresponding logical relatedness.
Associativity is proven as follows using equational reasoning;:

bind(binde; iney)ine;
<ctx lety =e;inbindyinletz = (ep,e3) in(Ax.bind(m; z) xinm, 2)
<cx lety =e;inbindyin(Ax.letz = (ey,e3) inbind(m; z) xinm, 2)
<«x lety =e;inbindyin(Ax.letz; =eyinletz; =e3in

letz; =(z; x)inbindzzinz,)
<cx lety =e;inbindyin(Ax.letz; =epinletzs =(z; x)in

letz; =e3inbindzzinz,)
<ctx binde; in(Ax.bind(e; x)ines):STp T

Here the second equation is by rec Hoisting and the fourth by a variant of
commutativity. The rest follow by proving the corresponding logical related-
ness. O

4.5 Iris Definitions of Predicates used in the Logical
Relation

In this section we detail how the abstract predicates (regions, region(r, 4, }),
isRgn(a, r), heap,, (h) and ¢ —,, v) used in the definition of the logical relation
are precisely defined in the Iris logic. To this end, we first introduce three
more concepts from the Iris logic: invariants, saved predicates and ghost-state.

Invariants, Saved Predicates and Ghost State

We extend the grammar for Iris propositions P, presented in §4.3 with syntax
for invariants, saved predicates and ghost-resources:
[ "y
Pu=-|[P| |y @|v(a)|a: M
Invariants in Iris, [P], are typically used to enforce that a proposition P
holds for some shared state. In this paper we use a certain kind of invari-

ants for which we can use the following rules for allocating and opening
invariants:

INv-ALLOC INV-OPEN

j2 P=tP+Q

Pl =Q

7Technically,= has masks = ¢ where £ keeps track of already opened invariants, preventing
the same invariant being opened twice in a nested fashion, which would be unsound. In this
paper we omit the masks for the sake of simplicity.
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Notice that these are not the general rules for allocating and opening in-
variants in Iris. In general, the rule Inv-open should involve a » to ensure
soundness of the logic. However, the above rules do hold for the invariants
we use in this paper.® Invariants are persistent, |P| 4~ *.

For storing of Iris propositions we use a mechanism called saved predi-
cates, ¥y = @. This is simply a convenient way of assigning a name y to a
predicate @. There are only three rules governing the use of saved propo-
sitions. We can allocate them (rule SaAveDPrED-ALLOC), they are persistent
(rule SAveDPRED-PERSISTENT) and the association of names to predicates is
functional (rule SavepPreD-Equiv).

SAVEDPRED-EQuIv

Y 0rye W

SAVEDPRED-ALLOC SAVEDPRED-PERSISTENT

Bedy.ye @ Y P4y Prye= @ >P(a) >V (a)

The later modality is used in rule SavepPrRED-EQuIv as a guard to avoid self
referential paradoxes [38], which is not so surprising, after all, since saved
propositions essentially allow us to store a predicate (something of type
k — iProp) inside a proposition (something of type iProp).

Resources in Iris are described using a kind of partial commutative monoids,
and the user of the logic can introduce new monoids. For instance, in the
case of finite partial maps, the partiality comes from the fact that disjoint
union of finite maps is partial. Undefinedness is treated by means of a validity
predicate v : M — iProp, which expresses which elements of the monoid M
are valid/defined.

contents a. Often, we disregard the type if it is obvious from the context. We
think of this assertion as a ghost variable y with contents a.

GHOST-ALLOC OwN-VALID SHARING
Varp3y.a’ a’+ v (a) a’ +b” +4-la b

Some Useful Monoids In this paragraph, we describe a few monoids which
are particularly useful and which we will use in the following. We do not
give the full definitions of the monoids (those can be found in [38]), but focus
instead on the properties which the elements of the monoids satisfy, shown in
Figure 47. These rules stated are only for monoids that we use in this work
and not in Iris in its generality. For instance, in the rule AutH-INCLUDED, C is
a set relation and is defined for finite set and finite partial function monoids
and not in general.

The figure depicts the rules necessary for allocating and updating finite
set monoids, finset(A), and finite partial function monoids, A —~fin A7 In

8The rules hold for invariants [P| where P is timeless. For details see [38].
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AuTH-INCLUDED FpeN-vALID AGREEMENT-VALID

ea-ob+bCa v'(a) 4+ Vx € dom(a). v (a(x)) v(ag(a)-ag(b))4+a=>b

Excrusive FRAG-DISTRIBUTES FurL-Excrusive

A (ex(a)-b) oa-ob=o(a-b) A (ea-eb)
AuTtH-ALLOC-FINSET AuTtH-ALLOC-FPFN

hna=0 dom(h)Ndom(a) =0 AGREE
oh =tie(hwa)-oa’ oh =tie(hwa)-oa” ag(a)-ag(a) = ag(a)

FPFN-OPERATION-SUCCESS

a(x) if x e dom(a) A x ¢ dom(b)
(a-b)(x) ={a(x)-b(x) if x € dom(a)Ndom(b)
b(x) if x € dom(b) A x € dom(a)

AUTH UprDATE-FPEN
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ~ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,ﬁy

Figure 47: Rules for selected monoid resources in Iris

these monoids, the monoid operation x-y is disjoint union. The notation
ar—b:A—f" B2 {(g,0b)}is a singleton finite partial function.

The constructs e and o are constructors of the so-called authoritative
monoid AutH(M). We read ea as full a and oa as fragment a. We use the
authoritative monoid to distribute ownership of fragments of a resource. The
intuition is that e a is the authoritative knowledge of the full resource, think
of it as being kept track of in a central location. This central location is the
full part of the resource (see rule Aura-INcLupeD). The fragments, oa, can be
shared (rule Frag-pisTriBUTES) while the full part (the central location) should
always remain unique (rule FurL-ExcrLusive).

In addition to authoritative monoids, we also use the agreement monoid
AG(M) and exclusive monoid Ex(M). As the name suggests, the operation
of the agreement monoid guarantees that ag(a) - ag(b) is invalid whenever
a # b (and otherwise it is idempotent; see rules AGREE and AGREEMENT-VALID).
From the rule Acreke it follows that the ownership of elements of Ag(M) is
persistent.

The operation of the exclusive monoid never results in a valid element (rule
Excrusive), enforcing that there can only be one instance of it owned. We can
now give meaning to the heap-specific predicates used in the earlier sections,
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by presenting the canonical example of a HEap monoid:

Hear £ Aurn(Loc fn (Ex(Val)))
heap,,(h) £ o h” Cry v o[l ex(v)]

Notice here that Heap is build from nesting Ex in the finite partial functions
monoid, which again is nested in the Auta monoid. Therefore, to allocate
and update and in the HEap monoid, we can use AutH-ArLoc-Fpen and AuTh-
Uppate-FPEN respectively.

Encoding of Regions by Ghost Resources

In order to concretely represent bijections and relatedness between locations,
we use a pair of monoids, one for the bijection (one-to-one correspondence)
and one for the semantic interpretation, i.e., a name to a saved predicate:

fi
Rel 2 AutH((Loc x Loc) — (Ac(Names))) Bij 2 Aura(P(Loc x Loc))

Both are defined as authorative monoids which allow for having a global and
a local part. To tie the two monoids together with a semantic region r (the
name r is simply a positive integer) we use a third monoid:

fi
Region 2 AutH(Z" — (Ac(Names x Names)))

We fix a global ghost name y;¢, for an instance of this last monoid. For

and also, due to the properties of the agreement monoid, we have that the
semantic region tied to r is uniquely defined. Formally,

———————————————————————————————————

I Vreg | Vre, _ _
o1 > ag(Vpijy Veel) - *l0T > ag(yl;jj' Vr/e1); *F Voij = Vl;ij AVrel = Vye  (4:6)

|
**************** L - ____-J _

(HCD : (Val x Val) — iProp),v,v’. € ., v
(€.)—>ag(Vprea) R U=y V% Ypred = P *><P(VIV’))

The predicate asserts that the semantic region r is associated with two ghost

of R, which is a mapping of pairs of locations to ghost names. Further, for each
element (€,¢’) = ag(¥preq) € R we have ownership of the points-to predicates



96 CHAPTER 4. MONADIC ENCAPSULATION OF STATE

¢y, vand ¢’ >, v" and the knowledge about a saved predicate @, named
by ¥pred, that holds later for v and v’.
The regions predicate keeps track of all the allocated regions by having

the full authoritative part e M : Reg/’":

. A
regions =

* dg:finset(Loc x Loc), R:(Loc x Loc) — fin (AG(Names)).

ragyyeM @8l *bijection(g) <o R + ¢ = dom(R)

For each element r > ag()}j, Vre) in M, regions have full authoritative own-
ership of a bijection g and fragment ownership of R, which maps each pairs
of locations to a ghost name for saved predicates. Here, ¢ and the domain of
R is forced to be equal, ensuring that all pairs that are related in the bijection
are also related in the region. Notice that since the regions predicate is an
invariant, it is also persistent.

Notice here as well that individual regions are tied to the regions predicate,

reglons, by havmg the fragment ownershlp of foiri Ftég(ﬁ,; i/;,;]j Wlieéférfvy’eg

the regions predicate is tied to all reglons by asserting ownershlp of the
fragment ‘Bﬁlyre' This illustrates how ghost resources are important to enforce
relations in and out of invariants.

We can now give meaning to the abstract predicates used in the definition

of STRef p 7°:

77777777777777777 Eg

Each of the predicates owns the ghost resource suggested by its name. For
instance, Property (4.5) from §4.3 can now be shown:

regions =t 3r. region(r, Y, ¥;)

First, we open the 1nvar1ant usmg INv- OPEN. to obtam ‘;M’"R’e’g’(éﬁ‘”ﬂg

. By

,,,,,,,,,,,

9The predicate \o r +— ag(Vpii, Vre]) "% appears in all the abstract predicates to obtain yp;;

and ¥yj. This is to keep the initial descrlptlon of the predicates simple. The redundancy does
not exist in the actual implementation.
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to obtain iiofrf 7|—7>7aflfgi(%;j:5/;eiﬁiy”g , for some r not in dom(M), since M is finite.

region(r,yy, ;) now holds trivially, since there are no locations allocated

in 1;0)]7/”1. Similarly, bijection() and dom(@) = @ hold trivially, so we have

reestablished the body of the invariant.

4.6 Formalization in Coq

We have formalized our technical development and proofs in the Iris imple-
mentation in Coq [38, 39]. The Iris implementation in Coq [38] includes a
model of Iris and proof of soundness of the Iris logic itself. The Iris Proof
Mode (IPM) [39] allows users to carry out proofs inside Iris in much the same
way as in Coq itself by providing facilities for working with the substruc-
tural contexts and modalities of Iris. We have used Iris and IPM to formalize
the future modality, the IC predicates, our logical relation and to prove the
state-independence theorem and all the refinements presented in this paper.

The Trusted Computing Base

Even though our logical relation has been defined inside the Iris logic, the
soundness theorem of Iris [38] allows us to prove the soundness of our logical
relation:

Theorem binary_soundness I' e e’ 7 : typed ' e 7 — typed T e’ 7 —
VX ‘{ICGST ¥, LogRelG X}, TFe<logce” : 1) >IFec<ctx<e’:rT.

This statement says that whenever E [ +e:7and E | + ¢’ : 7 and we can
prove in the Iris logic (notice the quantification of Iris parameters, ¥ ‘{ICG__
ST X} ‘{LogRelG 2})10 that e and e’ are logically related, then e contextually
refines ¢’. Notice that E does not appear in the Coq code as we are using
de Bruijn indices to represent type variables and hence need no type level
context. The definition of contextual refinement and well-typedness are in
turn normal Coq statements, independent of Iris.

All lemmas and theorems in this paper are type checked by Coq without
any assumptions or axioms apart from the use of functional extensionality

which is used for the de Bruijn indices. It is used by the Autosubst library.

Extending Iris and IPM and instantiating them with STLang

The implementations of Iris and IPM in Coq are almost entirely independent
of the choice of programming language. In practice, the only definitions that
are parameterized by a language are the definitions of weakest-precondition
and Hoare triples. To use these with a particular programming language,
one needs to instantiate a data structure in Coq that represents the language.

103 is the set of Iris resources and the other two parameters express that resources necessary
for IC and our logical relations are present in X.
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Basically, one is required to instantiate this data structure with the language’s
set of states (heaps in our case), expressions, values and reduction relation,
together with proofs that they behave as expected (e.g., values do not reduce
any further). In this work we use IC predicates and IC triples instead of
the weakest precondition and Hoare triples used in earlier work. Therefore,
we have also parameterized IC predicates and IC triples by a data structure
representing the programming language. We instantiate these with STLang.
The formalization of Iris in Coq is a shallow embedding. That is, the model
of the Iris logic is formalized in Coq, and terms of the type iProp (propositions
of Iris) are defined as well-behaved predicates over the elements of that model.
The advantage of shallow embeddings is that one can easily introduce new
connectives and modalities to the logic by defining another function with
iProp as co-domain. For instance, our IC predicate is defined as follows in
Cogq.
Definition ic_def {A ¥} ‘{ICState A, ICGA XY} y E e ® : iProp X :=
(VY 01 02 v n, ("nsteps pstep n (e, ol) (of_val v, 02)7 * ownP_full y ol)
— [>{E}=[n]=> P v n » ownP_full y 02)%I.

Here, -7 embeds Coq propositions into Iris and ownP__full y o is the full
ownership of the physical state of the language (parameter A), equivalent to
our heapy(a). The Coq proposition nsteps pstep n (e, ol1) (of_val v, 02)
) states that (e, 0q) physically reduces (pstep) in n steps to (v,0,) where v is a
value. The %I at the end instructs Coq to parse connectives (e.g., the universal
quantification) as Iris connectives and not those of Coq.

As discussed in [39], IPM tactics, like the iMod tactic for elimination of
modalities, simply apply lemmas with side conditions that are discharged
with the help of Coq’s type class inference mechanism. Extending IPM with
support for the future modality and IC predicates essentially boils down to
instantiating some of these type classes appropriately.

Representing binders

We use de Bruijn indices to represent variables both at the term level and
the type level; in particular, we use the Autosubst library [68]. It provides
excellent support for manipulating and simplifying terms with de Bruijn
indices in Coq. The simplification procedure, however, seems to be non-linear
in the size of the term. This is the main reason for the slowness of Coq’s
processing of our proofs.!!

1 About 17 minutes on a laptop using “make -j4” to compile our Coq formalization of about
12,500 lines.
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4.7 Related work

The most closely related work is the original seminal work of Launchbury
and Jones [47], which we discussed and related to in the Introduction. In this
section we discuss other related work.

Moggi and Sabry [52] showed type soundness of calculi with runST-like
constructs, both for a call-by-value language (as we consider here) and for
a lazy language. The type soundness results were shown with respect to
operational semantics in which memory is divided into regions: a runST-
encapsulated computation always start out in an empty heap and the final
heap of such a computation is thrown away. Thus their type soundness result
does capture some aspects of encapsulation. However, the models in loc. cit.
are not relational and therefore not suitable for proving relational statements
such as our theorems above. The authors write: “Indeed substantially more
work is needed to establish soundness of equational reasoning with respect to our
dynamic semantics (even for something as unsurprising as p-equivalence)” [52].

In contrast to Moggi and Sabry [52], who also considered type soundness
for a call-by-need language, we only develop our model for a call-by-value
language. For call-by-need one would need to keep track of the dependencies
between effectful operations in the operational semantics and only evaluate
them if they contribute to the end result. These dependencies would also have
to be reflected in the logical relations model. It is not clear how difficult that
would be and we believe it deserves further investigation.

It was pointed out already in [47] that there seems to be a connection
between encapsulation using runST and effect masking in type-and-effect
systems a la Gifford and Lucassen [26]. This connection was formalized by
Semmelroth and Sabry [69], who showed how a language with a simplified
type-and-effect system with effect masking can be translated into a language
with runST. Moreover, they showed type soundness on their language with
runST with respect to an operational semantics. In contrast to our work, they
did not investigate relational properties such as contextual refinement or
equivalence.

Benton et al. have investigated contextual refinement and equivalence for
type-and-effect systems in a series of papers [10-13] and their work was ex-
tended by Thamsborg and Birkedal [74] to a language with higher-order store,
dynamic allocation and effect masking. These papers considered soundness of
some of the contextual refinements and equivalences for pure computations
that we have also considered in this paper, but, of course, with very different
assumptions, since the type systems in loc. cit. were type-and-effect systems.
Thus, as an alternative to the approach taken in this paper, one could also
imagine trying to prove contextual equivalences in the presence of runST
by translating the type system into the language with type-and-effects used
in [74] and then appeal to the equivalences proved there. We doubt, however,
that such an alternative approach would be easier or better in any way. The
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logical relation that we define in this paper uses an abstraction of regions and
relates regions to the concrete global heap used in the operational semantics.
At a very high level, this is similar to the way regions are used as an abstrac-
tion in the models for type-and-effect systems, e.g., in [74]. However, since
the models are for different type systems, they are, of course, very different in
detail. One notable advance of the current work over the models for type-and-
effect systems, e.g., the concrete step-indexed model used in [74], is that our
use of Iris allows us to give more abstract proofs of the fundamental lemma
for contextual refinements than a more low-level concrete step-indexed model
would.

Recently Iris has been used in other works to define logical relations for
different type systems than the one we consider here [39, 42]. The defini-
tions of logical relations in those works have used Iris’s weakest precondi-
tions wp e{v. P} to reason about computations. Here, instead, we use our
if-convergence predicate, IC? e{v. P}. One of the key technical differences be-
tween the weakest precondition predicate and the if convergence predicate is
that the latter keeps explicit track of the ghost variable y used for heap. This
allows us to reason about different (hypothetical) runs of the same expression,
a property we exploit in the proofs of contextual refinements in §4.4.

4.8 Conclusion and Future Work

We have presented a logical relations model of STLang, a higher-order func-
tional programming language with impredicative polymorphism, recursive
types, and a Haskell-style ST monad type with runST. To the best of our
knowledge, this is the first model which can be used to show that runST pro-
vides proper encapsulation of state, in the sense that a number of contextual
refinements and equivalences that are expected to hold for pure computations
do indeed hold in the presence of stateful computations encapsulated using
runST. We defined our logical relation in Iris, a state-of-the-art program logic.
This greatly simplified the construction of the logical relation, e.g., because
we could use Iris’s features to deal with the well-known type-world circular-
ity. Moreover, it provided us with a powerful logic to reason in the model.
Our logical relation and our proofs of contextual refinements used several
new technical ideas: in the logical relation, e.g., the linking of the region
abstraction to concrete heaps and the use of determinacy of evaluation on the
specification side; and, in the proof of contextual refinements, e.g., the use of
a helper-logical relation for reasoning about equivalence of programs using
the same number of steps on the implementation side and the specification
side. Finally, we have used and extended the Iris implementation in Coq to
formalize our technical development and proofs in Cogq.



4.8. CONCLUSION AND FUTURE WORK 101

Future work Future work includes developing a model for a call-by-need
variant of STLang. In the original paper [47], Launchbury and Peyton Jones
argue that it would be useful to have a combinator for parallel composition of
stateful programs, as opposed to the sequential composition provided by the
monadic bind combinator. One possible direction for future work is to inves-
tigate the addition of concurrency primitives in the presence of encapsulation
of state. It is not immediately clear what the necessary adaptations are for
keeping the functional language pure. It would be interesting to investigate
whether a variation of the parallelization theorem studied for type-and-effect
systems in [42] would hold for such a language.
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Abstract

Building network-connected programs and distributed systems is a powerful
way to provide availability in our digital, always-connected era. As always,
however, with great power comes great complexity. As such, reasoning about
distributed systems is well-known to be quite difficult.

In this paper we present Aneris, a state-of-the-art separation logic capable
of node-local reasoning about concurrent and distributed systems. The logic is
higher-order, concurrent, with higher-order store, and network sockets and is
built entirely in the Coq proof-assistant.

We use our logic to verify a load-balancer that use threading to distribute
load amongst servers and to verify an implementation of the two-phase-commit
protocol with a verified replicated logging service as client.

The two examples certifies that Aneris is well-suited for both horizontal
and vertical modular reasoning.
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5.1 Introduction

Network-connected applications and in particular distributed systems are
used every day by myriads of people for providing financial services, hailing
taxis and sending messages over social media. However, formal reasoning
about such systems is well-known to be difficult because of the complexity
that concurrent, stateful programs expose. A well-known approach to combat
complexity in programs is to disentangle software systems into independent
modules to enable local reasoning. Local reasoning enables (a) information
hiding and abstraction and (b) separation of concerns.

Previous work on verification of distributed systems has traditionally
focused on verification of protocols of core network components. This ap-
proach has proven particularly useful within the context of model-checking,
by validating both safety and liveness assertions [59], such as SPIN Holzmann
[30], TLA+ [46] and Mace [37]. More recently, significant contributions has
been made in the field of formal proofs of implementations of challenging
protocols, such as two-phase-commit, lease-based key-value stores, Paxos and
Raft [28, 50, 62, 70, 81]. All of these developments define domain specific
languages, specialized for distributed systems verification. Protocols and
modules proven correct can be compiled to an executable often relying on
some trusted code-base. However, reusing verified components in larger ap-
plications is difficult because: (1) the implementation specific code is often
mixed with logical assertions about the abstract state, therefore lacking ab-
straction (a), (2) the DSL’s do not support many modern language constructs
such as concurrency or simplistic local state, (3) combining artifacts requires
a unified framework to reason about specifications written in separate DSL’s.
The DiskeL framework [70] is a promising candidate for modular programming
of distributed components, however, node-local references are visible in the
global protocol specifications and the language lacks node-local concurrency.

In this work, we present Aneris, a framework for verifying real-world
network-connected applications in Iris [38], specifically developed with mod-
ular reasoning in mind. We obtain this property by what we refer to as
node-local reasoning, similar to thread-local reasoning for thread-concurrent
programs. We start by motivating the need for Aneris.

Why Aneris?

The design goal of Aneris and the surface language AnerisLang is to facil-
itate verified modular programming of large software systems, including
distributed systems. Thus, Aneris should strive for the following:

1. The programming language should be realistic, familiar and easy to work
with in practice: In particular, AnerisLang should have higher-order
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functions, local state, concurrency and network primitives, to aid the
developer in writing succinct, performant programs.

2. Code re-use and vertical composition of specifications: A client should be
able to use a verified component by only relying on the components
specification, known as modular reasoning or vertical composition. This
allows for changing and updating modules, without having to update
the client or the clients proof.

3. Horizontal composition: A verified component should be able to be com-
posed with other components, potentially engaging in different proto-
cols, as long as the environment satisfies the protocols stated by the
component. This allows for components to be composed horizontally
and to build an verify large scale distributed systems.

4. Verification should be as easy as possible: Interactive theorem proving,
such as tactics in Coq, has proven successful for large scale verification
projects. Ideally, using Aneris for verification purposes should provide
a compatible experience.

There are many different ways of adding network primitives to languages.
One approach is message-passing, either by first-class communication channels
from the m-calculus or by an implementation of the actor model, similar to
Erlang. However, any such implementation is an abstraction built on top of
network sockets. Network sockets are a quintessential part of distributed
systems and all major operating systems provide an application programming
interface (API) for it. AnerisLang provides support for network sockets by
exposing a simple API with the core methods necessary for UDP based pro-
gramming. This allows for a wide-range of real-world systems and protocols
to be written (and verified) in AnerisLang.

Aneris is built on top of Iris, a state-of-the-art higher-order concurrent
separation logic, which already has powerful built-in features to support rea-
soning about higher-order programs with higher-order store and concurrency,
e.g., higher-order impredicative invariants, higher-order Hoare triples, etc..
Setting up such a powerful program logic is difficult in general because it
requires one to solve recursive domain equations — however, this has been
solved in Iris. Thus, we can obtain all the features mentioned in bullet point
(1) above by setting up Aneris on top of Iris and including an API for sockets.
We discuss in Section 5.4 how Iris’s facilities are used to define the program
logic of Aneris.

The higher-order concurrent distributed separation logic of Aneris pro-
vides a clear distinction between the programs, specifications for those pro-
grams and proofs thereof. Hoare-style reasoning, a traditional way of giving
abstract specifications to implementations, can be encoded in Aneris through
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weakest-pre-conditions, allowing one to compose proofs about programs ver-
tically without relying on a specific components’ implementation, satisfying
(2).

Formal reasoning about nodes in distributed systems has often been done
by giving an abstract model in the form of some kind of state-transition system
or flow-chart, in the tradition of Floyd [25], Lamport [44, 45]. States are
normally taken to be a view of the global state and events are then observable
changes to this state. State-transition systems are quite versatile and have been
used in other verification applications, e.g., logical relations models [3, 22]
and in Hoare-style logic and type-theory [70, 72]. However, Jung et al. [33]
showed that all you need is monoids (to encode resources) and invariants! (to
encode protocols with the help of resources). We follow said approach, and
associate each socket with a protocol in the form of an Aneris predicate on the
incoming messages. We further allow the network to own the resources in
transit, thus resources are transferred from the sender to the network before
they are transferred to the recipient. This allows for independent program
verification (state evolution) and local synchronization by ownership transfer.
This enables reasoning about distributed systems in a fully node-local way
(3).

Finally, by the virtue of using Iris as a basis for Aneris we have the Iris proof
mode (IPM) [39] at our disposal. It enables us to carry out interactive reasoning
about the distributed separation logic of Aneris. This makes verification of
distributed systems more pleasant and intuitive (4).

In summary, the key contributions of this work are:

* AnerisLang, a formalized higher-order functional programming lan-
guage, with higher-order store, concurrency and network sockets, al-
lowing for dynamic creation and binding of sockets to addresses with
serialization and de-serialization primitives for encoding and parsing
messages.

* Aneris, the first higher-order, concurrent, separation logic with support
for network sockets, verified fully in the proof-assistant Coq. Since the
logic is built on top of Iris, assertions on state and protocols can use all
of the features from Iris, including invariants and monoids.

* A simple, novel, approach to guarding network sockets as predicates
on messages, allowing for logical synchronization by the means of
ownership-transfer. Ultimately, this enables what we refer to as node-
local reasoning, the basic principle that allows for modular reasoning of
distributed systems components.

I'This has since been reduced to just resources as invariants can be, and are in recent
version of Iris, implemented using high-order ghost resources [34, 38].
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* We use Aneris to verify a load-balancer, a program that distributes work
on multiple servers by the means of threaded concurrency. The only
assumption made on the servers is that they have a known address and
that the socket protocols do not assert anything about the sender.

* We use Aneris to prove an implementation of two-phase-commit correct.
Specifically, we prove that the coordinator and participant components
satisfy the protocol. We then use these components in a distributed
client of the two-phase-commit that does replicated logging, showing
that vertical composition is achieved through node-local reasoning.

The structure of the rest of the paper We start be describing the core con-
cepts of Aneris in 5.2. We then show the operational semantics of AnerisLang
5.3 before showing adequacy and how to encode Aneris in Iris in 5.4. We then
use the logic to show a specification for a load-balancer 5.5 and two-phase-
commit 5.6 with a client of replicated logging 5.7 before describing related
work 5.8 and concluding 5.9.

5.2 The core concepts of Aneris

In this section, we present Aneris’ approach to formal verification of dis-
tributed systems: node-local reasoning and protocols. These concepts are
already familiar in the context of separation logic, thus we start by describ-
ing local reasoning in this context. We then explain how to lift thread-local
reasoning to node-local reasoning, a novel approach to distributed systems
verification. Finally, we describe protocols in Aneris and show a concrete lock
server with a guarding protocol.

Local Reasoning and Thread Local Reasoning

Arguably the most important feature of (concurrent) separation logic, to
which it owes its success and prevalence, is that it enables modular reasoning.
Originally, separation logic [66] was introduced to enable modular reasoning
about the heap. The essential idea was that we could give a local specification
{P}e{x. Q} to a program e involving only the footprint of e. Local specifications
could then be lifted to (more) global specifications by the following Frame-

RULE:

FrRAME-RULE
{P}efx. Q)
{P*R}e{x. Q*R}

Here, the proposition R is called the frame. The symbol = is separating conjunc-
tion. Intuitively, P * Q holds if resources (in this case heaps) can be divided
into two disjoint resources such that P holds for one and Q holds for the other.
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Thus, the Frame-ruLe essentially says that executing e for which we know
{P}e{x. Q} cannot possibly affect parts of the heap that are separate from its
footprint.

Ever since its introduction, separation logic has been extended to resources
beyond the heap of the program. Concurrent separation logics [56] have been
developed to reason about concurrent programs and again a pre-eminent
feature of these program logics is modular reasoning, in this instance with
respect to concurrency, i.e., thread-local reasoning. That is, when reasoning
about a concurrent program we consider threads one at a time and need not
reason about different interleavings explicitly. In a way, our frame here is, in
addition to the shared fragments of heap and other resources, the execution
of other threads which can be interleaved throughout the execution of the
thread being verified. This can be seen in the following Fork-rULE:

ForRk-RULE

{P}e{x. true}
{P}fork {e} {x. x = ()}

One notable program logic in the family of concurrent separation logics is
Iris. Iris is a concurrent higher-order separation logic framework which was
designed to reason about concurrent higher-order imperative programming
languages. Iris has already proven to be quite versatile for reasoning about a
number of sophisticated properties of programming languages, e.g., [35, 36,
75]. In order to support modular reasoning about concurrent programs, Iris
(1) features impredicative invariants for expressing protocols among multiple
threads, and, (2) allows encoding of higher-order ghost state using a form of
partial commutative monoids for reasoning about resources. We will give
examples of these features and explain them in more detail later on.

Aneris programs are higher-order imperative concurrent programs that
run on multiple nodes in a distributed system. One of the main contributions
of the present work is that when reasoning about distributed systems in
Aneris, alongside heap-local and thread-local reasoning we reason node-locally.
That is, when proving correctness of Aneris programs we reason about each
node of the system in isolation.

In the rest of this section we explain at a conceptual level, how we achieve
node-local reasoning in Aneris. The key idea is that although distributed
systems and concurrent programs are vastly different, they conceptually share
some essential features. The similarities allow us to put the machinery that
Iris provides for thread-reasoning about concurrent programs into use for
node-local reasoning about distributed systems.

Node-Local Reasoning About Distributed Systems

By the virtue of working in Iris the reasoning in Aneris is both modular with
respect to separation logic frames and with respect to threads. Similarly to
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threads Aneris allows for node-local reasoning about programs:

START-RULE

{P = freePorts(ip, {p|0 < p < 65536})}(n;e) {x. true}
{P = freelp(ip)} (S; start {n;ip; e}) {x. x = (5;())}

Here start is the command that launches a new node named # in the dis-
tributed system associated with ip-address ip running program e. Only the
distinguished system node S can start new nodes. The idea is that in Aneris,
the execution of the system starts with the execution of S as the only node in
the distributed system. S then bootstraps the distributed system by starting
other nodes. In order to start a new node associated with ip-address ip, one
needs to provide freelp(ip) which indicates that the ip-address ip is not used
by other nodes. The node can on the other hand rely on the fact that when
it starts, all ports on the ip-address ip are available. To facilitate modular
reasoning, free ports can be divided up:

ANB=0
freePorts(ip, A) = freePorts(ip, B) 4+ freePorts(ip, AU B)

where - is logical equivalence of Iris propositions.

In Aneris we associate with each socket (pair of ip-addresses and ports) a
protocol which restricts what can be communicated over that socket. In Aneris
terms, we write s =P @ to mean that socket s is governed by the protocol
®@. In particular, if we have s &P @ and s &P W, we can conclude that @
and W are the same protocol.

We support two kinds of sockets: static sockets and dynamic sockets.
This distinction is abstract, it is only at the level of the logic and not the
distributed system itself. Static sockets are those which have primordial
protocols agreed upon before starting the system. The static protocols are
primarily for addresses pointing to servers. By having a primordial protocol,
any node in the system (including the server itself) know and must respect
this protocol.

To support node modular reasoning in general we distinguish static and

dynamic addresses. To this end, we use the proposition +£> (A) which means
the set of addresses in A are static and should have a fixed interpretation.

.o f . . .
The proposition — (A) expresses knowledge without asserting ownership
of resources. In Iris terminology, this proposition is persistent: |i> (A) —H—»i)
(A s (A).

Corresponding to the two kinds of addresses, we have the two rules Binp-
stat-rULE and Binp-pyn-ruLe shown below for binding addresses (starting the
communication over) to a socket. Notice that in the case of BIND-DYN-RULE
one can choose the protocol while in the case of Binp-star-ruLe the protocol is
existentially quantified, i.e., it is the primordial protocol associated to (ip, p).
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rec lockserver ip p := rec listen skt handler :=
let lock := ref NONE in match receivefrom skt with
let skt := socket() in SOME m => handler (fst m)
Socketbind skt (makeaddress ip p); (snd m) in
listen skt (rec h msg from := | NONE => listen skt handler
if msg = "LOCK" end

then match !lock with
NONE => lock « SOME ();
sendto skt "YES" from
| SOME _ => sendto skt "NO" from
end
else lock <« NONE;
sendto skt "RELEASED" from);
listen skt h)

Figure 51: A lock server in AnerisLang. Function binders are strings in Coq
but are shown as regular binders for the sake of clarity.

BIND-STAT-RULE
{|i> (A)*(ip,p) € A=z |i>[n] None * freePorts(ip, {p})}
(n;socketbindz(ip, p))

{x. x=0+3P. z, 5 Some (ip, p) * (ip, p) =P qz}

BIND-DYN-RULE
{ri (A)*(ip,p) € Axz, ri[n] None * freePorts(ip, {p})}
(n;socketbindz(ip, p))

_ S [Vl] . . prot
x.x=0xz+  Some(ip,p)*(ip,p) =" @

(1] . . .
Here, z+>  Some (ip,p) is a socket assertion used to keep track of resources
associated with the socket that belongs to node n. The resource is there to
ensure that each socket is bound only once.

A Lock Server

Mutual exclusion in distributed systems is often a necessity and there are
many different approaches for providing it. The simplest solution, presented
in this section, is a centralized algori