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Security metrics

• Noninterference is a good theoretical basis, BUT 
not sufficient in practice

• (cf. declassifies in programming assignment)


• Quantitative approach: 

• “how much” information is leaked through 

program execution.

• If we have such an approach then 

noninterference is just a special case where “how 
much == nothing”.



Idea behind quantitative approach
• Given a program. There are


• some secret input H

• some public output L


• Adversary observes L, tries to deduce something about H. 

• Can we quantify the information content using numbers:


• how much information there is in H?

• how much of that information about H is leaked to L?

• how much information about H remains unleaked?


• Intuition

• “initial uncertainty = information leaked + remaining uncertainty”


• Whatever these numbers are they need to be meaningful:

• Sanity checks


• for NI, the leakage should be 0

• for non-zero case the numbers should have value proportional to their actual 

security significance

•



The formal setting

• Simple imperative deterministic programming language

• a priori known distribution of inputs


• We’ll look at two definitions:

• one based on Shannon entropy: see that it satisfies 

only one of the sanity checks but not the other

• a definition based on min-entropy


• We will focus only on the semantic definition of security, 
not how to enforce it, but this is important:

• If the semantic definition is broken, a sound/precise 

analysis w.r.t. that definition is useless.



Example

• Consider program  
   L := H & (11111)2


• This program copies the last 5 bits of H into L

• Suppose H is a 32-bit integer


• This program leaks 5 out of 32 bits of H

Bitwise AND



Shannon entropy
• Suppose that X is a random variable


• example: a coin, a dice, etc

• let X be the set of possible values of X


• for coin: X = {head, tails}

• for a dice: X = {1, … ,6}


• Write p(x) for probability that r.v. X has value x

• Definition: entropy of the r.v. X is a measure of 

uncertainty in X

x ∈ X
H(X) = - ∑ p(x) · log p(x) 

(Convention: 0 · log 0 = 0)



Example: a coin

• Suppose we have a fair coin

• p (heads) = 1/2

• p (tails) = 1/2 

• Q: what’s the entropy of the fair coin?

• A: - ((0.5 * log2 0.5) + (0.5 * log2 0.5))


• Obs: this is independent of the values in X.



Conditional entropy
• Suppose we have two r.vs. X and Y:

• Conditional entropy: how much uncertainty there is 

about X given Y

• (expected value of the entropies of the 

conditional distribution)

y ∈ Y
H(X|Y) = ∑ p(y) · H (X|Y = y)

x ∈ X
H(X|Y = y) = - ∑ p(x|y) · log p(x|y) where

Conditional random variable

probability of X = x, given Y = y

If X is determined by Y, then H (X|Y) = 0



Mutual information

• Amount of information shared between r.vs X and Y 

• I (X; Y) = H (X) - H (X|Y)

• Turns out to be symmetric: I (X;Y) = I (Y; X)


• Slogan:

• “initial uncertainty = information leaked + remaining 

uncertainty”

• OR:


• “information leaked = initial uncertainty - remaining 
uncertainty”


• If H and L are r.vs. define leakage to be H (H) - H (H | L), or 
simply I (H; L)



• L is determined by H, in this case H (L|H) = 0

• I (H; L)  

= I (L; H)  
= H (L) - H (L | H)  
= H (L)


• Suppose H is a uniformly distributed 32-bit int.

Deterministic programs
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So, in the case of deterministic programs, the mutual information I(H;L) can be sim-
plified to the entropy H(L).

We can apply these definitions to some example programs. If we assume that H is a
uniformly-distributed 32-bit integer, with range 0 ≤ H < 232, then we get the following
results:

Program H(H) I(H;L) H(H|L)
L := 0 32 0 32
L := H 32 32 0

L := H & 037 32 5 27
Turning to the research literature, the definitions we have described:

– initial uncertainty = H(H)
– information leaked = I(H;L)
– remaining uncertainty = H(H|L)

seem to be the emerging consensus. Clarke, Hunt, and Malacaria [7,8,9,10] use these
definitions, although they also address the more general case where the program c
receives both high and low input. Köpf and Basin [3] use these definitions in their
study of side-channel attacks, but they consider only the deterministic case. (They also
consider guessing entropy and marginal guesswork in addition to Shannon entropy.)
Chatzikokolakis, Palamidessi, and Panangaden [2] also use these definitions in their
study of anonymity protocols. However, they are especially interested in situations
where it is unreasonable to assume an a priori distribution on H; this leads them to
emphasize the channel capacity, which is the maximum value of I(H;L) over all dis-
tributions on H. Finally, the framework of Clarkson, Myers, and Schneider [12] is a
significant extension of what we have described here, because they consider the case
when the adversary A has (possibly mistaken) beliefs about the probability distribution
on H. But in the special case when A’s beliefs match the a priori distribution, and when
the expected flow over all experiments is considered (see Section 4.4 of their paper),
then their approach reduces to using the above definitions.

4 Security Guarantees with the Consensus Definitions
Given the consensus definitions of quantitative information flow described in Section 3,
we now turn our attention to the question of what security guarantees these definitions
support.

A first result along these lines is proved in [8]; they show, for deterministic programs,
that H(L) (the “information leaked”) is 0 iff c satisfies noninterference. This is good,
of course, but it is only a sanity check—it establishes that the zero/nonzero distinction
is meaningful, but not that different nonzero values are meaningful.

Really the key question with respect to security is whether the value of H(H|L) (the
“remaining uncertainty”) accurately reflects the threat to H.

One bound that seems promising in justifying the significance of H(H|L) is given by
Clark, Hunt, and Malacaria [7] based on work by Massey [23]. It states that the guessing
entropy G(H|L), which is the expected number of guesses required to guess H given L,
satisfies

G(H|L) ≥ 2H(H|L) − 2 + 1 (1)

provided that H(H|L) ≥ 2. For example, consider the program discussed above,

What about sanity checks?  OK for NI (leakage 0), 
but what about non-zero leakage?



Examples

Suppose H is uniformly distributed 8k bit integer

0  ≤ H ≤ 28k
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L := H & 037

where H is uniformly distributed with range 0 ≤ H < 232. Here we have H(H|L) = 27,
since each equivalence class contains 227 elements, uniformly distributed. So by (1) we
have

G(H|L) ≥ 225 + 1

which is quite an accurate bound, since the actual expected number of guesses is

227 + 1
2

.

But note however that when we assess the threat to H, the adversary’s expected number
of guesses is probably not the key concern. The problem is that even if the expected
number of guesses is huge, the adversary might nonetheless have a significant proba-
bility of guessing the value of H in just one try.

A result that addresses exactly this question is the classic Fano inequality, which
gives lower bounds, in terms of H(H|L), on the probability that adversary A will fail
to guess the value of H correctly in one try, given the value of L. Let Pe denote this
probability. The Fano inequality is

Pe ≥ H(H|L) − 1
log(|H|− 1)

. (2)

Unfortunately this bound is extremely weak in many cases. For example, on the pro-
gram

L := H & 037

the Fano inequality gives

Pe ≥ 27 − 1
log(232 − 1)

≈ 0.8125

But this wildly understates the probability of error, since here the adversary has no
knowledge of 27 of the bits of H, which implies that

Pe ≥ 227 − 1
227

≈ 0.9999999925

One might wonder whether the Fano inequality could be strengthened, but (as we will
illustrate below) this is not in general possible.

Fundamentally, the problem is that H(H|L) is of little value in characterizing the
threat that the adversary, given L, could guess H. We demonstrate this claim through
two key examples. Assume that H is a uniformly distributed 8k-bit integer with range
0 ≤ H < 28k, where k ≥ 2. Hence H(H) = 8k.

The first example is the program

if H mod 8 = 0 then
L := H

else
L := 1

(3)

H(H) = 8k

Example1

Example2
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Since this program is deterministic, its information leakage is just H(L). Notice that
the else branch is taken on 7/8 of the values of H, namely those whose last 3 bits are
not all 0. Hence

P [L = 1] =
7
8

and
P [L = 8n] = 2−8k

for each n with 0 ≤ n < 28k−3. Hence we have

H(L) =
7
8

log
8
7

+ 28k−32−8k log 28k ≈ k + 0.169

This implies that
H(H|L) ≈ 7k − 0.169

suggesting that about 7/8 of the information in H remains unleaked. But, since the
then branch is taken 1/8 of the time, the adversary can guess the value of H at least
1/8 of the time! (We remark that this example shows that the Fano inequality cannot in
general be strengthened significantly—here the Fano inequality says that the probability
of error is at least

7k − 1.169
log(28k − 1)

which is close to 7/8 for large k.)
The second example (using the same assumptions about H) is the program

L := H & 07k−11k+1 (4)

where 07k−11k+1 is a binary constant; this program copies the last k + 1 bits of H into
L. Hence we have

H(L) = k + 1

and
H(H|L) = 7k − 1.

Here notice that, given L, the adversary’s probability of guessing H is just 1/27k−1.
The key point to emphasize here is that, under the consensus definitions, program (4)

is actually worse than program (3), even though program (3) leaves H highly vulnerable
to being guessed, while program (4) does not. The conclusion is that, with respect to this
threat model, the consensus definitions do a poor job of measuring the threat: H(H|L)
does not support good security guarantees about the probability that H could be guessed.

5 An Alternative Foundation: Vulnerability and Min-entropy

The limitations of the consensus definitions noted in Section 4 lead us now to explore al-
ternative definitions of quantitative information flow, with the goal of finding a measure
supporting better security guarantees with respect to the probability that the adversary
could guess H in one try.

Rather than inventing a new measure and then trying to prove that it implies good se-
curity guarantees, why not define a measure of remaining uncertainty directly in terms
of the desired security guarantees? To this end, we propose the concept of vulnerability:



Proposal: vulnerability
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Definition 1. Given a random variable X with space of possible values X , the vulner-
ability of X, denoted V (X), is given by

V (X) = max
x∈X

P [X = x].

The vulnerability V (X) is thus the worst-case probability that an adversary A could
guess the value of X correctly in one try. It is clearly a rather crude measure, because
it depends only on the maximum probability in the distribution of X, focusing on the
single probability that brings the greatest risk. Limiting to a single guess might seem
unreasonable, of course. But notice that with m guesses the adversary can succeed with
probability at most mV (X). This implies (very roughly speaking) that if the vulnerabil-
ity with m guesses is “significant”, where m is a “practical” number of tries, then V (H)
must itself be “significant”.

Vulnerability is a probability, so its value is always between 0 and 1. But to quantify
information flow, we would like to measure information in bits. We can convert to an
entropy measure by mapping V (X) to

log
1

V (X)
.

This, it turns out, gives a measure known as min-entropy:

Definition 2. The min-entropy of X, denoted H∞(X), is given by

H∞(X) = log
1

V (X)
.

As far as we know, min-entropy has not previously been used in quantitative information
flow. But, as noted in Section 1, it has been used to measure the anonymity provided
by mix networks [17,18]. Also, Cachin [24] discusses its relevance in cryptographic
guessing attacks.

Min-entropy is the instance of Rényi entropy [16]

Hα(X) =
1

1 − α
log

(
∑

x∈X
P [X = x]α

)

obtained when α = ∞. Notice that if X is uniformly distributed among n values, then
V (X) = 1/n and H∞(X) = log n. Hence Shannon entropy H(X) and min-entropy
H∞(X) coincide on uniform distributions. But, in general, Shannon entropy can be
arbitrarily greater than min-entropy, since H(X) can be arbitrarily high even if X has a
value with a probability close to 1.

We propose to use H∞(H) as our measure of initial uncertainty. To measure the
remaining uncertainty, we first consider conditional vulnerability, which gives the ex-
pected probability of guessing X in one try, given Y:

Definition 3. Given (jointly distributed) random variables X and Y, the conditional
vulnerability V (X|Y) is

V (X|Y) =
∑

y∈Y
P [Y = y]V (X|Y = y)

Intuition: worst-case probability that adversary could guess 
the value of X correctly in one try.

m guesses: at most m V(x)
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Hα(X) =
1

1 − α
log

(
∑

x∈X
P [X = x]α

)

obtained when α = ∞. Notice that if X is uniformly distributed among n values, then
V (X) = 1/n and H∞(X) = log n. Hence Shannon entropy H(X) and min-entropy
H∞(X) coincide on uniform distributions. But, in general, Shannon entropy can be
arbitrarily greater than min-entropy, since H(X) can be arbitrarily high even if X has a
value with a probability close to 1.

We propose to use H∞(H) as our measure of initial uncertainty. To measure the
remaining uncertainty, we first consider conditional vulnerability, which gives the ex-
pected probability of guessing X in one try, given Y:

Definition 3. Given (jointly distributed) random variables X and Y, the conditional
vulnerability V (X|Y) is

V (X|Y) =
∑

y∈Y
P [Y = y]V (X|Y = y)

log, because we want a metric in bits ;)



Conditional vulnerability
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where
V (X|Y = y) = max

x∈X
P [X = x|Y = y].

We now show that V (H|L) is easy to calculate for probabilistic programs c, given the a
priori distribution on H and the matrix of conditional probabilities P [L = ℓ|H = h]. In
fact, V (H|L) is simply the complement of the Bayes risk Pe.

First we note that by Bayes’ theorem we have

P [H = h|L = ℓ]P [L = ℓ] = P [L = ℓ|H = h]P [H = h].

Now we have

V (H|L) =
∑

ℓ∈L
P [L = ℓ]V (H|L = ℓ)

=
∑

ℓ∈L
P [L = ℓ] max

h∈H
P [H = h|L = ℓ]

=
∑

ℓ∈L
max
h∈H

P [H = h|L = ℓ]P [L = ℓ]

=
∑

ℓ∈L
max
h∈H

P [L = ℓ|H = h]P [H = h].

It should be noted that [13] proposes Bayes risk as a measure of protection in anonymity
protocols, and also includes essentially the same calculation as above.

We next observe that the calculation of V (H|L) becomes simpler in the special case
where program c is deterministic. For in that case H is partitioned into |L| equivalence
classes Hℓ, where

Hℓ = {h ∈ H | P [L = ℓ|H = h] = 1}.

Hence we have

V (H|L) =
∑

ℓ∈L
max
h∈H

P [L = ℓ|H = h]P [H = h]

=
∑

ℓ∈L
max
h∈Hℓ

P [H = h].

Finally, we note that in the special case where c is deterministic and H is uniformly
distributed, the conditional vulnerability becomes very simple indeed:

V (H|L) =
∑

ℓ∈L
max
h∈Hℓ

P [H = h]

=
∑

ℓ∈L
(1/|H|)

= |L|/|H|

Thus in this case all that matters is the number of equivalence classes. (We remark that
Lowe [14] focuses on a quantity analogous to |L| in quantifying information flow in a
process calculus, even though his approach is not probabilistic.)
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We now define H∞(H|L), which will be our measure of remaining uncertainty:

Definition 4. The conditional min-entropy H∞(X|Y) is

H∞(X|Y) = log
1

V (X|Y)
.

Note that this definition of conditional min-entropy is not the same as the one given by
Cachin [24, p. 16], but it is equivalent to the one proposed by Dodis et al. [25].

We now propose the following definitions:

– initial uncertainty = H∞(H)
– remaining uncertainty = H∞(H|L)
– information leaked = H∞(H) − H∞(H|L)

Note that our measure of remaining uncertainty, H∞(H|L), gives an immediate security
guarantee:

V (H|L) = 2−H∞(H|L).

Thus the expected probability that the adversary could guess H given L decreases expo-
nentially with H∞(H|L).

Also note that calculating the information leakage is easy in the case where c is
deterministic and H is uniformly distributed:

Theorem 1. If c is deterministic and H is uniformly distributed, then the information
leaked is log |L|.

Proof. Here we have V (H) = 1/|H| and V (H|L) = |L|/|H|, so

H∞(H) − H∞(H|L) = log |H|− log(|H|/|L|) = log |L|. ⊓#

Let us now revisit example programs (4) and (3) from Section 4 using our new defini-
tions. Because these programs are deterministic and H is uniformly distributed, we only
need to focus on |H| and |L|. Note that |H| = 28k, so the initial uncertainty H∞(H) is
8k, as before.

On program (4), we get the same values as before. We have |L| = 2k+1, which
implies that the information leaked is k + 1 and the remaining uncertainty is 7k − 1.

But on program (3), we have |L| = 28k−3 + 1, which implies that the information
leaked is about 8k−3 and the remaining uncertainty is about 3. Thus our new measures
hugely increase the leakage ascribed to this program.

It is interesting to compare program (3) with a program that always leaks all but the
last 3 bits of H:

L := H | 07 (5)

(Here | denotes bitwise “or”.) For this program, |L| = 28k−3, so it is ascribed almost
exactly the same leakage as program (3). Notice that while both of these programs make
H highly vulnerable, the threats are different: with program (3), the adversary A learns
H completely 1/8 of the time, and learns very little 7/8 of the time; with program (5),
in contrast, A never learns H completely, but always learns it to within 8 possible values.
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in contrast, A never learns H completely, but always learns it to within 8 possible values.

Back to the slogan:



Theorems
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in contrast, A never learns H completely, but always learns it to within 8 possible values.
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Is it reasonable to ascribe the same leakage to programs (3) and (5)? That seems hard to
answer without further assumptions. For instance, if A is allowed several guesses, rather
than just one, then program (5) is clearly worse. On the other hand, if a wrong guess
would trigger an alert, then program (3) might be worse, since then A knows whether it
knows H or not, and could choose to make a guess only when it knows. These examples
suggest the difficulty of measuring a range of complex threat scenarios precisely using
a single number; still, we feel that one-guess vulnerability is a sufficiently basic concern
to serve as a generally useful foundation.

As another example, consider a password checker, which tests whether H (assumed
uniformly distributed) is equal to some particular value and assigns the result to L. Since
|L| = 2, we get a leakage of 1 here.

We remark that Köpf and Basin [3] briefly consider worst-case entropy measures
in addition to the “averaging” measures (like G(H|L)) used in the rest of their paper.
Specifically, they define the minimum guessing entropy by

Ĝ(H|L) = min
ℓ∈L

G(H|L = ℓ).

But this measure is not very useful, as shown by the password checker example—the
password checker splits H into 2 equivalence classes, one of which is a singleton. Hence
the minimum guessing entropy is 1. This measure thus judges a password checker to be
as bad as a program that leaks H completely.

As a final example, consider an election system. Suppose that we have an election
between candidates A and B with k voters, whose individual votes are represented by
the k-bit random variable H. We (unrealistically) assume that each voter independently
votes for either A or B with probability 1/2, which implies that H is uniformly dis-
tributed over 2k values. The election system reveals into L the tally of votes received
by candidate A, which means that L ranges over {0, 1, 2, . . . , k}. Here the initial uncer-
tainty is k and the leakage is log(k + 1). And the conditional vulnerability is

V (H|L) =
k + 1
2k

some of whose values are shown in the following table:

k 1 2 3 4 5 6
V (H|L) 1 3/4 1/2 5/16 3/16 7/64

So the adversary’s ability to guess the individual votes decreases exponentially with k.
We conclude this section with a curious result, whose significance is unclear (to me,

at least). In the case of a deterministic program c and uniformly-distributed H, it turns
out that our new definition of information leakage exactly coincides with the classical
notion of the channel capacity of c.

Theorem 2. If c is deterministic and H is uniformly distributed, then the information
leaked, log |L|, is equal to the channel capacity of c.

Proof. In the deterministic case, the channel capacity is the maximum value of H(L)
over all distributions on H. This maximum is log |L|, since L has |L| possible values and
we can put a distribution on H that makes them all equally likely. (This observation is
also made in [11].) Curiously, this will typically not be a uniform distribution on H. ⊓"

channel capacity is the max value of H (L)



Dangers of scientific 
bandwagons

While we feel that information theory is indeed a 
valuable tool in providing fundamental insights into 
the nature of communication problems and will 
continue to grow in importance, it is certainly no 
panacea for the communications engineer or, a 
fortiori, for anyone else. Seldom do more than a few 
of nature’s secrets give way at one time.

C. E. Shannon, “The bandwagon,” IRE Transactions on 
Information Theory, vol. 2, no. 1, p. 3, 1956.
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Conclusion

• Security definitions are tricky business ;-)

• Quantitative security: measuring leakage of a 

program (system) in bits

• Min-entropy is the consensus definition these days

• Applications: timing leaks, where the timing 

behavior of the program is the observable output 
depending on secrets


• Research trends: synthesis of adaptive attacks for 
timing leaks from source code analysis


