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Capability Machines
The future of secure processors



Who am I? 
PhD student in the Logic and Semantics group

Mechanised Reasoning about Capability Machines



Capability Machines
A capability at the lowest level of a machine: 

Hardware capabilities

• Motivation and Design Principles


• Hardware Capability Operations


• Beyond Memory Safety



History

CHERI: Capability Hardware Enhanced RISC Instructions


[Woodruff et.al. - 2014]


[Watson et.al. - 2015]

The concept of machine capabilities is old!              


[Dennis & Van Horn - 1966]




The industry’s growing interest in capability machines 
or: “why this is an excellent time to be excited about capabilities”
Microsoft

2019

2020

Google - Chromium
2020



ARM : Morello

September 2020 2022



“Memory Safety”



Design Principles behind CHERI
Spacial memory safety: 

• Absence of certain undefined behaviours via memory accesses

undefined behaviour for dereferencing a null pointer

undefined behaviour for indexing out of bounds

undefined behaviour of dereferencing an arbitrary cast



Design Principles behind CHERI
Spacial memory safety: pointers as capabilities principle 

• Absence of the kinds undefined behaviours via memory accesses that pose a risk, i.e. an 
exploitable memory vulnerability 

• Dereferencing out of bounds


• Dereferencing arbitrary pointer casts

What about temporal memory safety? 

• use-after-free 
 
interesting topic, but outside the scope of this lecture! (see Cornucopia [Filardo et.al. 2020])



Hardware Capabilities

unforgeable token of authority

A memory pointer should not appear out of thin air (no casting!)

A memory pointer should grant access to a 
specific segment of memory (no out of bounds!)

If you want to access a memory access, you need to prove 
you have the authority to do so (no confused deputy)



Hardware Capabilities

unforgeable token of authority
Authority over memory cannot be artificially increased or created  



Hardware Capabilities



Pointers as Capabilities
Pointers are replaced by hardware capabilities

<latexit sha1_base64="W7BTHTxSmrxP4rERXdg4Bful1KI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69BIvgqSSi6LHoxWMFWytNKJvtpF26uwm7G6GE/govHhTx6s/x5r9x2+agrQ8GHu/NMDMvSjnTxvO+ndLK6tr6RnmzsrW9s7tX3T9o6yRTFFs04YnqREQjZxJbhhmOnVQhERHHh2h0M/UfnlBplsh7M04xFGQgWcwoMVZ6DIbZAPMgn/SqNa/uzeAuE78gNSjQ7FW/gn5CM4HSUE607vpeasKcKMMox0klyDSmhI7IALuWSiJQh/ns4Il7YpW+GyfKljTuTP09kROh9VhEtlMQM9SL3lT8z+tmJr4KcybTzKCk80Vxxl2TuNPv3T5TSA0fW0KoYvZWlw6JItTYjCo2BH/x5WXSPqv7F3Xv7rzWuC7iKMMRHMMp+HAJDbiFJrSAgoBneIU3RzkvzrvzMW8tOcXMIfyB8/kDNW2QrA==</latexit>{
(b,e)

• Bounds of authority


• Permission: RO/RW/etc


• Address

(RO,b,e)(RO,b,e,a)

ab e



A Lattice of Permissions

RW

RO

• RO : read-only


• RW : read-write


What about the program counter?


• RX : read execute


• RWX : read-write execute


RX

RWX



A Lattice of Permissions

RW

RO

What about function pointers?


What authority does a function pointer 
grant?RX

RWX

Adversary

<latexit sha1_base64="W7BTHTxSmrxP4rERXdg4Bful1KI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69BIvgqSSi6LHoxWMFWytNKJvtpF26uwm7G6GE/govHhTx6s/x5r9x2+agrQ8GHu/NMDMvSjnTxvO+ndLK6tr6RnmzsrW9s7tX3T9o6yRTFFs04YnqREQjZxJbhhmOnVQhERHHh2h0M/UfnlBplsh7M04xFGQgWcwoMVZ6DIbZAPMgn/SqNa/uzeAuE78gNSjQ7FW/gn5CM4HSUE607vpeasKcKMMox0klyDSmhI7IALuWSiJQh/ns4Il7YpW+GyfKljTuTP09kROh9VhEtlMQM9SL3lT8z+tmJr4KcybTzKCk80Vxxl2TuNPv3T5TSA0fW0KoYvZWlw6JItTYjCo2BH/x5WXSPqv7F3Xv7rzWuC7iKMMRHMMp+HAJDbiFJrSAgoBneIU3RzkvzrvzMW8tOcXMIfyB8/kDNW2QrA==</latexit>

{mov r1 r2

load r3 r1

…
 ?

Attacker model: linking with arbitrary 
capability machine code



A Lattice of Permissions

RW

RO

RX

RWX

Adversary

<latexit sha1_base64="W7BTHTxSmrxP4rERXdg4Bful1KI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69BIvgqSSi6LHoxWMFWytNKJvtpF26uwm7G6GE/govHhTx6s/x5r9x2+agrQ8GHu/NMDMvSjnTxvO+ndLK6tr6RnmzsrW9s7tX3T9o6yRTFFs04YnqREQjZxJbhhmOnVQhERHHh2h0M/UfnlBplsh7M04xFGQgWcwoMVZ6DIbZAPMgn/SqNa/uzeAuE78gNSjQ7FW/gn5CM4HSUE607vpeasKcKMMox0klyDSmhI7IALuWSiJQh/ns4Il7YpW+GyfKljTuTP09kROh9VhEtlMQM9SL3lT8z+tmJr4KcybTzKCk80Vxxl2TuNPv3T5TSA0fW0KoYvZWlw6JItTYjCo2BH/x5WXSPqv7F3Xv7rzWuC7iKMMRHMMp+HAJDbiFJrSAgoBneIU3RzkvzrvzMW8tOcXMIfyB8/kDNW2QrA==</latexit>

{mov r1 r2

load r3 r1

…
 ?

We need a permission for “a capability that can only be jumped”

E

O
E : enter permission


(similar to CHERI’s seals)



Operations



Operations
State machine

(reg, mem) ⟶ (reg′ , mem′ )

RegName = {PC, r1, r2, r3}


Addr = [0,AddrMax)

reg : RegName → Word
mem : Addr → Word

a word is either a 
capability or an integer



Operations
General shape of an instruction

PC (RX,b,e,a)
r1
r2
r3

a encode( instr )

PC (RX,b,e,a+1)
r1
r2
r3

a encode( instr )

With some dynamic checks in between,

starting with a check to see whether the PC is valid



Operations
Load

PC (RX,b,e,a)
r1
r2
r3 (p,b’,e’,a’)

a encode( load r2 r3 )

PC (RX,b,e,a+1)
r1
r2 w
r3 (p,b’,e’,a’)

e’

b’

a’ w

a encode( load r2 r3 )

e’

b’

a’ w

b’ ≤ a’ < e’

p is at least RO



Operations
Store

PC (RX,b,e,a)
r1
r2 (p,b’,e’,a’)
r3 w

a encode( store r2 r3 )

PC (RX,b,e,a+1)
r1
r2 (p,b’,e’,a’)
r3 w

e’

b’

a’

a encode( store r2 r3 )

e’

b’

a’ w

b’ ≤ a’ < e’

p is at least RW



Operations
Jmp

PC (RX,b,e,a)
r1
r2
r3 w

a encode( jmp r3 )

PC w
r1
r2
r3 w

a encode( jmp r3 )
?



Operations
Jmp to an enter capability

PC (RX,b,e,a)
r1
r2
r3 (E,b’,e’,a’)

a encode( jmp r3 )

PC
r1
r2
r3 (E,b’,e’,a’)

a encode( jmp r3 )
?



Operations
Jmp to an enter capability

PC (RX,b,e,a)
r1
r2
r3 (E,b’,e’,a’)

a encode( jmp r3 )

PC (RX,b’,e’,a’)
r1
r2
r3 (E,b’,e’,a’)

a encode( jmp r3 )
?



Operations
Jmp to an enter capability

PC (RX,b,e,a)
r1
r2
r3 (E,b’,e’,a’)

PC (RX,b’,e’,a’)
r1
r2
r3 (E,b’,e’,a’)

Adversary

Jmp r3



Operations

Is it safe to have instructions that can change capabilities?

• Restrict : lowers the permission of a capability


• Subseg : tightens the bounds of a capability

What about pointer arithmetic?

• Lea : produces pointer arithmetic on the address of a non-enter capability



Operations

What should happen if a dynamic check fails?



Operational Semantics
Exercise: symbolically execute the following program

0:   mov r1 PC 
      lea r1 5 
      load r1 r1 
      subseg r1 10 11 
      jmp r2 
5:   (RW,9,12,9) 
6:   lea r1 1 
7:   store r1 42 
8:   halt 
9:   0 
10: 0 
11: 0

From the following starting register state:

PC (RWX,0,6,0)
r1 0
r2 (E,6,9,0)
r3 0

PC (RX,6,9,8)
r1 (RW,10,11,10)
r2 (E,6,9,0)
r3 0

10: 42

instr dst src


lea dst z adds z to the address of the 
capability in dst 
 
subseg dst z1 z2 changes the bounds of 
the capability in dst to [z1,z2)



Secure Domain Change
Adversary

PC (RX,2,10,X)
r0 42
r1 (E,10,20,10)
r2 (RW,0,2,0)
r3 malloc-cap

malloc

0

2

10

20

X

PC
r0
r1
r2
r3



Secure Domain Change
Adversary

PC (RX,2,10,X)
r0 42
r1 (E,10,20,10)
r2 (RW,0,2,0)
r3 malloc-cap

malloc

0

2

10

20

X

PC (RX,10,20,10)
r0 (E,b,e,b)
r1 (E,10,20,10)
r2 0
r3 malloc-cap

b

e

(RW,0,2,0)
(RX,2,10,X+1)

activation



Capability Safety 
(and going further)



Capability Safety
• Often we talk about memory safety, but as discussed, memory safety is not 

exactly a precise definition


• Instead, we can formally talk about “capability safety”


• What is capability safety? 
 
“A single call must end with less (or equal) authority than it started out with” 
 

• Capability monotonicity 

• Software compartmentalisation 



Capability Safety and Security
What other security properties can we enforce using capabilities?


In particular, what properties of high level languages can we now enforce?

let x := ref(0) in
λ f : () → (), x ← 42; f(); assert(!x = 42)

Local state encapsulation



Capability Safety and Security
What security properties can enforce using capabilities?


In particular, what properties of high level languages can we now enforce?

let x := ref(0) in
λ f : () → (), x ← 42; f(); x ← 43; f(); assert(!x = 43)

Well bracketed control flow



Well bracketed control flow
What is missing from our simple machine to be able to reason about well 
bracketed calls?


What is missing from our machine if you were to implement a compiler that 
targets a capability machine?

A stack!



Difficulties of a stack

granted 
authority 

lifetime 
properties of 

the stack 



Difficulties of a stack

our stack frame

⋯; f(x); ⋯; f(y); ⋯;

<latexit sha1_base64="W7BTHTxSmrxP4rERXdg4Bful1KI=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69BIvgqSSi6LHoxWMFWytNKJvtpF26uwm7G6GE/govHhTx6s/x5r9x2+agrQ8GHu/NMDMvSjnTxvO+ndLK6tr6RnmzsrW9s7tX3T9o6yRTFFs04YnqREQjZxJbhhmOnVQhERHHh2h0M/UfnlBplsh7M04xFGQgWcwoMVZ6DIbZAPMgn/SqNa/uzeAuE78gNSjQ7FW/gn5CM4HSUE607vpeasKcKMMox0klyDSmhI7IALuWSiJQh/ns4Il7YpW+GyfKljTuTP09kROh9VhEtlMQM9SL3lT8z+tmJr4KcybTzKCk80Vxxl2TuNPv3T5TSA0fW0KoYvZWlw6JItTYjCo2BH/x5WXSPqv7F3Xv7rzWuC7iKMMRHMMp+HAJDbiFJrSAgoBneIU3RzkvzrvzMW8tOcXMIfyB8/kDNW2QrA==</latexit>

{x



Difficulties of a stack
• This showed an example of local state encapsulation


• Other properties include: 


• Well bracketed control flow (frames are pushed and popped in a first in first 
out order)


• Temporal stack safety (popped frames cannot be read by caller)



Difficulties of a stack
• How can we solve this issue? 


• Using a calling convention


• How can we solve this fast? 


• Using a calling convention and FANCY capabilities! (aka my research!)


