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Discrete Logarithm Problem

• Logarithm: find  such that
௫

• Discrete logarithm problem

௫

Easy! 
Just try them all!



Discrete Logarithm Problem

• Logarithm: find  such that
௫

• Discrete logarithm problem

௫

1000 digits (3000 bits)

Hard! 



47 ൌ 0

Computing 

34ଵ ൌ 34

34ଶ ൌ 28

34ଷ ൌ 12

34ସ ൌ 32

34ହ ൌ 7

34ଶ ൌ 1156 ൌ 47 ⋅ 24 ൅ 28 34ଶ	݉݀݋	47 ൌ 28



Dual_EC (Simplified)

• Two hardwired parameters

ሺܲ, ܳሻ

• Initial (truly) random state

଴ݏ
• Compute next state

௜ାଵݏ ൌ ܲ௦೔	݉݀݋	ܰ

• Compute output

௜ݎ ൌ ܳ௦೔	݉݀݋	ܰ



Output

Internal State

Dual_EC (Simplified)

଴ݏ ൌ 22
ଵݏ ൌ ܲ௦బ

ଵݏ ൌ 18

ଵݎ ൌ ܳ௦భ

ଵݎ ൌ 6

ଶݏ ൌ 16 …

ଶݎ ൌ 32

ଶݏ ൌ ܲ௦భ

ଶݎ ൌ ܳ௦మ

mod 47
P=34
Q=3

…



mod 47
P=34
Q=3
x=7DUAL_EC Backdoor(Simplified)

Given ݔ such that 
ܲ ൌ ܳ௫

Can recover internal state 
ଶݏ ൌ ଵ௫ݎ

Output
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ଶݎ ൌ 32

ଶݏ ൌ ܲ௦భ

ଶݎ ൌ ܳ௦మ
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DUAL_EC Backdoor (Simplified)

• Two parameters
ሺܲ, ܳሻ

• Compute next state
௜ାଵݏ ൌ ܲ௦೔	݉݀݋	ܰ

• Compute next output
௜ݎ ൌ ܳ௦೔	݉݀݋	ܰ

• Keep ݔ such that 
ܲ ൌ	ܳ௫	݉݀݋	ܰ

• Observe any output
௜ݎ

• Compute next state
௜ାଵݏ ൌ ܰ	݀݋݉	௜௫ݎ

• Predict all future outputs!

The user The attacker

௜ାଵ
௦೔ ௫ ௦೔ ௦೔ ௫

௜
௫



C S

…

ଵݎ ଵChoose randomݎ

,݇݌ሺܿ݊ܧ ଶݎ ଶሻChoose randomݎ

E
Knows ݎଵ
Does not know ݎଶ
 Cannot compute ܭ

HTTPS (Simplified)

ܭ ൌ ,ଵݎሺܨ ,ଶݎ … ሻ ܭ ൌ ,ଵݎሺܨ ,ଶݎ … ሻ



E
Knows ݎଵ
Does not know ݎଶ
 Cannot compute ܭ

C S

…

ଵݎ ଵChoose randomݎ

,݇݌ሺܿ݊ܧ ଶݎ ଶሻChoose randomݎ

ܭ ൌ ,ଵݎሺܨ ,ଶݎ … ሻ ܭ ൌ ,ଵݎሺܨ ,ଶݎ … ሻ

HTTPS with Backdoor (Simplified)

Using Dual_EC

Using Dual_EC

Knows ࢞
Predicts ࢘૛
Computes ࡷ



• Unless you choose your own parameters, DUAL_EC is a 

really bad PRNG.

• If you use parameters (P,Q) chosen by an adversary, you 

grant the adversary the power to eavesdrop virtually any 

secure connection you can establish over the internet.

• But this would never happen. Right?



Dual_EC : a brief history



• 2007
– Dual_EC standardized by NIST with fixed 
parameters P,Q

– The standard is criticized at CRYPTO 2007



• 2013
– Snowden reveals existence of Bullrun program



• 2013
– RSA accused of accepting 10M$ to adopt Dual_EC
in their products



Subject: [Fwd: RE: Minding our Ps and Qs in Dual_EC]
Date: Wednesday, October 27, 2004 at 12:09:25 PM Eastern Daylight Time
From: John Kelsey
To: larry.basham@nist.gov
---------------------------- Original Message ----------------------------
Subject: RE: Minding our Ps and Qs in Dual_EC
From: "Don Johnson" <DJohnson@cygnacom.com>
Date: Wed, October 27, 200411:42 am
To: "John Kelsey" <john.kelsey@nist.gov>

John,
P=G.
Q is (in essence) the public key for some random private key.

It could also be generated like another canonical G, but NSA kyboshed
this idea, and I was not allowed to publicly discuss it, just in case you
may think of going there.

Don B. Johnson

-----Original Message-----
From: John Kelsey fmailto:john.kelsey@nist.gov]
Sent: Wednesday, October 27, 200411:17 AM
To: Don Johnson
Subject: Minding our Ps and Qs in Dual_EC

Do you know where Q comes from in Dual_EC_DRBG?

Thanks,
-John 

• 2014
– NIST investigates



• 2015
– Juniper (who had been using Dual_EC but with 
their own P,Q), discovers that in 2012 someone 
hacked their servers and changed the constants. 



2016
“We cannot build a backdoor that only works for a 
particular type of government, or only in the presence 
of a particular court order.”


