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Abstract. In a reputation-based trust management system an entity’s
behaviour determines its reputation which in turn affects other entities
interaction with it. We present a mathematical model for trust aimed
at global computing environments which, as opposed to many tradi-
tional trust management systems, supports the dynamics of reputation-
based systems in the sense that trusting relationships are monitored and
changes over time depending on the behaviour of the entities involved.
The main contribution is the discovery that the notion of event struc-
tures, well studied e.g. in the theory of concurrency, can faithfully model
the important concepts of observation and outcome of interactions. In
this setting observations are events and an outcome of an interaction is
a maximal set of consistent events describing what happened. We also
touch upon the problem of transferring trust or behavioural information
between contexts, and we propose a generalised definition of morphism
of event structures as an information-transfer function.

1 Introduction

In the Global Computing (GC) vision very large numbers of networked, mobile,
computational entities interact to fulfill their respective goals. To be successful
in such environments, entities (the terms principal, agent and entity are used
synonymously) must collaborate, must be capable of operating under only partial
information, and security decisions must be made autonomously, as no central
authority is feasible.

The classical trust management approach [1], first introduced by Blaze, Feigen-
baum and Lacy in [2], was proposed as a solution to the inadequacy of traditional
security mechanisms in larger decentralised environments. Roughly, a classical
trust management system deals with deciding the so-called compliance checking
problem: given a request together with a set of credentials, does the request
comply with the local security policy of the provider? The same authors also
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developed tool-support in the form of PolicyMaker [2,3] and later KeyNote [4]
for handling the trust management problem. In his paper [5], Weeks displayed a
simple mathematical framework, and showed how this framework would instan-
tiate to various existing trust management systems, including KeyNote, SPKI
[6] and some logic based systems (see [5] for details), sometimes even leading to
more efficient algorithms for the compliance checking problem. The framework
expresses a trust management system as a complete lattice (D, <) of possible au-
thorisations, a set of principal names P, and a language for specifying so-called
licenses. The lattice elements d,e € D express the authorisations relevant for a
particular system, e.g. access-rights, and d < e means that e authorises at least
as much as d. An assertion is a pair a = (p, ) consisting of a principal p € P, the
issuer, and a monotone function [ : (P — D) — D, called a license. In the sim-
plest case | could be a constant function, say dg, meaning that p authorises dy.
In the general case the interpretation of a is: given that all principals authorise
as specified in the authorisation map, m : P — D, then p authorises as specified
in I(m). This means that a license such as I(m) = m(A) V m(B) expresses a
policy saying “give the lub of what A says and what B says”. Weeks showed
that a collection of assertions L = (ps,[;),.; gives rise to a monotone function
Ly : (P — D) — P — D, with the property that a coherent authorisation map
representing the authorisations of the involved principals is given by the least
fixed point, Ifp L.

The ideas on trust management systems seeded a substantial amount of re-
search in the area of security in large distributed systems, but as noted in [7],
which serves as a survey on existing systems anno 2000, the current trust man-
agement solutions do not adequately deal with the dynamic aspects of trust: a
trusting relationship evolves over time and requires monitoring and reevaluation.
In [8,9] it was argued that while the idea of having mutually referring licenses
resolved by fixed points was good, the Weeks-framework for trust would be too
restrictive in GC environments. One reason is that principals often do not have
sufficient information to specify precise authorisations for all other principals. In
the framework this means that any unknown or only partially known principal is
always assigned the bottom authorisation. The proposed solution was to have the
set T of “authorisations”, here called trust values, equipped with two orderings,
denoted < and C. Here =, called the trust ordering, corresponds to Weeks’ way
of ordering by ”more privilege”, whereas C, called the information ordering, in-
troduces a notion of precision or information. The key idea was that the elements
of the set should embody also various degrees of uncertainty, and then d C e
reflects that e is more precise or contains more information than d. In the sim-
plest of cases the trust values could be just symbolic, e.g. unknown C low = high,
but they might also have more structure, as will become clear in the following
sections. It was shown how least fixed points with respect to the information
ordering, leads to a way of distinguishing an unknown principal from a known
and distrusted one.
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The notion of reputation-based systems (see e.g. [10,11,12]) also addresses
some of these issues. In a reputation-based system, an agent’s past behaviour
determines together with local security policies how other agents assign privileges
to that agent, and more generally affects any decisions concerning that agent.
The SECURE project [13,14] aims at providing a framework for decision-making
in GC environments, based on the notion of trust. The formal model for trust
deployed is that of [8,9], and a particular application defines a triple (T, C, <) of
trust values with the two orderings. In this model, trust exists between principals,
and so for any principals P and @) the trust that P has in () is modelled as an
element of T. As in the Weeks-framework this value is defined in terms of a
license issued by P which is called P’s trust policy. Thus, at any given time the
trust-state of the system can be described as function, m : P — P — T, where
P is the set of principals, and the interpretation is that m(P)(Q) describes P’s
trust in Q. At any time there is a unique trust-state describing how principals
trust, and this state is the C-least fixed point of the monotone function induced
by the collection of all licenses.

In SECURE, each principal P has its own decision making framework which
is invoked when an application needs to make some decision involving another
principal. The decision making framework contains three primary components:
the risk engine, the trust engine, and the collaboration monitor. At the most
abstract level, the collaboration monitor records the behaviour of principals with
which P has interacted. This information together with a trust policy defines
how P assigns trust values to any other principal. The trust information, in turn,
serves as a basis for a risk analysis of any interaction. In fact, with each type
of interaction with a principal, say @, there is a finite set of possible outcomes
of the interaction. The outcome that occurs is determined by the behaviour of
Q. Each of these outcomes has an associated cost® which could be represented
simply as a number, but could also be a more complex object like a probability
distribution on say R. Since the outcome depends on @, the decision of how
to interact is based on the trust in . In this set-up it is necessary that the
trust value for @) carries enough information that estimation of the likelihood
of each of the outcomes is possible. If this estimation is possible, one may start
reasoning about risk, e.g. the expected cost of an interaction. The rest of this
paper describes the model for trust deployed in SECURE applications.

2 An evidence based framework

As we discussed in the previous section the SECURE architecture brings forward
the need for a formal model for trust supporting the approximation of likeli-
hood of interaction outcomes, based on previous observations. We now propose
a framework supporting this reasoning. We will use the mathematical structures

3 The term cost should be understood more generally as cost or benefit. If costs are
represented as non-negative numbers, one might represent benefit as negative num-
ber.
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known as event structures (see [15] for an original reference and the handbook
chapter [16] for an extensive reference).

Definition 1 (Event Structure). An event structure is a triple (E,<,#)
consisting of a set E of events which are partially ordered by <, the necessity
relation (or causality relation), and # is a binary, symmetric, irreflexive relation
# C E x E, called the conflict relation. The relations satisfy

{e € E| e <e} is finite,

ife # ¢ and e <e” thene # ¢’

for all e,e’, e’ € E. We say that two events are independent if they are not in
either of the two relations.

As an example, the event structure in Figure 1 could model a small scenario
where a principal may ask a bank for the transfer of electronic cash from its bank
account to an electronic wallet. After making the request, the principal observes
that the request is either rejected or granted. After a successful transaction,
the principal could observe that the cash sent in the transaction is forged or
perhaps run an authentication algorithm to establish that it is authentic. Also,
the principal could observe a withdrawal from its bank account with the present
transaction’s id, and this withdrawal may or may not be of the correct amount.
The two basic relations on event structures have an intuitive meaning in our set

authentic ~~ forged correct ~~ incorrect

T\ S

~~~~~~~~~ grant

reject

Fig.1. An event structure describing our example. The curly lines ~ describe the
immediate conflict relation and pointed arrows, the causality relation.

up. An event may ezclude the possibility of the occurrence of a number of other
events. In our example the occurrence of the event 'transaction rejected’ clearly
excludes the event ’transaction granted’. The necessity relation is also natural:
some events are only possible when others have already occurred. In the example
structure, ‘'money forged’ only makes sense in a transaction where the transfer of
money actually did occur. Whether the e-cash is forged and whether the correct
amount is charged are two independent observations that may be observed, in
any order, which is modelled as independence in the event structure.

Definition 2 (Configurations of an Event Structure). Let ES = (E, <, #)
be an event structure. Say that a subset of events x C E is consistent if it satisfies
the following two properties:
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1. Conflict free: for any e,e’ € x:e4 € (i.e. (e,e') & #).
2. Necessity downwards closed: for anye € x,¢’ e B: e’ <e=¢€ € x.

Define the configurations of E'S, written Cgg, to be the set of consistent subsets
of E. We will define C%S to be the finite configurations. Define relation — on
CES x E x CES by

52 = egxandr’ =z U{e}

A (finite) configuration models information regarding the result of one in-
teraction. Note that the outcomes of an action corresponds to the maximal
configurations (ordered by inclusion) of the event structures, and knowing the
outcome corresponds to having complete information. The configurations of our
example is given in Figure 2.

{g,a,c} {g.f,i} {g,a,c} {g.f,i}

{z} x{g}//
\@/

Fig. 2. Configurations of the event structure in Figure 1. The lines indicate inclusion
and the events are abbreviated.

We can now be more precise about the role of the collaboration monitor in
the SECURE framework. Informally, its function is to monitor the behaviour
of principals with whom interaction is made. For a particular interaction the
possible events that may occur are modelled by an event structure, say ES.
The information about the outcome of this interaction is simply a configuration,
z € Chs.

Definition 3 (Interaction History). Let ES = (E,<,#) be an event struc-
ture. Define an interaction history in ES to be a finite ordered sequence H of
configurations, H = x1x9---x, € C%S*. The individual components x; in the
history H will be called interactions.

An interaction history in the event structure from Figure 1 could be the sequence
{g, 2, c}Hg, c}{g}{r}. The concept of interaction histories models one principal’s
recording of previous interactions with another. When the collaboration monitor
learns about the occurrence of an event, e, this information is increased. We
define a simple relation expressing this operation.
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Definition 4 (Information Relation). Let ES = (E, <,#) be an event struc-
ture and let H = x1---x, and K = y1---y, be interaction histories in ES,
e € E an event, and i € N, 1 < i <n be an index, then define:

H(g)K = 1, oy, andV(1<j<n):jEi=z;=uy
and also let new be a special event new ¢ E then
H='H-0
Let H = K denote that either H = K or there exists e € E, i € N so that
H (g) K, and =" the reflerive and transitive closure of =.

2.1 Evaluating evidence

We will equate the notion of trust values with “evidence values”. That is, values
expressing the amount of evidence regarding a particular partial outcome (i.e. a
configuration). We will consider the derivation of such values based on interaction
histories.

Consider an event structure ES = (E, <, #). A trust value will be a function
from Cgg into a domain of evidence values. The function applied to a configu-
ration « € Cgg is then a value reflecting the evidence for z. It will be natural
to express this evidence value as a triple of natural numbers (s,4,c) € N3. The
interpretation is that out of s + i 4 ¢ interactions, s of these support the occur-
rence of configuration x, ¢ of these contradict it, and i are inconclusive about x
in the sense that they do not support or contradict it.

Definition 5. Let ES = (E,<,#) be an event structure and let x be a config-
uration of ES. Define the effect of x as a function, eff, : Cgs — N by

(1,0,0) fwCx
eff;(w) =< (0,0,1) ifz#w (i.e. Je€x,e’ Ew:e # €')
(0,1,0) otherwise

Also for (s,i,c),(s',i',c) € N define (s,i,c) + (s',i',c) = (s+ &' i+i,c+ ).

The intuition behind the definition of eff, is the following. Think of = as a
configuration which has already been observed. We are now considering engaging
in another interaction which will end up in some configuration. Thus, we would
like to estimate the likelihood of ending up in a particular configuration w, given
that the last interaction ended in x. There are exactly three cases for any fixed
configuration w: if w C z then the fact that = occurred last time supports the
occurrence of w. If instead x # w then x contains an event which rules out the
configuration w. Finally, if neither of these are the case, i.e. w didn’t occur but
also wasn’t excluded, we say that = is inconclusive about w. There is a strong
similarity between this division of configurations in three disjoint classes and
the way Jgsang [17] derives his uncertain probabilities in the Dempster-Shafer
framework for evidence [18]. We discuss this in the concluding section.
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Definition 6. Let ES = (E,<,#) be an event structure, define the function
eval : C%s" — (Cps — N?):

eval(zizg - x,) = Aw. Z eff ., (w)

We would like to note that the functions eff and eval allow for many useful
variations when computing trust values from interaction histories. For example,
suppose we want to model a "memory” so that a principal only remembers the
last M + 1 € N interactions. This could be done by simply taking

n
evalM(zlxg Ce X)) = Aw. Z eff ., (w) = eval(xp— M Tn—pri1 - Tn)
i=n—M
One could also imagine older interactions ”counting less”, which could be mod-

elled by scaling and rounding of the value of, say, the interactions older than a
certain boundary.

2.2 Ordering evidence

Given this intuition we will consider two orderings on evidence values: an infor-
mation ordering, and an ordering expressing ” more evidence in favour of”, which
we call the trust ordering.

Information order. The information ordering T of N3 is defined as follows:
(s,i,0) C(s',i',¢) <= (< YA (c<)AN(s+i+ec<s +i+)

The rationale is that (s’,4’,¢’) represents more information than (s,7,c) if
it can be obtained from (s,i,c) by performing some additional number of
interactions, or by refining the information about a particular interaction (or
both). By refining we mean to change an ”inconclusive” to ”supporting” or

”contradicting”. N3 denotes the completion of N3 by a greatest element Tr.

Trust order. The trust ordering < of N? is defined as:
(s,i,¢) 2 (s',1,) <= (s<s)A(c>)A(s+itc<s +i+)

Here (s',4',¢’) expresses “more evidence in favour of” than (s,i,c¢) if it con-
tains more supporting evidence, less contradicting evidence, and still at least
as many interactions. Intuitively one can obtain (s’,4’,¢’) from (s,i,c) by
changing contradicting evidence to inconclusive or supporting, changing in-
conclusive to supporting, or by adding inconclusive or positive events.

Theorem 1. The structure ( ,
given by (0,10, co)U(s1,i1,¢1) = (
and

C) is a complete lattice. The binary join is
5,1,¢) where § = max{so, $1}, ¢ = max{co, c1}

i =min{i € N|5+i+¢>max{so+ip+ co, 81 +41 +c1}}
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The join with respect to T is as expected, and the join of any infinite set is
Tc. Furthermore, the structure (N3, <) is a lattice. The binary =<-join is given
by (s0,%0,¢0) V (81,41,¢1) = (8,1, ¢) where § = max{sg, $1}, ¢ = min{co, c1} and

i =min{i € N| 541+ ¢ > max{so +io + co, 51 +i1 +c1}}

The meet is obtained dually. Finally, the join and meet functions for the trust
order, V, A : N> x N3 — N? are monotone with respect to the information order.

In the following we use C also for the pointwise extension of C to trust

values, i.e. the functions Crs — N3. We can relate the relation =* on interaction
histories with the information relation on trust values.

Proposition 1. Let ES be an event structure and H, K € C%¢" interaction
histories. Then eval is monotonic in the sense that if H =* K then also
eval(H) C eval(K).

Some information is discarded by eval, and the following proposition explains
what is lost. The function eval is injective up to rearranging the order of inter-
actions.

Proposition 2. Let ES = (E,<,#) be an event structure and H, K € C%¢ be
configurations, H = x129 -z, and K = y1y2- - Ym. If eval(H) = eval(K)
then n = m and there exists a permutation on n elements o : [n] = [n] so that

H =0(K) = Yo(1)¥o(2) " Yo (n)

Returning to the SECURE architecture, the risk engine uses trust values to
derive estimates on the likelihood of the various outcomes. Our trust values con-
vey sufficient information to enable estimation of probability distributions on the
configurations. There are several ways to do this, depending on the application.
For example one might derive an opinion w, = (by,u,,d,) for x € Cgg in the
sense of Jgsang, which gives rise to a probability pdf [17,12].

3 Trust Policies

As discussed in the introduction, each principal defines a local trust policy fol-
lowing the idea from [5]. We give an example of a language for specifying such
policies. The syntax is given in Figure 3. A policy is a list of specific policies,
terminated by a general policy. The specific policies explicitly name a principal
and a corresponding trust expression (7), whereas the general policy applies to
any principal not explicitly listed. In this simple example language, the trust ex-
pressions are built up from the basic constructs of “local reference” and “policy
reference”, and these can then be combined with the various joins and meets
we have available. The two types of references are similar in that both refer to
a principal P’s trust value for a principal ). The difference is that the local
reference refers to P’s personal observation on @), whereas the trust reference
instead refers to the value that P would compute using its policy.
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Tn= kT (default policy)
|p:m;m (p € P, specific policies)
T = Dlocq (local reference to p,q € P U {x})
| p?q (policy reference to p,q € P U {x})
| 71 binop T2 (binary operation binop € {A,V, M, U})

Fig. 3. An example policy language.

The semantics of a policy is interpreted relative to an environment providing
for each pair P, @ of principals a trust value which we think of as being P’s
interaction history with () evaluated as in the previous section. This serves as the

data for the local references. Let obs : P — P — Cgs — N3 be a fixed function
representing this. The semantics of a policy 7 is a function which takes as input
the observation data obs, and gives as output a C-monotone function mapping

the global current trust state (an element in GS =P — P — (Crs — N3)), to
a local trust state (an element of LS =P — (Cgs — N3)). We denote this as

[7]°% : GS — LS

The semantic function [-]°%* is defined by structural induction on the syntax of
7 in Figure 4. The definitions make use of the semantic function in Figure 5,

[x: 7] = Am € GS. Ay € P.[7]°" (m)([* — y])
[p:7 ;7] = Am € GS.Ax € P. if (x = p) then [7]°"*(m)([x — p])

else []°"(m)(x)

Fig. 4. Semantics of the policy language: syntactic category m

[Y 210 Z]°" (m) (enw) = obs (env' Y) (env' 2) (where Y, Z € P U {x})
[Y?2Z]°% (m)(env) = m (env' Y) (env' 2) (where Y, Z € P U {x})

[m1 binop 72]°" (m)(env) = ([[71]°bs(m)(env)) [binop] ([[Tg]]Obs(m)(env)>

Fig. 5. Semantics of the policy language: syntactic category 7

essentially mapping the syntactic category 7 to an element of Cpg — NB. This is
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again interpreted relative to observations obs and the current trust state m : GS,
but also relative to an environment, env : {x} — P, which interprets x as a name
in P. The env function extends trivially to a function of type {x} UP — P (the
identity on non-x elements). The semantics of a binop is the corresponding C or
= lub/glb*, which is C-monotone by Theorem 1.

We can now view a collection of mutually referring policies,

Hobs — {[[ﬂpﬂObS | Pe P}
as defining a “web of trust”, and define a unique monotone function Hgbs
I3 = <[[7rp]]°bS :PeP):GS -GS

with the property that
Projg o s = [rg]°

for all @ € P. This function essentially takes a piece of global trust information
m : GS and gives a piece of global trust information I7¢**(m) : GS which,
when applied to p and then to g, returns p’s trust in ¢ under m,, given trust as

specified in m. Now, since the trust values Cgs — N3 form a complete lattice
with the information ordering, and since I7§** is a monotone endo-function on
this structure, it has a unique least fixed point. We define the trust information
in a web of trust, II = {m, | p € P} with local observations given by obs, as the

least fixed point of the induced function, [I1]°%* (def) Ifp I3,
The interested reader is referred to [8,9] for examples of policies.

4 Transferring information

The example policy language in the previous section allows principals to share
trust information by means of the reference constructs. However, we were im-
plicitly assuming that all principals agree on the event structure used. One event
structure describes a particular context, i.e. there is one event structure for each
possible way of interacting. It is useful to be able to map trust values between
contexts that are somehow related, e.g. if one has only very little information
about context 'S but much information about a related context E S5, it is often
useful to somehow apply the knowledge of £S5 to give an estimate in ES;. We
are aiming at formalising the kind of evidential transfer we all employ in every
day life, where e.g. observations of an individual A’s behaviour with respect to
timely payments of bills affects also our trust in A with respect to the question
of whether to lend him money. We propose a definition of a morphism of event
structures enabling such an information transfer.

Definition 7 (Morphism of event structures). Let ES = (E,<,#) and
ES' = (E', <, #) be event structures. A morphism of event structure, n : ES —
ES' is a function n : E' — 2F which has the following two properties:

4 We use a strict version of the <-lub/glb which is the T-strict extension of V, A :
N2 x N® — N2 to a function N3 x N3 — N3 which is also monotone.
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1. Monotonic: For any €', e” € E' if ¢’ <’ ¢” then we have
Vea € n(e”)3er € nle’) 1 e1 < eg

2. Preserves conflict: For any e’,e” € E' if ¢’ #' € then
Ve € n(e')Ves € n(e”) 1 e1 # eo

A morphism 7 : ES — ES’ can be thought of as a transfer of evidence from
ES to ES’. The idea is that e € n(e’) means that an occurrence of e in ES is
an indication of the event e’ occurring in ES’. We will think of the set n(e’) as
a disjunction of conditions in the sense that e’ occurs if there is some e € n(e’)
which has occurred in ES. If n(e’) = @ then we say that ¢’ has no enabling
condition under 7.

Definition 8 (Category of Event Structures, E). Consider the following
categorical data, which we will call the category of event structures, and denote
E.

— Objects are event structures ES = (E, <, #)
— Morphisms n: ES — ES’, are the morphisms of Definition 7.
— Identities 1gs : ES — ES are the functions 1gs : E — 27 given by

1ps(e) = {e}
— Forn: ES — ES' and € : ES’ — ES” composition, eon : ES — ES” s
given by the following function eon: E" —, 2F
con(e’)= |J n@)
e’'ce(e’)

Proposition 3 (E is a category). The definition of E yields a category.

A morphism, 5 : ES — ES’ can then be used to map configurations of ES
to configurations of ES’ by the mapping, 77 : Cgs — Cgs

H(z)={e € E'|Jeen(e):eca}

The axioms of morphisms imply that n(x) is a configuration, and the fact that
E constitutes a category means that we can compose the information transfer
functions to obtain information transfer functions.

5 Conclusion

We have proposed a mathematical framework for trust, and a way of deriving
trust values from interaction histories. In this framework trust is identified with
evidential information, arising from observed behaviour, allowing the estimation
of likely future behaviour. The framework is deployed in the SECURE project,

11
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and has been used in concrete SECURE prototype applications for e.g. spam
filtering [14]. The trust model fits well with the bi-ordered trust structures of [8,9]
and uses ideas from the framework of Weeks [5]. The way that trust values are
derived from interaction histories is similar to the way that belief and plausibility
functions are derived in [18], and the way in which Jgsang derives his “opinions”
from belief-mass assignments in the subjective logic [17]. Event structures can
be seen as a generalisation of the traditional frames of discernment from the
Dempster-Shafer theory of evidence. If one allows a generalised version of event
structures in which the conflict relation is allowed to be a subset of E x 2F
(where e#X means that e cannot occur if X has occurred), it is not hard to see
that each frame of discernment 6 corresponds to an event structure with events
{p | p € 0}, where any event p is in conflict only with the set {g | ¢ € 6,9 # p}.
The understanding of a p is the exclusion of the state p. The configurations of the
event structure is isomorphic to the poset (29 \ 0, C)°P. Furthermore, z Ny = ()
in 2%\ () iff the corresponding configurations are in conflict.

While the problem of transferring trust between related contexts has been
discussed, we still need to investigate the usefulness of our formalisation in terms
of event structure morphisms in concrete application scenarios. The concept of
morphisms seems to be appropriate for evidence transfer, but the exact defi-
nition needs some further investigation. As an example, we have considered a
generalisation of the event structure morphisms presented, in which we allow
n:E — 2C?ES, i.e. 1 is maps events to a disjunction of arbitrary finite con-
figurations instead of only prime configurations (i.e. configurations of the form
{e € E'| e < ey} for some ep). This generalised definition gives rise to a category
containing E as a subcategory.
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