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Introduction

FSemanticsecurityofpublic-keycryptosystems

FProbabilisticcryptosystems

FActiveattacks

–Provablesecure,butimpracticalsystems

–Practicalschemes,butnoproofsofsecurity

–Heuristicmethods:OAEPencodesminaspecialway

–APracticalPublicKeyCryptosystemProvablySecureagainst
AdaptiveChosenCiphertextAttack,byRonaldCramerandVictor
Shoup,1998.
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Outline

FPreliminaries-reminderandnewdefinitions.

∗DefinitionsofSecurity
∗Diffie-HellmanDecisionProblem

FThebasicscheme.

FSecurityofthescheme

∗Outlineproof-structure.

FSummary

FReferences
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Preliminaries:SecurityDefinitions

FSemanticSecurity:Anadversaryshouldnotbeabletoobtaineven
partialinformationaboutanencryptedmessage.

FConsideranencryptionscheme(G,E,D).TheSSgameisthe
following:

AOracle

·

(pk,sk)=G(k)

Sec.Param.
k

·

m0,m1

·
pk

·
m0m1

·

b∈R{0,1}

·

β∈{0,1}

·
E(pk,mb)

·
β

Pr[β=b]significant?
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AdaptiveChosenCiphertextSecurity

FSemanticsecurity–guesswhichofm0andm1wasencrypted.

FActiveattacks–useofdecryptionoracle.

FAdaptive–decryptbothbeforeandafterencryptionofm0orm1.

FACCsecuritygame.
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ACCSecurityGame

AO

·

(pk,sk)=G(k)

Sec.Param.
k

··
pk

·
mxi

·

·
m0,m1

(i=1,...,n)mxi

·
D(sk,mxi)

·
m0m1

·

b∈R{0,1}

··
E(pk,mb)

·
myj6=E(pk,mb)

·

·

β∈{0,1}

(j=1,...,k)myj

·
D(sk,myj)

·
β

Pr[β=b]significant?
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DecisionalDiffie-Hellman(DDH)

FUseaslightlydifferentversion:Fixagroup,G,oflargeprimeorderq

–letRbethedistributionofrandomtuples(g1,g2,u1,u2)∈G
4

–letDbethedistributionoftuples(g1,g2,u1,u2)∈G
4
,where

g1,g2arechosenatrandom,andu1=g
r
1,u2=g

r
2forsome

randomr∈Zq.

FAnalgorithmthatsolvestheDDHisastatisticaltestthatcan
effectivelydistinguishDfromR.

FDDHishardinGifnosuchalgorithmexists.

FThisvariantisprovablyequivalenttothe’standard’DDH.
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DDH-Game

FDDHcanbethoughtofasagame:

TEnvironment

·
d∈R{R,D}

·
δ∈{R,D}

·
(g1,g2,u1,u2)←[d]

·
δ

·

Pr[δ=d]significant?

Crypt-2003ChosenCiphertextSecurity(page8)Kari&Karl



BasicScheme

FAssumeagroupGoflargeprimeorderq.

FAlsoassumethatanyplaintextcanbeencodedasanelementofG.

FFinallyassumeafamilyofuniversalone-wayhashfunctionsU,
whereeachfunctionmapsG

3
intoZq.

FWedescribeKeyGeneration(KeyGen),Encryption(Enc)and
Decryption(Dec).
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KeyGeneration

FSelectbaseelementsg1,g2∈RG,andrandomnumbers

x1,x2,y1,y2,z∈RZq

FNowcomputeelements

c=g
x1

1g
x2

2d=g
y1

1g
y2

2h=g
z
1

FSelectahashfunctionatrandomH∈RU.

FKeyGen(G,U)=(PK,SK),wherePK=(g1,g2,c,d,h,H)and
SK=(x1,x2,y1,y2,z).
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Encryption

FRecallSK=(x1,x2,y1,y2,z)andPK=(g1,g2,c,d,h,H)

c=g
x1

1g
x2

2d=g
y1

1g
y2

2h=g
z
1

FToencryptamessagem∈G,

–Selectanumberr∈RZq.

–Compute

u1=g
r
1u2=g

r
2e=h

r
m

–thencompute

α=H(u1,u2,e)v=c
r
d

rα

FEnc(PK,m)=(u1,u2,e,v)=(g
r
1,g

r
2,h

r
m,c

r
d

rα
)
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Decryption

FRecallSK=(x1,x2,y1,y2,z)andPK=(g1,g2,c,d,h,H)

c=g
x1

1g
x2

2d=g
y1

1g
y2

2h=g
z
1

Enc(PK,m)=(u1,u2,e,v)=(g
r
1,g

r
2,h

r
m,c

r
d

rα
)

FTodecryptamessage(u1,u2,e,v)dothefollowing

–firstcomputeα=H(u1,u2,e)

–checkif

u
x1+y1α
1u

x2+y2α
2=v

–ifnotoutputrejectotherwise

–return

m=e(u
z
1)
−1
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Security

FTheorem1ThedescribedcryptosystemissecureagainstAdaptive

ChosenCiphertextAttacksifthefollowingtwoconditionsare

satisfied

-Uisafamilyofuniversalone-wayhashfunctions.

-DDHishardinG

FProof:StandardTechnique-Contraposition:ifwehavean
adversaryAwhichattacksthecryptosystemwithnon-negligible
success-probabilitythenwecanconstructanalgorithmthatwill
solvetheDH-testwithnon-negligiblesuccess-probability.

FDetailsaremoretechnicalsowejustoutlinethestructure.
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Construction

FAssumewehaveanalgorithmAforbreakingthecryptosystem.

FWebuildafastalgorithmT(A)thatsolvesDDH.

T(A)Environment

·

d∈R{R,D}

·

δ∈{R,D}

·
(g1,g2,u1,u2)←[d]

·
δ

·

Pr[δ=d]significant!
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OverviewofT(A)

FWillusea“maninmiddle”construction

ASimulatorEnv.

·

d∈R{R,D}

·

Selectparams.

tosimulatecryptosys.

towardsA

·
(g1,g2,u1,u2)←[d]

··
PK

·
β

·

·
δ

·
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T(A)(1/3)

ASimulatorEnv.

·

d∈R{R,D}

·

x1,x2,y1,y2,z1,z2∈RZq

H∈RU,c=g
x1
1g

x2
2

d=g
y1
1g

y2
2,h=g

z1
1g

z2
2

·
(g1,g2,u1,u2)←[d]

··
PK=(g1,g2,c,d,h,H)

···

decryptions
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T(A)(ctd.2/3)
AMEnv

·

m0,m1

··

·
m0,m1

·

b∈R{0,1}

e=u
z1
1u

z2
2mb

α=H(u1,u2,e)

v=u
x1+y1α

1u
x2+y2α

2

··
(u1,u2,e,v)

···
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T(A)(ctd.3/3)
AMEnv

·

β∈{0,1}

··

·
β

·

·
ifβ=bthenDelseR

·
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Correctness

FTherestoftheproofdealswithprovingthefollowingstatements.

FIfd=Dthenthe“M”componentwilllooklikeaproper
cryptosystemtoA,andbyassumptiontheprobabilityofAguessing
bis

1
2+KwithKnon-negligible.

FIfd=Rthenthe“M”componentwillessentiallylookrandomtoA
(independentofb)andwehavethattheprobabilityofAguessingb

is
1
2+εforanegligibleε.

FThismeansthatoutputofouralgorithm(whichchecksβ=b)isa
statisticaltestfordistinguishingDandR.
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Summary

FWe’velookedatapracticalcryptosystem.

–encryptionanddecryptionrequiresonlyafewcomputations

FWeconsideredAdaptiveChosenCiphertextSecuritywhichmodelsa
strongclassofattacks.

FThecryptosystemisprovablysecureagainstACCattacksinany
groupwhereDDHishard.
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