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Abstract

These lecture notes introduce the notion of secure multipaly computation. We in-
troduce the universal composition framework for phrasing ad proving security about
protocols, and survey some known general results that desitre when secure multi-
party computation is possible. We then look at some generaldchniques for building
secure multiparty protocols, including protocols for commitment and veri able secret
sharing, and we show how these techniques together imply gemal secure multiparty
computation.

Our goal with these notes is to convey an understanding of sombasic ideas and
concepts from this eld, rather than to give a fully formal ac count of all proofs and
details. We hope the notes will be accessible to most graduatstudents in computer
science and mathematics with an interest in cryptography.
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1 WHAT IS MULTIPARTY COMPUTATION?

1 What is Multiparty Computation?

In this section we give an overview of some of the central coepts in multiparty compu-
tation.

1.1 The MPC and VSS Problems

Securemultiparty computation (MPC) can be de ned as the problem ofn players to com-
pute an agreed function of their inputs in a secure way, whersecurity means guaranteeing
the correctness of the output as well as the privacy of the plgers' inputs, even when some
players cheat. Concretely, we assume we have inputs;;:::; X, where playeri knows x;,
and we want to compute f (X1;::;;Xn) = (y1;::5;Yn) Such that player i is guaranteed to
learn y;, but can get nothing more than that. If all outputs are the same we often write
f (X1;::55Xn) = y. Sometimes parties need to learn aandomized functiorof their inputs.
In that case they evaluate a functionf (X1;:::; Xn;r) = (y1; 5 Yn), Wherer is a uniformly
random value unknown by all parties

As a toy example we may consider Yao'snillionaire's problemtwo millionaires meet in
the street and want to nd out who is richer. Can they do this without having to reveal how
many millions they each own? The function computed in this cae is a simple comparison
between two integers: f (X1;X2) = X1 <? X2 here X1 <? Xy is a function which is 1 if
X1 < X 2 and 0 otherwise. If the result is that the rst millionaire is rich er, then he knows
that the other guy has fewer millions than him, but this should be all the information he
learns about the other guy's fortune.

Another example is an electronic voting schemehere all players have an integer as
input, designating the candidate they vote for, and the goalis to compute how many votes
each candidate has received. We want to make sure that the aarct result of the vote,
but only this result, is made public. If there are only two candidatesand x; = 0 is a
vote on the rst candidate and x; = 1 is a vote on the second candidate, and we let the
rst candidate wig, if there is a draw, then the election should only leak the single bit
f(xy;::05%n) = ( Ly Xi) <7 n=2 here a<’bis a function which is 1if a < b and 0
otherwise. If wegwvant to know how many votes each candidate gdhe function would be
f(xyixn) = L X

Xj = maxj”:1 Xj. If there are several partiesP; with x; = maxj-”zl Xj, then a random such
party could be elected by evaluating a randomized function.

In the above examples all players learn the same result, i.g;; = ::: = yu, but it can
also be useful to have di erent results for di erent players. Consider for example the case
of a blind signature schemewhich is useful in electronic cash systems. We can think of
this as a two-party secure computation where the signer ents his private signing key sk
as input, the user enters a message to be signed, and the functionf (sk;m) = (y1;y2),
wherey; = is for the signer and is always the empty string, and whergy, is for the user
and is the signature onm. Again, security means exactly what we want: the user gets ta
signature and nothing else, while the signer learns nothingew. If the signature scheme
is randomized, the parties would have to evaluatd (sk;m;r), wherer is used to compute
the signature.
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It is clear that if we can compute any function securely, we have a very powerful tool.
However, some protocol problems require even more generahys of thinking. A secure
payment system, for instance, cannot naturally be formulaéd as secure computation of a
single function: what we want here is to continuously keep tack of how much money each
player has available and avoid cases where for instance pdegpend more money than they
have. Such a system should behave like a secure general-pose computer: it can receive
inputs from the players at several points in time and each tine it will produce results
for each player computed in a speci ed way from the current iputs and from previously
stored values. Therefore, the de nition we give later for seurity of protocols, will be for
this more general type, namely a variant of theUniversally Composablesecurity de nition
of Canetti. Another remark is that although the general protocol constructions we give
are phrased as solutions to the basic MPC problem, they can ifact also handle the more
general type of problem.

A key tool for secure MPC, interesting in its own right, is veri able secret sharing(VSS):
a dealer distributes a secret values among the players, where the dealer and/or some of
the players may be cheating. It is guaranteed that if the deadr is honest, then the cheaters
obtain no information about s, and all honest players are later able to reconstrucs, even
against the actions of cheating players. Even if the dealerheats, a unique such values will
be determined already at distribution time, and again this walue is reconstructable even
against the actions of the cheaters.

1.2 Adversaries and Their Powers

It is common to model cheating by considering aradversarywho may corrupt some subset
of the players. For concreteness, one may think of the adveaisy as a hacker who attempts
to break into the players' computers. When a player is corruped, the adversary gets all
the data held by this player, including complete information on all actions and messages
the player has received in the protocol so far. This may seemotbe rather generous to
the adversary, for example one might claim that the adversay will not learn that much, if
the protocol instructs players to delete sensitive informéon when it is no longer needed.
However, rst other players cannot check that such informaion really is deleted, and second
even if a player has every intention of deleting for example &ey that is outdated, it may
be quite di cult to ensure that the information really is gon e and cannot be retrieved if the
adversary breaks into this player's computer. Hence the stadard de nition of corruption
gives the entire history of a corrupted player to the adverssy.

1.2.1 The Monolithic Adversary

The adversary cannot only model a hacker. It can also model #t some of the parties
in the protocol are trying to cheat by running alternative programs from those suggested
by the protocol. In the case where an adversary e.g. models e separate parties which
do not follow the suggested protocol it might seem overly pesmistic to model them by
one adversary which controls these three parties, as this ipticitly assumed that the three
deviators are coordinating their cheating. Since, howeverthe corrupted parties coordi-
nating their cheating is the worst-case seen from the point foview of the honest parties,
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nothing is lost, security-wise, in considering one adversg which coordinates the actions
of all corrupted parties. This is sometimes called anonolithic adversary The model uses
a monolithic adversary as it captures the worst case and makethe de nition of security
simpler.

1.2.2 Passive versus Active

One can distinguish between passive and active corruptionPassivecorruption means that

the adversary obtains the complete information held by the orrupted players, but the

players still execute the protocol correctly. Active corruption means that the adversary
takes full control of the corrupted players. One can think ofpassive corruption as a hacker
which is able to inspect the execution of some parties but notontrol it, maybe because of
an operating system with bad security. Alternatively it can be thought of as some of the
parties in the protocol getting together with all the messags they saw during the execution
of the protocol and trying to deduce more information about eg. the inputs of the other

parties.

1.2.3 The Adversary Structure

It is (at least initially) unknown to the honest players which subset of players is corrupted.
However, no protocol can be secure dny subset can be corrupted. For instance, we cannot
even de ne security in a meaningful way if all players are caupt. We therefore need a way
to specify some limitation on the subsets the adversary canoerupt. For this, we de ne an
adversary structurd\, which is simply a family of subsets of the players. And we dene an
A-adversary to be an adversary that can only corrupt a subsetfathe players if that subset
is in A. The adversary structure could for instance consist of all sbsets with cardinality
less than some threshold value. In order for this to make sense, we must require for any
adversary structure that if A2 A and B A, then B 2 A. The intuition is that if the
adversary is powerful enough to corrupt subsef\, then it is reasonable to assume that he
can also corrupt any subset ofA. We say that an adversary structure must bemonotone

If we allow the adversary to corrupt all subsets of the parties of size at mostt for some
t<n, then we call it a threshold adversargnd we callt the threshold

1.2.4 Static versus Adaptive

Both passive and active adversaries may bstatic, meaning that the set of corrupted players
is chosen once and for all before the protocol starts, adaptivemeaning that the adversary
can at any time during the protocol choose to corrupt a new plger based on all the
information he has at the time, as long as the total corruptedset is in A. A static adversary
is a good model of a situation where some of the parties befotiee execution of the protocol
get together and form a collusion against the other parties.Such a collusion could choose
to either pool their view of the protocol after the execution (passive corruption) or could
run some alternative coordinated programs (active corrupibn). Adaptive corruption is a
better model of, e.g., a hacker which is trying to learn infomation by breaking into some
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parties. Such a hacker could pick the next party to try to hack based on the information
already collected.

1.3 Models of Communication

Two basic models of communication have been considered indHiterature. In the crypto-
graphic modelthe adversary is assumed to have access to all messages sé@oivever, he
cannot modify messages exchanged between honest players. This models tirge where
all parties share an authenticated but otherwise insecuret@mnnel. This means that security
can only be guaranteed in a cryptographic sense, i.e. assumgi that the adversary cannot
solve some computational problem.

In the information-theoretic modelit is assumed that the players can communicate over
pairwise secure channels, in other words, the adversary genho information at all about
messages exchanged between honest players (except that sbhing was sent). Security
can then be guaranteed even when the adversary has unboundedmputing power. In
the information theoretic model is sometimes called the.t. model and the secure-channels
model

For active adversaries, there is a further problem with broacasting, namely if a protocol
requires a player to broadcast a message to everyone, it doast su ce to just ask him
to send the same message to all players. If he is corrupt, he maay di erent things
to di erent players, and it may not be clear to the honest players if he did this or not.
In the distributed computing literature the term broadcastis sometimes used to refer to
communication mechanisms which do not necessarily guara@ consistency if the sender is
corrupted. We want to avoid this possible confusion, and theefore use the termconsensus
broadcast In a consensus broadcast, all honest receivers are guaraetl to receive the same
messageeven if the sender and some of the other parties are corrupte®ne therefore in
general has to make a distinction between the case where a gamsus broadcast channel is
given for free as a part of the model, or whether such a channdélas to be simulated by a
sub-protocol. We return to this issue in more detail later, and look at an implementation
of consensus broadcast in Section 9.

We assume throughout that communication issynchronousi.e., processors have clocks
that are to some extent synchronized, and when a message isgat will arrive before some
time bound. In more detail, we assume that a protocol proceeslin rounds: in each round,
each player may send a message to each other player, and all ssages are delivered before
the next round begins. We assume that in each round, the adveary rst sees all messages
sent by honest players to corrupt players (or in the cryptogaphic scenario, all messages
sent). If he is adaptive, he may decide to corrupt some honegilayers at this point. And
only then does he have to decide which messages he will send lmehalf of the corrupted
players. This fact that the adversary gets to see what honesplayers say before having to
act himself is sometimes referred to as eushing adversarySince communication in practice
are not atomic events, but are implemented using sub-protoals, corrupted parties often
has the ability to be last in practical networks they can e.g . just fake that their TCP
connection is hanging until they received messages from thHeonest parties. It is therefore
important to assume a rushing adversary for the model to re et reality.
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In an asynchronous model of communication where message igely or bounds on
transit time is not guaranteed, it is still possible to solvemost of the problems we consider
here. However, we stick to synchronous communication for miplicity, but also because
problems can only be solved in a strictly weaker sense usingychronous communication.
As an example, assume that we want to tolerate that up tat of the n parties are corrupted.
If an honest party waits for messages from more than t parties, then it might potentially
be waiting for a message from a corrupted party. This corrupéd party might not have
sent its message, and since no lower bound on message deliviar guaranteed, an unsent
message cannot be distinguished from a slow messdg&he party might therefore end up
waiting forever for the unsent message, and the protocol delfocks. So, in an asynchronous
protocol which must tolerate t corruptions and must be dead-lock free, the honest parties
cannot wait for messages from more tham t parties in each round. But this means that
some of the honest parties might not even be able to send thigiputs to the other honest
parties, left alone having their inputs securely contribute to the result.

Exercise 1 Consider a setting where two partie$®; and P, want to nd out whether they
are both willing to cooperation in achieving some goal. Thisan be formalized as follows:
Each P; has an inputx; 2 f 0; 1g, where x; = 1 if and only if P; wants to cooperate. They
want to computey = f (X1;X2) = X1 ™ X2, where x; » X = 1 if x; =1 and x, = 1,
and x1 ™ Xo = 0 otherwise. Note, in particular, that if P; does not want to cooperate and
therefore inputsx; = 0, theny =0 no matter the input of P,. l.e., a party which does not
want to cooperate does not learn whether the other party waett to cooperate or not. This
is sometimes called theanarriage problem Show that if the two parties already know how to
securely solve Yao's millionaire's problem, then they canlso securely solve the marriage
problem. [Hint: From their inputs to the marriage problem trey locally determine some
inputs for the millionaire's problem and then solve that inance. From the result of the
millionaire's problem they can determine the result of the @mrriage problem, and nothing
else.]

Exercise 2 Consider a setting where three parties want to cooperate ihey desire the same
goal. They want to nd out whether they desires the same goat @ot, but in case they
do not desire the same goal, they do not want to leak their pegfed goals to the other

which goalP; wants to achieve. Then the parties want to learm (X1; X2; x3) 2 f 0; 1g, where
f (x1;X2;x3) = 1 if and only if x; = X2 = X3.

1. Expressf (X1;X2; X3) as a function ofxy, X, and x3 using only the arithmetic operators
+, and and the special operator=", wherea=" bis 1 if a= b and 0 otherwise.

2. Replace the use of? by a circuit using only the arithmetic operators. Assume tha
the computation is done in the nite eld K = Z, for a prime p > g, and try to get
a circuit of size at mostO(log,(p)). [Hint: Fermat.]

YIn fact, it is easy to see that the ability to distinguish an un sent message from a sent-but-slow message
is almost equivalent to knowing a bound on delivery time.
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?

3. Since =7 is more expensive than the arithmetic operators, when it hato be imple-
mented using these, it is desirable to use as few invocatiookit as follows. Show how
to do with just one invocation of=? and a constant number of arithmetic operators.
You are allowed to assume thaK = Z,, for a prime p and that p is much larger than
g (say, you decide the value op after seeingg).
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2 De ning Security, a First Look

In this section we give a rst idea of how security of MPC is de ned. We will later denote
a separate section to eshing out the details.

2.1 How to not do it

De ning security of MPC protocols is not easy, because the mblem is so general. A good
de nition must automatically lead to a de nition, for insta nce, of secure electronic voting
because this is a special case of MPC. The classical approachsuch de nitions is to write
down a list of requirements: the inputs must be kept secret (ecept for what can be learned
from the output), the result must be correct, etc. However, gart from the fact that it
may be hard enough technically to formalize such requiremés, it can be very di cult to
be sure that the list is complete. For instance, in asealed-bid auctiorwe would clearly be
unhappy about a solution that allowed a cheating bidder to bd in a way that relates in
a particular way to an honest player's bid. We do, e.g., not wat player P; to be able to
behave such that his vote is always one euro higher than thatfdhonest player P,'s vote.
Yet a protocol with such a defect may well satisfy the demand hat all inputs of honest
players are kept private (except for what can be learned fromthe output), and that all
submitted bids of the right form are indeed considered. Namlg, it may be that a corrupt
P, does not know how he bids, he just modi esP,'s "encrypted” bid in some clever way
and submits it as his own? So maybe we should demand that all players in a multiparty
computation know which input values they contribute? Probably yes, but can wethen
be sure that there are no more requirements we should make irraer to capture security
properly?

2.2 The Ideal vs. Real World Approach

To get around this seemingly endless series of problems, wdliake a completely di erent

approach: in addition to the real worldwhere the actual protocol and attacks on it take
place, we will de ne anideal worldwhich is basically a speci cation of what we would like
the protocol to do. The idea is then to say that a protocol is god if what it produces
cannot be distinguished from what we could get in the ideal ssnario.

To be a little more precise, we will in the ideal world assume ltat we have access to
an incorruptible computer, a so-calledideal functionalityF . All players can privately send
inputs to and receive outputs fromF . The ideal functionality F is programmed to execute
a certain number of commands, and will, since it is incorrupible, always execute them
correctly according its (public) speci cation, without le aking any information other than
the outputs it is supposed to send to the players.

2Note that at least the seller should be unsatis ed with such a "feature”. If there are only two bidders
and P1 knows that it values the sold good higher than P, and therefore surely is going to win, the goal
of P1 is to bid as low as possible while still winning. The above feature would allow Pi to minimize the
prize in this case. Without the feature P; would have to bid higher to be sure to win, which would give
the seller a larger pay o .

10
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As an example, the ideal functionality for secure function evaluatioof f, let us call
it F;fe, could be specied as follows: Wait for a message; from each P;; Compute

to F;ce and Féfe is truly incorruptible, then secure function evaluation is trivial. The
parties just send their inputs to Fie and get back the results. Any other cryptographic
task, such as commitment schemes, VSS or payments systemacas easily be phrased as
ideal functionalities.

The goal of a protocol Lfe for secure function evaluation off is then to create, without
help from trusted parties, and in presence of some adversarg situation equivalent to the

case where we hav€ ;. available. If this is the case, we say that Nt securely implements
Féfe .

By equivalent we mean that whatever information an adversay can collect in the real
world it could also have collected in the ideal world, by corupting the same parties. This
shows that the protocol is no worse than the ideal setting.

As an example, let us consider an adversary which does a statipassive corruption of

Féfe and get backy;, a corruption of P; leaks only x;j and y;. l.e., in the ideal world an
adversary learns just

In the real world the adversary learns more, namely all the mgsagesnsg sent by each
corrupted P; plus the randomness; used byP; in the computation. I.e., in the real world
an adversary learns

As with zero-knowledge we de ne this via simulation. In the ase of zero-knowledge we
requires that the entire transcript of the proof could be sirmulated. Here we require that

Technically, we require that there exists aprobabilistic poly-timgPPT) simulator S which
takes inputs of the formf (i; X;yi)gi2c and gives outputs of the formf (i; X; yi; ri; msg)gizc =

have the same distribution for allC 2 A . If this is the case we call Lfe a perfectly secure
implementation of F;fe . We also say that the protocol is secure in the sense gfoly-time
simulation

by corrupting the parties C in the real-world protocol. So, for any PPT adversary there &

11
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no advantage in attacking the real-world protocol over attacking the ideal world, and since
the ideal world is as good as it gets, the protocol is as good dtsgets!

a computationally securemplementation of Féfe .

12
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3 Results on MPC

In this section we list some important known results on MPC.

3.1 Results for Threshold Adversaries

The classical results for the information-theoretic modeldue to Ben-Or, Goldwasser and
Wigderson [5] and Chaum, Crépeau and Damgard [12] state thagvery function can be
securely computed with perfect security in presence of an agbtive, passive (adaptive,
active) adversary, if and only if the adversary corrupts les than n=2 (n=3) players. A lot

of worked soon followed, improving on the e ciency of the rst protocols, like Gennaro,

Rabin and Rabin[28]. The currently fastest protocol is by Bediova and Hirt[6].

When a broadcast channel is available, then every functionan be securely computed
with statistical security in presence of an adaptive, actie adversary if and only if the
adversary corrupts less thann=2 players. This was rst shown by Rabin and Ben-Or[41].
Again the e ciency was soon improved, by e.g. Cramer, Damgad, Dziembowski, Hirt and
Rabin[14]. The currently fastest protocol is by Damgard andNielsen[23].

The most general results for the cryptographic model are by @ldreich, Micali and
Wigderson [30] who showed that, assuming trapdoor one-way gpmutations exist, any
function can be securely computed with computational seclity in presence of a static,
active adversary corrupting less thann=2 players and by Canetti et al.[9] who showed that
security against adaptive adversaries in the cryptograptd model can also be obtained,
although at the cost of a signi cant loss of e ciency. Under specic number theoretic
assumptions, Damgard and Nielsen have shown that adaptiveesurity can be obtained
with a reasonable e ciency[22].

The following table summarizes which thresholds are obtaiable for various qualities of
security, where all results are for adaptive security.

Passive Active with broadcast Active without broadcast
Perfect n=2 n=3 n=3
Statistical n=2 n=2 n=3
Computational n n=2 n=2

3.2 Results for General Adversaries

Hirt and Maurer [31] introduced the scenario where the advesary is restricted to corrupting
any set in a general adversary structure.

In the eld of secret sharing we have a well-known generalizeéon from threshold schemes
to secret sharing over general access structures. Hirt and &direr's generalization does the
same for multiparty computation. One may think of the sets in their adversary structure
as corresponding in secret sharing terminology to those ssgbts that cannot reconstruct
the secret.

Let Q2 (and Q3) be the conditions on a structure that no two (no three) of the sets
in the structure cover the full player set. The result of [31]can be stated as follows: In
the information-theoretic scenario, every function can besecurely computed with perfect
security in presence of an adaptive, passive (adaptive, age) A-adversary if and only if

13
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A is Q2 (Q3). This is for the case where no broadcast channel is availadl The threshold
results of [5], [12], [30] are special cases, where the adsaty structure contains all sets of
size less thann=2 or n=3.

This general model leads to strictly stronger results. Corider, for instance, the follow-
ing in nite family of examples: Suppose our player set is diided into two groups X and
Y of m players each i = 2m) where the players are on friendly terms within each group
but tend to distrust players in the other group. Hence, a coation of active cheaters might
consist of almost all players fromX or from Y, whereas a mixed coalition with players
from both groups is likely to be quite small. Concretely, supose we assume that a group
of active cheaters can consist of at mos®m=10 players from only X or only Y, or it can
consist of less thanm=5 players coming from both X and Y. This de nes an adversary
structure satisfying Q3, and so multiparty computations are possible in this scendo. Nev-
ertheless, no threshold solution exists, since the largestalitions of corrupt players have
size more thann=3.2 The intuitive reason why threshold protocols fail here is that they
will by de nition have to attempt protecting against any coalition of size 9m=10 an
impossible task. On the other hand this is overkill because @t every coalition of this size
actually occurs, and therefore multiparty computation is dill possible using more general
tools.

The protocols of [31] rely on quite specialized techniquesCramer, Damgard and Mau-
rer [15] show that any linear secret sharing scheme can be wk& build MPC protocols.
A linear secret sharing scheme is one in which each share is &ed linear function (over
some nite eld) of the secret and some random eld elements bosen by the dealer. Since
all the most e cient general techniques for secret sharing & linear, this gives the fastest
known protocols for general adversary structures. They afs show that the Q2 condition
is necessary and su cient for MPC in the cryptographic scenaio.

3.3 Unfair MPC

The research on MPC has considered a large number of di erertnodels, to try to nd
either more secure protocols or more e cient protocols. We wl mention just one of these
directions here. In [18] Canetti, Lindell Ostrovsky and Salai, building on previous work,
show that it is possible to get some security even if up td = n 1 parties can be corrupted.
A number of such protocols are known, but they are, however, launfair in the sense that
a single corrupted party can force the protocol to fail in sub a way that the corrupted
party itself learns the output of the computation, whereas te honest parties learns no
information from the computation at all. This is in contrast to the fair protocols we
mentioned above which guarantees that all parties learn theesult. The boundst < n=2
and t < n=3 mentioned above are known to be optimal for fair protocols. Wen the
adversary is passive, fairness is not an issue, as the adwang has to follow the protocol.
This is why the table sayst = n for passive, computational adversaries.

31t can be shown that no weighted threshold solution exists ei ther for this scenario, i.e., a solution using
threshold secret sharing, but where some players are given sveral shares.
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4 A Passive Secure Protocol

In this section we will sketch how to obtain a perfectly secue function evaluation protocol
in the i.t.-model when t < n= 2. More precisely, we will look at how to impIementFéfe with
perfect security, where we assume a threshold adversary thaan corrupt at most t < n=2
players.

4.1 Arithmetic Circuits

In the following we x some nite eld K. The only necessary restriction onK is that
jKj > n, but we will assume for concreteness and simplicity thak = Z,, for some prime
p>n.

We will present a protocol which can securely evaluate an atimetic function over
K. For notational convenience we construct a protocol for thecase where each party has
exactly one input and one output fromK. Le., f : K" I K" (xq;:::5;%Xn) ! (Y1;::::Yn)-

are n input gates, each labeled by the partyP; which is going to supply the secret input
value x; for that gate. Then there are a number of internal addition ard multiplication
gates. Finally there is for eachP; exactly one output gate labeled byi. The value of this
gate is going to bey;.

Considering arithmetic circuits is without loss of generaity: Any function that is fea-
sible to compute at all can be specied as a poly-sizes Booleatircuit using and and
negation But any such circuit can be simulated by operations inK: Boolean valuestrue
or false can be encoded ad resp.0. Then the negation of bit bis 1 b, and the and of
bits band Pis b B’

Exercise 3 Assume that you are given an ideal functionality:;fe which allows to compute
any function f : K" I K" given by an arithmetic circuit. Show how it can be used
to securely implement an ideal functionalityF & for any function f : f0;1g" ! f 0;1g",
where each party has a bit as input and can be any poly-time computable function. Assume
that you have a poly-sized Boolean circuit fog. We argued how to do that above, but the
solution only works for passive security. If parties can deate from the protocol there is the
problem that when the Boolean circuit is coded as an arithmigtcircuit, it is important that

all parties input 0 or 1. There is, however, no guarantee that this happens, as a copted
party can input any x; 2 K to Féfe, and this can be a real problem: Consider a case with
three parties, each with an inputx; 2 f 0;1g. Assume thaty; = (1  X1)X2 + X1X3. If
x1 =0, theny; = Xy, and if x; =1, theny; = x3. l.e., P1 can choose to learn eitherx,
or x3, but not both.

1. Argue that a cheatingP; which inputs x; 62 D; 1g can learn bothx, and xs.

2. Give a general construction which prevents this type of &tck. [Hint: Assume that
K is small and try to map all possible inputs; 2 K to an input x° 2 f 0; 1g and then
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4.2 Secret Sharing

Our main tool to build the protocol will be secret sharingin particular Shamir's scheme,
which is based on polynomials oveK. A value s 2 K is shared by choosing a random
polynomial f¢(X) 2 K[X of degree at mostt such that f5(0) = s. And then sending
privately to player P; the shares; = fs(j). The well known facts about this method are
that any set of t or fewer shares contain no information ors, whereas it can be reconstructed
from any t +1 or more shares. Both of these facts are proved usirigagrange interpolation

4.2.1 Lagrange Interpolation

If h(X) is a polynomial of degree at most and if C is a subset ofK with jCj=1+1, then

X
h(X¥= h() (X ;

i2C

where ;(X) is the degreel polynomial such that, for all i;j 2 C, ;(j) =0 ifi 6 j and
i(j)=21ifi =j. In other words,
Y X i
i(X) = —JJ ;

j2cisi

We brie y recall why this holds. Since each ;(X) is a prgguct of | monomials, it is a poly-
nomial of degree at most. Therefore the right hand side ,, h(i) i(X) is quolynomial of
degree at most that on input i evaluates toh(i) fori 2 C. Therefore,h(X) ioc h(i) i(X
is 0 on all points in C. SincejCj > 1 and only the zero-polynomial has more zeroes than
its degree (in a eld), it follqy,vs that h(X) ioc h(i) i(X) is the zero-polynomial, from
which it follows that h(X) =, h(i) i(X).

Another consequence of Lagrange interpolation is that thex exist easily computable
valuesr =(rq;:::;rn), such that
X
h(0) = rih(i) 1)
i=1
for all polynomials h(X) of degree at mostn 1. Note that the samer works for all h(X).
Namely, ri = ;(0). We call (ry;:::;rn) a recombination vector

A nal consequence is that for all secretss2 K and all C K with jCj =t and 0 62C,
if we sample a uniformly randomf of degree t and with f (0) = s then the distribution
of the t shares

(F()izc

is the uniform distribution on K!. Since the uniform distribution on K clearly is indepen-
dent of s, it in particular follows that given only t shares one gets no information on the
secret.

One way to see that anyt shares are uniformly distributed is as follows: One way
to sample a polynomial for sharing g,f a secres is to sample a uniformly randoma =
(ar;::;a) 2 Ktand let fo(X) = s+ J-t:l g X (as clearlyf4(0) = s.) Fora xed s and
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xed C as above this de nes an evaluation map fronK! to K' by mappinga = (a;:::;a)
to (fa(i))i,c. This map is invertible. Namely, given any (yi);,c 2 K', we know that
we seekf 5(X) with f4(i) = y; fori 2 C. We furthermore know that f,(0) = s. So, we
know f4(X) ont + 1 points, which allows to computef,(X) and a 2 K!, using Lagrange
interpolation. So, the evaluation map is invertible. Any invertible map from K! to K! maps
the uniform distribution on K! to the uniform distribution on K.

4.2.2 Example Computations

to tolerate t = 2 corrupted parties. Assume that we work inK = Z31; and want to share
s=7. We pick a;;a, 2r K uniformly at random, say they becomea; =4 anda, = 1, and
then we de ne

h(X)= s+ aiX+ apX¥ =7+4 X+ X : 2)

Then we computes; = h(1) = 7+4+1mod11 =1, s, = h(2) = 19mod 11 = 8,
s3= h(3)=6,s4=h(4) =6, ss = h(5) =8. So, the sharing is

[s]=(1,8,6,6;8) :

We sends; securely toP;.

Assume now that someone is given just the sharess; s4;ss. Since3 > 2, she can use
Lagrange interpolation to compute the secret.

We rst compute

Y X j_ (X 49X 5 _

3 -G @@ 5 ¢ KH20@ 4B 5) ' (mod1l):

3(X) =

j=4:5

We have that (3 4)(3 5)=2and2 6modi11=1s0((3 4)(3 5)) 'mod1l=6.
So,

3(X = (X 9X+20)6=(X+2X+9)6=6X+12X+54=6X+ X+10 (mod 11) :
We check that
33)=6 3FP+3+10=67=1 (mod 11) ;
3(4)=6 4#+4+10=110=0 (mod 11) ;
3(5)=6 5°+5+10=165=0 (mod 11) ;

as it should be.
We then compute

(9= | Xl (X X 5

54 1 (@ 3@ 5
=(X 8x+15)( 1)1

= (X +3X+4)10

= 10X +8X+7 :
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We can check that 4(3) = 121 = 0 (mod 11), 4(4) = 199 = 1 (mod 11), and 4(5) =
297 =0 (mod 11).
We then compute

Y X j (X 3)(X 4
5

s(9= i TG 305 4

j=3:4
= (X 7X+12)(2) ‘!
= (X +4X+1)6
=6X +2X+6 :
We can check that 5(3) = 66 = 0 (mod 11), 5(4) = 110 = 0 (mod 11), and 5(5) =

166 =1 (mod 11).
It is now clear that if for any sz;S4; S5 we let

h(X)=s3 3(X+ss 4(X+s5 5(X;

then h(3) = s3 1+s4 0+s5 0=1s3 h(4) =s3 0+s4, 1+s5 0= s4andh(5) =
s3 0+s;4 0+ s5 1= s5 which implies that if s3 = f(3), s4 = f(4) and s5 = f (5) for
some quadratic polynomial, thenh(X) = f (X). This allows to compute h(X) from the three
shares.

More concretely, notice that

h(X) = s3 3(X + s4 4(X) + s5 5(X)

= (653 + 1054+ 655)X + (S3+ 854+ 255)X+ (10S3+ 754+ 65Ss) :

Since we consideh(X) of the form h(X) = s+ a;X+ a,X?, where have that

s=10s3+7s4+6sS5 mod 11
a; = S3+8s4+2ss mod 11

ay =6s3+10s4+6s5 mod 11;

which is then the general formula for computingh(X) from the three sharessz = h(3);s4 =
h(4);s5 = h(5).
In our concrete example we had the shares; = 6, s4 =6 and s5 = 8. If we plug this
in we get
s=10 6+7 6+6 8mod11l=150mod 11=7
a;=6+8 6+2 8mod1l1=70mod11=4
a=6 6+10 6+6 8mod1l=144 mod 11 =1;

which gives exactly the polynomial in (2).

If we had only been interested in nding the secrets and not the entire polynomial we
would only need the equations = 10s3 + 7s4 + 65 mod 11 We see thatr = (10;7;6) is
the recombination vector for nding h(0) from h(3);h(4);h(5) when h(X) is a polynomial
of degree at most2.
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Exercise 4 A useful rst step to build MPC protocols is to design a secresharing scheme
with the property that a secret can be shared among the plagesuch that no corruptible set
has any information, whereas any non-corruptible set can eenstruct the secret. Shamir's
scheme shows how to do this for a threshold adversary struetui.e., where the corruptible
sets are those of size or less. In this exercise we will build a scheme for the non+#shold
example we saw earlier. Here we havam players divided in subsets<;Y with m players
in each, and the corruptible sets are those with at mo€im=10 players from only X or

only Y, and sets of less tharm=5 players with players from bothX and Y (we assume
m is divisible by 10, for simplicity). More formally, A consists of allC with C X and

iCj  9m=10plus allC with C Y andjCj 9m=10 plus all C with jCj < m=5.

1. Suppose we shared secrets using Shamir's scheme, witF 9m=10, or with t =
m=5 1. What would be wrong with these two solutions in the given dmxt?

2. Design a scheme that does work in the given context. [Hinin addition to the secret
s, create a random elemenu 2 K, and come up with a way to share it such that only
subsets with players fromboth X and Y can computeu. Also use Shamir's scheme
with botht =9m=10andt = m=5 1]

4.3 The Protocol

We give a protocol for the i.t. scenario, where there are secel channels between all parties.
We assume a threshold adversary that can passively corruptpito t players, wheret < n=2.
Since the function we are to compute is speci ed as an arithnte circuit over K, our task
is, loosely speaking to compute a number of additions and mtiplications in K of the input
values (or intermediate results), while revealing nothingexcept for the nal result(s).

The protocol starts by:

Input Sharing:  Each player P; holding input x; 2 K secret sharesx; using Shamir's
secret sharing scheme: it chooses at random a polynomig](X) of degree t with

We then work our way gate by gate through the given arithmeticcircuit over K, main-
taining the following:

Invariant:  All input values and all outputs from gates processed so farra secret shared,
i.e., each such valuea 2 K is shared into sharesas;:::;a,, where P;j holds &, and
where there exists a polynomiala(X) of degree at mostt such that a(0) = a and
a; = a(i). From the start, no gates are processed, and only the inputsra shared.

To determine which gate to process next, we simply take an aitrary gate for which both
of its inputs have been shared already.

Once a gate producing one of the nal output valuesy has been processed; can be
reconstructed in the obvious way:

Output Reconstruction: The output y is shared by a polynomialy(X) of degree t.
l.e., y(0) = y and P; holdsy; = y(i). Each P; securely sendsy; to the party that is
supposed to learny. That party uses Lagrange interpolation to computey = y(0)
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Note that P; actually only needst + 1 shares for this, and therefore has almost twice the
number of shares needed. This is of course not a problem.

Itis then su cient to show how addition and multiplication g ates are handled. Assume
the input values to a gate area and b. Assume, by invariant, that a is shared using a
polynomial a(X) and that bis shared using a polynomiab(X), both with degree at mostt.
l.e., a(0) = a and the parties hold sharesa; = a(1);:::;a, = a(n), and b(0) = b and the
parties hold sharest; = b(1);:::; b, = b(n).

Addition: Fori =1;:::;n, P; computesc = a + by. The sharesc;;:::;c, determine
c= a+ bas required by the invariant.

Multiplication: Multiplication proceeds as follows:

Local multiplication step: Fori=1;:::;n, P computesd, = a b.

Resharing step: P; secret sharegl; with threshold t, resulting in sharesdi; :::; din ,
and sendsd; to player P;.

=]

Recombination step:  Forj =1;:::;n, player P; computesg = n ridj , where
(r1;:::;rn) is the recombination vector for computing d(0) from d(1);:::;d(n)
whend is a polynomial of degree at mosn 1. The sharesc;:::;c, determine

c = abas required by the invariant.

Note that we can handle addition and multiplication by a congant c¢ by using a default
sharing of ¢ generated from, say, the constant polynomiaf (x) = c.

4.4  Analysis

We will now prove that the protocol is a perfectly secure impeémentation.

441 Correctness

As for addition, note that if we let ¢(X) = a(X) + b(X), then c(X) is again a polynomial
of degree at mostt. Furthermore, c¢(0) = a(0) + b(0) = a+ b and P; holds the share
G =a+hb=a()+ i) = c(i). Thereforea+ bis correctly shared using the polynomial
c(X).

As for multiplication, note that if we let d(X) = a(X)b(X), then d(X) is a polynomial of
degree at most2t. Furthermore, d(0) = a(0)b(0) = ab, and after the local multiplication
step P; holds the shared, = ajlb = a(i)b(i) = d(i). Therefored = abis shared using the
polynomial d(X), but d(X) does not necessarily have degreeas required by the invariant.
Handling this issue is the job of the next two steps, and is céd secure degree reduction
Note that since d(X) has degree at mosPt and2t n land (ry;:::;rn) is the recombi-

mostn 1, it follows from (1) that
X
d0)=  rid(i) ;
i=1
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which is that same as

Therefore the sharegl; determine abusing a known linear combination withr = (rq;:::;rp).
The parties essentially just compute this linear combinaton securely by acting on secret
sharings of the valuedd;: Let d;j(X) denote the polynomial of degree at most used to secret
shared;, such that d;(0) = dj and d;(j) = d;j and let

X
c¥= rdi(}:

i=1

Then clearly c(X) has degree at most, and

X
c(0) = rid;(0) = ridi = ab ;
i=1 i=1

. X] . X]
cj) = ridi(j) = ridj = ¢ :
i=1 i=1
Therefore abis correctly shared usingc(X).

4.4.2 Privacy

The privacy of the overall protocol follows from the observéion that all values are shared
using random polynomials of degree at most. Since anyt corrupted parties have at most
t shares of all polynomials andt shares leak no information, it follows that any subset of
t corrupted parties only learn their own inputs and their own autputs (as they receive all
shares of these). Below we formalize this argument by giving aimulator, as required by
the de nition in Section 2.

For simplicity we start by proving a weaker form of security clled input indistinguishable

computation Here we require from all pairs ofglobal inputsx©@ = (x!?:::::x{?) and
x® = (x{;xPy, and all € f 1;:::;ng with jCj  t, that if
ideal c(Fle (x9::::x@))  rideal c(Fle xV;::0:x®))
then o
1
real ¢ e (x::0x@)) Preal o Lo (xiix®y)

e., if two sets of global inputs cannot be distinguished bythe corrupted parties in the
ideal world, then neither can they be distinguished in the ral world.
Recall that

ideal C(ste (X1;:00xn)) = f(i5X55Yi)Gi2c
and
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So, the de nition requires that if
f(ix @5y gioe = x5 yPgioc

then
., (0)..,0)..0 0 L., 1
f(I;Xi( );yi( );ri( );msg( Ngizc ° f(l;Xi( );yi( )'ri( );de Ngiac :
l.e., if the inputs and outputs of the corrupted parties are the same, then the distribution
of the messages that they send and receive are also the same.
For the parts of the protocol which does not open values, it ieasy to check that this
is the case:

Input Sharing:  Each corrupt P; 2 C creates a random sharing oki(b). Sincexi(o) = xi(l),

this clearly leads to the same distribution on the shares inhe two cases.

Each honestP; 62C creates a random sharing oij(b). It might be the case that
xj(o) 6 xj(l), but the corrupted parties only see the share§x; (i)Pgi2c. SincejCj t,

these are uniformly random and independent okj(b); In particular, the distribution
is the same whenb=0 andb=1.

Addition: Here no party sends or receives anything, so there is nothingp show.

Multiplication: Follows as for Input Sharing: We can assume that all values he by
corrupted parties have the same distribution, as all the vales they received so far
had the same distribution. In particular, a and by have the same distributions in the
two cases. Therefore all values generated and sent by the copted parties have the
same distribution. The honest parties only send shares of ralom sharings, and the
corrupted parties only seet shares of each sharing. These are just uniformly random
values.

Output Reconstruction: Here all shares ofy(® (X) are securely sent to som®;. If Pj is
honest, the corrupted parties do not see anything. But, ifP; is corrupted, then Pj,
and thus the corrupted parties, seesll shares ofy(® (X). We therefore need to show

By the condition f (i;x?;y@)gioc = f(i;:x ™ ;y®)gi2c, we know that y©@ and y®

are identical, and as we argued above, the sharéy© (i)gioc and fy® (i)g»c have
the same distribution. Sincey©@ () = y©@ and y®(0) = y®, we can conclude
that the values fy© (i)giscr og and fy® (i)giacr oy have the same distribution.
From this it follows, using Lagrange interpolation, that fy© (i)g, and fy® (i)g,
have the same distribution: From the t + 1 points fy®(i)gioc oy ONe can com-
pute fy(®(i)gh, using the Lagrange formulas for computing the missing poirg
from the t + 1 given one. lLe., fy®(i)gl, = F(fy®(i)giocy og) for some func-
tion F. When fy© (i)giacpr og and fy® (i)gizcr og have the same distribution, then
of courseF (fy© (i)giacr og) @nd F(fy® (i)gizcpr og) have the same distribution
this holds for any function F. In particular, fy© (i)gL, = F(fy©® (i)gi2c og) and
fyD(i)gly = F(Fy® (i)giacp og) have the same distribution.
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4.4.3 From Indistinguishability to Simulation

Above we only proved that the protocol is input indistinguishable. This is known sometimes
to be weaker than poly-time simulation security, as de ned n Section 2, but actually
implies simulation security if the function f is invertible in poly-time (when restricted to
some subset of the outputs). For simplicity we here show thatinput indistinguishable
imply simulation security if we allow the simulator unbounded computing power.

To see this, recall that the simulator gets input

S(ideal ¢(Fle (x1;::::%n))) = real c( Le (x%:::5x9)) :

Since

which implies that
S(ideal c(Fle (x1;::::%n))  Preal o Lo (x1;::1i%n) ;

as desired.

This shows that simulation security with an unbounded simuhbtor is implied by input
indistinguishability. Furthermore, if S can compute x® from f(i;X;;Vi)gi2c in poly-time,
then the entire simulation is poly-time, and we have a proof 6poly-time simulation security,
as de ned in Section 2.

4.4.4 Poly-Time Simulation Security

The protocol is, however, secure in the sense of Section 2 fai functions f . The simulation
argument is just a little more involved, as sketched now.
The simulator S gets input

(x%;:::;x%) and records the internal state of the partiesP;, i 2 C. l.e., it records
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have the same inputs and only seé shares of the values shared by the honest parties. So,
the only point where the di erence is spotted is when an incorect output y°is reconstructed

corrects for this di erence: It knows the true valuey that the output should have from

its input f(i;Xi;yi)gizc. If y°6 y, then it patches the executionreal c( e (x?;:::;%9))
as follows: Letfy%gi,c be the shares of the corrupted parties. De ney40): =y and then
compute a polynomial y{X) of degree t with y40) = y and yqi) = yPfori 2 C. Then
change the shares of the honest parties to byejo:z yYqj) for j 62C, and send these shares
instead. Do this patching for all outputs going to corrupted parties, and then output the

So,
S(ideal c(Fie (x1;::::%n)) P G(real c( & (X1:::1:%n)); fyigiac) -

4.5 Example Computations and Proofs by Example

The above argument for the output reconstruction shows thatit does not harm to give all
shares of an output to the corrupted parties. This, in particular, shows that the shares do
not carry information about how the result was computed: Ifc = a+ bis reconstructed
and the result is 6, then the n shares ofc will be consistent with both a=2;b=4 and
a=1;b=5 otherwise the protocol could not be secure. We will, however, look at two
exercises to exemplify this phenomenon.

Consider a setting where variablesa and b have been computed, and where then a
variable c = a+ bis computed and output to P;. Assume thatn =3 andt=1. l.e., we
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have three partiesP1; P,; P3 and one can be corrupted. For sake of example, say it B;.
Sincet = 1 we are using polynomials of the formf () = ¢+ 1X a.k.a. lines.

Assume that a = 2 and that a is shared using the polynomiala(X) = 2 +2 X, and
assume thatb= 4 and that bis shared using the polynomiala(X) =4+ X. This gives the
following computation:

Variable | Value | P; P>, P3
a 2 4 6 8
b 4 5 6 7
c=a+b 6 9 12 15

We show the shares(1) =4, a(2) =6, a(3) =8 and the sharesx(1) =5, b(2) =6, b3) =7
in the rows to the right of the variables and their values. When the parties compute the
variable c = a+ b, they simply add locally and compute the sharess, 12 respectively 15.
In the table all shares that P; would see in this case are put in bold.

We want that P; only learns that ¢ = 6, and nothing abouta and bexcept thata+ b= 6.
We demonstrate that this is the case by sake of example. We ldghe party P; make the
hypothesis thata =1 and b=5. Hopefully it cannot exclude this hypothesis. As a starter,
P imagines that the network is con gured as follows, not knowng the shares ofP; and
Ps:

Variable | Value | P;1 P> Ps3
a 1 4 ? ?
b 5 5 ? 7
c=a+b 6 9 12 15

If a(0) =1 and a(1) = 4, then it must be the case thata(X) = 1 + 3 X which would imply
that a(2) = 7 and a(3) = 10. Furthermore, if b(0) =5 and b(1) = 5, then it must be the
case thatb(X) = 5+ 0 X, which would imply that b(2) =5 and b(3) = 5. If P1 lIs these
values into the table it concludes that the network must be co guration as follows for its

hypothesis to hold:

Variable | Value | P; P>, P3
a 1 4 7 10
b 5 5 5 5
c=a+b 6 9 12 15

Note that this hypothesis is consistent with the protocol ard what P, have seen, ag+5 =
12and 10+5 =15. Thereforea=1 and b=5 is as possible a;s =2 and b=4.

Exercise 5 In the above exampleP; could also have made the hypothesis that= 0 and
b= 6. Show thatP; cannot exclude this example, by lling in the below table andoting

that it is consistent.

Variable | Value | P; P> Ps3
a 0 4 ? ?
b 6 5 ? 07
c=a+b 6 9 12 15
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We now consider an example of a multiplication of variablesa = 2 and b= 3. The
polynomials used to share them ar@a(X) =2+ Xandb(X)=3 X

Variable Value | P;1 P> P3
a 2 3 4 5
b 3 2 1 0
d=ab 6 6 4 0
d; 6 4 2 0
do 4 6 8 10
ds 0 0 0 0
c=3d; 3d,+ ds 6 6 18 30

We explain the lower part of the table soon, but rst note that the shares ofd = ab=6
are not on a line, as all the other shares are. The reason is thal(X) = a(X)b(X) is not
a line, but a quadratic polynomial. In fact, dX) = 2+ X3 X =6+ X X2, which is
consistent with d(1) =6, d(2) =4 andd(3) =0.

After having computed the local products d;, the next step in the multiplication algo-
rithm uses the Lagrange formula for computingd from di; d»; d3, so we derive that one.
Since2t = 2 we are looking at quadratic polynomialsy(X) = o+ 1X+ X2, where g is
the secret. Therefore the shares arg; = y(1) = o+ 1+ 2,¥2=Yy(2)= o+2 1+4 ,
andys; = y(3)= o+3 1+9 5. Itfollows that ( can always be computed from the
shares as o =3y; 3y2+ y3. This formula was found using simple Gaussian elimination,
but is also given by the Lagrange interpolation formula. l.e, in our case the recombination
vectorisr =(3; 3;1).

In our example we haved; = 6, d, =4 and d3 = 0, and indeed3d; 3d, + d3 =
18 12 =6 = ab as it should be. Each party nhow shares its valuad;. In the table Py
used the polynomiald;(X) =6  2X, P, used the polynomiald,(X) = 4 + 2 X and P3 used
the polynomial d3(X) = 0+ 0 X The parties then locally combine their shares by an inner
product with the recombination vector (3; 3;1), leading to the shares in the table.

Again, an example will reveal that any other hypothesis, lilkea =1 and b =6 would
have given the exact same view td?;. The reader is encourage to do that, by solving the
following exercise.

Exercise 6 Show that the values seen Wy, are consistent with the hypothesig =1 and
b=6 by lling in the following table and noting that it is consistent.

Variable Value | P1 P, P3
a 1 3 ? ?
b 6 2 ? ?
d=ab 6 6 ? ?
d; 6 4 2 0
do ? 6 ? ?
ds ? 0 ? ?
c=3d; 3dy+ d3 6 6 18 30

[To check solution: It must say 42 and 84 somewhere.]
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4.6 Optimality of the Corruption Bound

What if t n=2? We will argue that then there are functions that cannot be conputed
securely.

Towards a contradiction, suppose there is a protocol , with perfect privacy and perfect
correctnessfor two players P1; P, to securely evaluate the logical AND of their respective
private input bits by; by, i.e., by * by.

Assume that the players communicate using a perfecerror-free communication chan-
nel. One of the players may be corrupted by anin nitely powerful , passiveadversary.

Without loss of generality, we may assume the protocol is oftte following form.

1. Each player P; has a private input bit bh. Before the protocol starts, they select
private random strings r; 2 f 0;1g of appropriate length.

Their actions in the forthcoming protocol are now uniquely cetermined by these
initial choices.

2. P1 sends the rst messagems;, followed by P,'s messagams;.

This continues until P, has sent su cient information for P1 to computer = by~ by.
Finally, P1 sendsr (and some halting symbol) to P».

The transcript of the conversation is

Fori=1;2, the viewof P; is
view; = (b;ri;T):

Perfect correctness means here that the protocols always & (in a number of roundst
that may perhaps depend on the inputs and the random coins) amh that always the correct
result is computed.

Perfect privacy means that given their respective views, ezh of the players learns
nothing more about the other player's input b° than what can be inferred from the own
input b and from the resulting function output r = b” kP,

Note that these conditions imply that if one of the players ha input bit equal to 1,
then he learns the other player's input bit with certainty, w hereas if his input bit equals O,
he has no information about the other player's input bit.

Let T (0;0) denote the set of transcriptsT, which can arise whenby =0 and b = 0
and let T (0; 1) denote the set of transcriptsT, which can arise whenb; =0 and b, = 1.

It follows from the perfect security that
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Assume namely thatP; has input by = 0 and P, has input b, = 0, and that P, sees a
transcript T which is not from Cp -;. Then P, can conclude thatb; = 0, contradicting
the perfect security.

From the perfect correctness we can conclude that

Gy=1 \T (0;1)=; :

Consider namelyT 2 T(0;1). From the perfect correctness it follows thatr = 0 in T.
Therefore T is clearly not consistent with input by = 1, as that would mean that T can
be produced withly =1 and b, = 1, which would give the resultr = 1 (by the perfect
correctness).

From the two above observations we see that (0;0)\T (0;1) = ;. Note, however, that
when P; hasb; =0, then it sees a transcript T from either T (0;0) or T (0;1). Since they
are disjoint, P, can determine the input of P, simply by checking whetherT 2 T (0;0) or
T 2T (0;1). This contradicts the perfect security.

The argument can be generalized to show that impossibilitydr statistical security and
statistical correctness, and even weaker security notionallowing small constant insecurity
and incorrectness.

Exercise 7 Show that there is no perfectly secure and perfectly corregtrotocol for the OR

function (by;bp) 7! by _ by.

Exercise 8 Show that the following protocol is a perfectly secure (in hsense of poly-time
simulation) and perfectly correct protocol for the XOR fundion (by;bp) 7! by by, Party
P1 sendsh; to P, and P, sendsh, to P;. Then they both outputlh;  by.

Exercise 9 Any binary Boolean function B : f0;1g f 0;1g ! f 0;1g can be given by
a vector (0go; Og1; 010;011) 2 f0;1g*, by letting B (b;by) = Op k- The AND function is
given by (0; 0; 0; 1), the OR function is given by(1;0;0; 0), the XOR function is given by
(0;1; 1;0), and the NAND function is given by(1; 1; 1;0). Show that all functions speci ed
by a vector with an even number ol's can be securely computed as de ned above and that
none of the other functions can.

4.6.1 Computational Security

The assumptions about the players' computational resourcgand the communication chan-
nel are essential for the impossibility results.

It can be shown that any of the following conditions is su cient for the existence of a
secure two-party protocol for the AND function (as well as OR.

1. Existence of trapdoor one-way permutations.
2. Both players are memory bounded.

3. The communication channel is noisy.
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We sketch a secure AND protocol based on the assumption thathere exists a public-
key cryptosystem where the public keys can be sampled in twoi @rent ways: There is the
usual key generation which gives an encryption kegk and the corresponding decryption
key dk. The other method only generatesek and even the party having generatedek
cannot decryption ciphertexts under ek. We assume that these two key generators give
encryption keys with the same distribution

If by = 0, then Py samplesek uniformly at random without learning the decryption
key. If by =1, then P; samplesek in such a way that it learns the decryption key dk. It
sendsek to P,. Then P, sendsC = Ep(lp) to Py. If by =0, then Py outputs 0 and sends
r =0 to P, which outputs r. If bp = 1, then P; decrypts C to learn by, outputs b, and
sendsr = by to P, which outputs r.

Since the two ways to sample the public key gives the same drdbution, the protocol is
perfectly secure forP;. The security of P, depends on the encryption hidingt® whenb =0
and is therefore computational. In particular, a computationally unbounded P, could just
use brute force to decryptC and learn b, even whenb; = 0.

This protocol can be in principle made robust by letting the parties use generic zero-
knowledge proofs to show that they followed the protocol, ad in principle leads to secure
two-party protocols for any function. For more information, see for instance [16].

Exercise 10
1. Use the special cryptosystem from above to give a securetocol for the OR function.

2. Try to generalize to any two-party function, where one oftie parties has a constant
number of inputs and the other party might have an arbitrary amber of inputs. [Hint:
The party with a constant number of inputs will have perfect ecurity and will not
send just a single encryption key.]
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5 De nition of Security

It is easy to see that the above protocol is not actively secwa. If e.g. some of the corrupted
parties send incorrect shares in the opening phase and theaipient uses these to reconstruct
its output, the output could become incorrect. In Section 6 ve will show how to make the
protocol secure against such deviations, but before doinghis we need a model of active
security.

Until now we have only looked at passive security, which alleed us to use a relatively
simple de nition of security: The view of the corrupted parties in the protocol must be
simulatable given the view of the same parties in the ideal mtocol. We say that the real
leakagecan be simulated given theideal leakage

We now turn our attention to the case of active corruptions, where the corrupted
parties might deviate from the protocol. We have to require hat this does not render the
protocol insecure. Speci cally we want that whatever the ceorupted parties can obtain by
deviating in the real world (where they run the protocol), they could have obtained by
deviating in the ideal world (where an ideal functionality does the computation). Thereby
we require that the protocol is still as secure as conceivabl Since the deviations done by
the corrupted parties are done to in uence the execution of he protocol, possibly to make
it leak more values, we call the possible deviations in the mtocol the real in uenceand we
call the possible deviations in the ideal world theideal in uence The requirement is then
that the real in uencecan be simulated given theideal in uence

When we consider function evaluation of a functionf , then the ideal world is that it
is done by a fully trusted third party, which we called Féfe. Here the only in uence of
a corrupted party P; is that it can replace its input x; to Féfe by some alternative input
x%. After this the function is evaluated on the supplied inputs and the parties get back
their own outputs. Since we consider a monolithic adversarwhich controls all corrupted

1. First the adversary gets the inputsfx;gi>c, where C is the set of corrupted parties.
2. Then the adversary speci es alternative inputsfxiogizc for the corrupted parties.

3. Then (y1;:::5yn) = F(x3;:::;x8) is computed, wherex? = x; for i 62C i.e., all
honest parties use their correct inputs.

4. Then the adversary is given the outputsfy;gioc of the corrupted parties.

In the real world an adversary controlling the corrupted paties can of course also
choose alternative inputsx? for the corrupted parties and then honestly run the protocol
on these inputs. This is indistinguishable from the case wire the parties were honest
and just happened to have these inputs, and therefore not rélg to be considered as
corrupted behavior. In the real world the corrupted parties however, have many more
ways to in uence the computation, like changing the way the nessages are computed or
not sending messages at all. By requiring that all such deviabns can be simulated in
the ideal world (by choosing an alternative input) we essernally require that all possible
deviations correspond to the corrupted parties choosing tdrnative inputs.
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As a simple example we could build into a protocol that if someparty P; does not send
any messages at all, then the other parties themselves run apy of the program that P;
should have run when it has inputx; = 0. This allows them to complete the protocol even
when P; sends no messages, and ensures that the in uen& has by not sending messages
just corresponds to choosing an alternative inputxioz 0.

When formally specifying what it means for the real leakaged be simulatable given the
ideal leakage we had a fairly simple job, as both of them werealues bit strings. Now
we have the problem that both the real in uence and the ideal h uence are not simple bit
strings, but behavior. Therefore the simulator will not just translate one bit string into
another bit string, but will translate behavior into behavi or for each possible way to
deviate in the real world it must specify an equivalent way todeviate in the ideal world.
It turns out that the right way to formalize this is to let the s imulator be an poly-time
interactive machine. On one side it sees inputs correspormtj to corrupted behavior in the
real world (like which corrupted parties send which messag® and on the other side it then
gives outputs corresponding to corrupted behavior in the iéal world (like which corrupted
parties use which alternative inputs). Its job is to demonstate that the two world are
equivalent under this mapping of real in uence to ideal inuence. We now proceed to
formalize this.

The security model that we use is theUC modeldeveloped by Ran Canetti[10]. Here UC
stands for universally composahlevhich denotes that if a protocol is UC secure according
to the formal de nition, then it is secure to use in any context (where it would have been
secure to use the ideal functionality). We later return to what this exactly means.

5.1 Specifying the Ideal World

We already introduces the idea of modeling the ideal world byan ideal functionality F.
Formally an ideal functionalitywill be an interactive machiné The interface of F is as
follows: F has an input port and an output port for every player. These 2n ports are
called the protocol ports The input port for P; is namedin; and the output port for P;j is
named out;. Party P; usesin; to deliver its inputs to F and P; gets back its outputs on
out;.

In addition to the protocol ports, F has two special ports an input port called the
in uence port, and namedinfl , and an output port called the leakage portand named
leak . The leakage port is used to letF leak information about the inputs, as a way to
specify that leaking this information is also allowed by a seure implementation of F. The
in uence port is used to specify which in uence the adversay is allowed to have onF,
i.e. the ideal in uence.

As an example, we specify an ideal functionalityFs; for secure transfer in Fig. 1. Only
the port structure for two parties is shown. The code is gena enough to handle any
number of parties. The in uence port is used to determine in vihich order the messages are
delivered, except that messages from one party to another arnot reordered. Since more

“Formally, we model an interactive machine by an interactive Turing machine[10]. We could in principle
have chosen any other notion of computation device which is well de ned and which can receive and send
messages and keep state, like a Java object.
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st :leak
st :infl
stiing | ' |st:out
st:outq st Jst iin 2

On receiving a value (mid; Pj; m) on st:in;, output (mid;P;;P;;jmj) on
st :leak and store (mid; Pi; Pj;m); Here mid is a message identi er used to
distinguish stored messages.

On a later input (deliver ;Pj;Pj;mid) on st:infl , where mid is the mes-
sage identi er of the currently oldest message not deliverrbm P; to Pj,
delete (mid; Pi; P;; m) and output (mid;P;; m) on st :out;.

Figure 1: The ideal functionality Fg; for secure transfer

than one message can be in transitat a time, we use message identi ers to distinguish
the messages. The leakage ¢mid; P;;P;;jmj) species that also an implementation of
Fs is allowed to leak the message identi er and the length oim. This is important, as
no cryptosystem can fully hide the size of the information bang encrypted. Without the
leakage ofjmj, there would not exist secure implementations ofg; .

Exercise 11 Specify an ideal functionality Fy for the millionaire's problem, with the
twist that if x; = X2, then we allow either of the parties to be announced as winndsy a
non-deterministic choice.

The special ports are also used to model which information igllowed to leak when
a party is corrupted and which control a hacker gets over a pdy when that party is
corrupted. There are many choices, but we will assume that &ideal functionalities have
the following standard corruption behavior

On input (passive corrupt ;i) oninfl , output (state ;i; ) onleak, where is called
the ideal internal stateof P; and is de ned to be all previous inputs onin; along with all
previous outputs onout;. This models that if a party is corrupted, the hacker only leans
the inputs and outputs of that party.

The above only modelgpassive corruptionWe modelactive corruptionas follows. On in-
put (active corrupt ;i) oninfl , the ideal functionality F starts ignoring all inputs on in;
and stops giving outputs onout;. Instead, whenever it gets an input(alternative input ;i;x)
oninfl , it behaves exactly as ifx had arrived onin i, and wheneverF is about to output
some valuey on out;, it instead outputs (output ;i;y) on leak. The way to think about

5The value (mid; Pi;Pj;m) is stored, but (mid; Pi; m) has not been output to P; yet.

A non-standard corruption behavior could be to only leak the last input and output. This would model
an even more ideal situation where a hacker cannot learn previous inputs and outputs when it breaks into
a party. This is desirable in some cases, but not a concern we wll have in this lecture note.
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this is that after a party has become actively corrupted, allits inputs are chosen by the
adversary viainfl and all its outputs are leaked, as they are seen by the hackeSSince it

is impossible to protect against the giving of alternative nputs (even an otherwise honest
party could do this) and it is inevitable that outputs intend ed for some party is seen by a
hacker controlling that party, the standard corruption behavior models an ideal situation

where a hacker gets only these inevitable powers.

5.2 Specifying the Real World

We will later specify an ideal functionality for secure fundion evaluation. First we will,
however, show how to specify a real-world protocol.

We continue with the secure transfer example. We want to imptment Fg using an
authenticated channel and a public-key encryption scheme.In the real world there will
be two parties, which we callP; and P,. These will communicate using an authenticated
channel. We describe how a secure transfer frorR; to P, is implemented. All pairs of
parties use the same implementation. We use the following ptocol:

1. First P, samples a key pair(ek; dk) and sends the encryption keyek to P; over the
authenticated channel.

2. Then Py encrypts the messageC  Eqk(m), and returns C over the authenticated
channel.

3. Then P, outputs m = Dg(C).

We want to formally model this real world scenario.

In the UC model communication devices are also ideal functiwalities. l.e., an ideal
functionality can play two roles, as aprotocol speci cationand as acommunication device

To describe the real-world protocol for secure transfer wehterefore need an ideal func-
tionality F4 for authenticated transfer, as that is the communication device used by the
protocol. See Fig. 2.

The only di erence from Fg is that m is leaked, and not justjmj. This models that
m is not necessarily kept secret by an authenticated channel.

In general aprotocolwill consist of a communication device andn parties. Each party
is simply a machine connected to the protocol ports of the comunication device on one
hand, and which has open ports named as the ideal function&i that the protocol is trying
to implement on the other hand. As a consequence the protocdlas the same open protocol
ports as the ideal functionality it is trying to implement. S ee the top row of Fig. 3 for an
illustration.

Note that in addition to the ports mentioned above, party P; has a leakage porét :leak ;
and an in uence port at :infl ;. These are used to model corruption: IP; receives a special
symbol (passive corrupt ) on at :infl ;, then it returns its internal state  on at :leak;.
The internal state  consists of all randomness used by the party so far along withll
inputs sent and received on its ports. On input(active corrupt ) on at :infl ;, P; starts
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at :leak

at :infl
at:ing ! | - at :outy
AT

at :out; < <Jat:ins

On receiving a value (mid; Pj; m) on at :inj, output (mid;P;;P;;m) on
at :leak and store (mid; Pi;Pj;m); Here mid is a message identi er used
to distinguish stored messages.

On a later input (deliver ;P;;P;; mid) on at :infl , where mid is the mes-
sage identi er of the currently oldest message not deliverrbm P; to Pj,
delete (mid; P;; P;; m) and output (mid; P;; m) on at :out;.

Figure 2: The ideal functionality F4 for authenticated transfer

ignoring all inputs and never again produces an output thin k of the machine running
the code ofP; as having been shut dowrl.

By passive corrupting a party in a protocol we mean that rst (passive corrupt ) isin-
put on at :infl ; and then (passive corrupt ;i) is input on at :infl on the communication
device. By active corrupting a party in a protocol we mean that rst (active corrupt ) is
input on at :infl ; and then (active corrupt ;i) isinputon at :infl on the communication
device.

It might be puzzling that a corrupted party is just "shut down ", as opposed to letting
the adversary control what the party sends in the future. To e why we do not need an
explicit modeling of active corruption of the party, recall that we assume that all ideal func-
tionalities, and thereby all communication devices, have he standard corruption behavior.
So, if Py is active corrupted in our example (by inputting (active corrupt ) on at :infl 1
and inputting (active corrupt ;1) on at :infl ), then arbitrary messages can now be sent
on behalf of P; via at :infl

1. Oninput (alternative input ;(mid;P2; m9%) onat :infl , F4 will treat (mid; P,; m9
as an input on at :in 1 and will in particular store (mid;P1;P; m9.

2. On a later input (deliver ;mid;P1;P5) onat :infl it then outputs (mid;P1;m9% on
at .outo,.

So, indeed, afterP; is active corrupted, arbitrary messages can be sent fror®; to Ps.
There is no need for explicitly controlling P;. Therefore we halt the machine for simplicity.

A note on naming. It is convenient that all port names have som e pre x, such as at or st when more
ports with the same name, like in;, are present. We have chosen to pre x the special ports of a party by
the name of the communication device that it is using and not t he one it is implementing (at in Fig. 3
instead of st). We could have made any other choice. The current choice was made simply because it
ensures that all special ports in the real world have the same pre x.
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at :leak 1 at :leak at :leak 2 st :leak
at :infl 1 at :infl T at :infl 2 T st :infl
stina [ v |at:ing v Bt :outs Volstioutz  gting | ' |st:out>
st :out 1 P1 jat :out 1 at at :in 2 P2 st in 2 st:out 1 st Jst in 2

The protocol ¢ is given by the following two parties.

Party Pi:
1. On input (mid;P2;m) on st :in 1, output (mid;P,;hello ) onat :in ;.

2. On a later input (mid;P,;ek) on at :out;, sample a random encryption
C  Eek(m) and output (mid;P2;C) on at :in ;.

Party Py:

1. On input (mid;Pq;hello ) on at :out,, sample a random key pair(ek; dk)
and output (mid; P 1;ek) on at :in ».

2. On a later input (mid;P1;C) on at :outy, output (mid;P1;Dgk(C)) on
st :out .

Similar code is included for the direction fromP, to P, and besides this behavior,
both parties of course have the standard corruption behavio

Figure 3: The protocol  for secure transfer and the ideal functionality Fs for
secure transfer

Pictorially one can think of the hacker as turning o and disconnecting the machine that
has been taken over and then connecting his own machine to th@mmunication interface
previous used by the machine that was taken over.

5.3 Comparing the Real World to the Ideal World

We now want to argue that ¢ is equivalent to Fs;. We would like to de ne this by
requiring that a distinguisher which gets to play with either & or Fs by sending and
receiving messages over the open ports cannot tell the di ence. There is one problem with
this approach: Fg leaks(mid;P1;P>;jmj) on st:leak and ¢ leaks(mid;P1;P2;hello ),
(mid; P2; P1; ek) and (mid; P1; P2; Eck(m)). This makes it trivial to distinguish the systems,
as even the structures of the leaked values are di erence. [Ewn the port names of the open
special ports are di erent (cf. Fig. 3).
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at :leak 1 at :leak at :leak 2
at :infl 1]|at :infl Tat infl 2
7 V v

S
at :leak 1 at :leak at :leak » .
at :infl 1 T at :infl at :infl 2 st:leak | [st:infl
stina [ Volat:ing v Jat :out Vostioutz  stiing [ v |st:out>
st :outq P1 jat :out 1 at at :in 2 P2 Jst iin 2 st :out st Jst iin 2

Figure 4. Port structure of the protocol ¢ for secure transfer and the ideal funct
tionality Fg for secure transfer, along with a simulatorS

5.3.1 Introducing the Simulator

Intuitively, however, leakage of(mid; P 1; P; hello ), (mid; P5; P1; ek) and (mid; P 1; P2; Eck(mM))
should be as benign as leakage ¢fmid; P 1; P,;jmj) if the cryptosystem is semantic secure,
as this exactly means that an encryption leaks at most the legth of a message. We are
going to formalize this using a simulation argument, as we di with zero-knowledge. There
we wanted to formalize that a protocol did not leak anything but the truth value of the
claim, even though a lot of other communication went on. Hereve want to formalize that

st does not leak anything but (mid; P 1; P2;jmj), though more actual communication is
going on. As for zero-knowledge we argue this by giving a sirator, which simulates the
actual communication given the allowed information (therethe truth value, and here the
value (mid; P1; P2;jmj)).

In the UC framework the simulatoris a poly-time machine which connects to the leakage
port and in uence port of the ideal functionality and has leakage ports and in uence ports
named like the open leakage ports and in uence ports of the mtocol trying to implement
the ideal functionality. See Fig. 4 for an example.

The only restriction on the simulator, besides being poly-ime, is that it does not
corrupt a party on the ideal functionality until that party h as been corrupted in the sim-
ulation. If we consider our example in Fig. 4, this just meansthat S e.g. only inputs
(active corrupt ;i) onst:infl if it received the input (active corrupt ) on at :infl ;.

Now at least the systems s = P1[F & [ P> and Fg; [S have the same open ports.
The job of the simulator is then to make the systems look the sae to any distinguisher.

At rst, let us ignore the special ports of the parties and corsider only at :leak and
at :infl . Intuitively, the simulator sees the leakage in the ideal wod (called the allowed
leakag¢ and produce some outputs on its open leakage port (called thsimulated leakage
The values output by the communication device in the protoco we call the real leakage
The job of the simulator is to translate the allowed leakage mto simulated leakage looking

8We use the notation [ for joining two systems. Formally a system just consists of a set of machines,
where we think of identically named ports being connected and the rest open. Therefore a joining of two
system is formally just a set union.
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like the real leakage.

In addition to this "translation" of ideal leakage to simulated real leakage, the simulator
must take the inputs on its open leakage portat :infl in the example, and "translate” it
into input values on the in uence port of the ideal functionality, st:infl in the example.
We say that it translates real in uenceinto allowed in uence

Specifying a simulatorS for our example will make the job of the simulator clearer. At
rst we ignore the leakage ports and in uence ports of the paties. One simulator could
then work as follows:

1. On input (mid;P1;P2;1) on st:leak (from Fg, and with | = jmj) it outputs
(mid; P1;P2; hello ) on at :leak .

2. On alater input (deliver ;mid;Pq;P2) onat :infl it samples a key pair(ek; dk) and
outputs (mid;P,;P1;ek) on at :leak .

3. On a later input (deliver ;mid;P,;P1) on at :infl it samples a random encryption
C  Ee(m9 and outputs (mid;P1;P»;C) on at :leak. Herem®= 0! is an all-zero
message of length.

4. On a later input (deliver ;mid;Pq;P2) onat :infl it outputs (deliver ;mid;P1;P5)
on st :infl , which makesFg output (mid;P1;m) on st :out».

The reason whyS usesm®and not the real m is that F¢; only outputs | = jmj to S. Giving
m to S would make the simulation trivial, but remember that the whole idea of S is to
demonstrate that the real leakage can be simulated given oylthe leakage allowed by the
ideal functionality, and m is not allowed to leak.

Consider now some distinguisheZ which gets to play with one of the two systems in
Fig. 4. For now we assume thatZ does not use the special ports of the parties i.e.,
it makes no corruptions. Furthermore, for simplicity, we only allow Z to do one secure
transfer and to do it only from P; to P,. Then Z works as follows:

1. It picks some messagen and inputs (mid; P»; m) on st :in ;.

2. Then it sees(mid; P 1;P2; hello ) on at :leak and inputs (deliver ;mid;P1;P2) on
at :infl
3. Then it sees somdmid; P,; P1;ek) on at :leak and inputs (deliver ;mid;P,;P1) on
at :infl
4. Then it sees somémid; P1;P,; C% on at :leak and inputs (deliver ;mid; P1;P5) on
at :infl
5. In response to this it sees somémid; P1; m% output on st :out .
It could of course refuse some of the deliveries, which woulohly have it see less messages
and thus make the distinguishing of the systems harder.

Note that by design of S, Z will see both system behave as speci ed above. The only
di erence between the two systems is that when playing withF g [S , then C%®  Eg (0™)
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Figure 5: Example of two systems closed using the same distinisher Z

and m%= m and when playing with ¢, then C%° Eg(m) and m®= Dy(C%. If the
encryption scheme has perfect correctness, them®= Dy (Ee(m)) = m, making the
only dierence that C%° Eg(m) or C®° Eg(0™). So, a distinguisher essentially has
the following job: Pick m and receive (ek; Eex(m®Y), where ek is random and m®©= m
or m%= 0iM_ Then try to distinguish which m®was used. Intuitively, the distinguisher
should not be able to do this if we require the distinguisher ® be poly-time and we use a
semantic secure encryption scheme. The formal de nition ofvhat it means to distinguish
two systems is carefully chosen to make that the case.

5.3.2 Comparing Systems with the Same Open Ports

Given two networks Ng and N; with the same open ports (think of Ng = Fg [S and
N1 = 4 ) a distinguisheris a poly-time machine Z with the "dual" ports of the system,
sothat Ng[Z andN;[Z are closed systems. See Fig. 5 for an illustration. This natin
of a distinguisher enforces the important restriction that a distinguisher only is allowed
to play with the systems over the open ports if it could inspe ct the structure of the
systems, it would be trivial to distinguish. A distinguisher is often also call anenvironment
as it represents everything outside the systems to be compad. The environment is the
ultimate monolithic adversary.

To measure how well the environmentZ distinguishes, we pick a bitb 2r f0;1g uni-
formly at random and run the systemNy[Z . The execution runs as follows:
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1. First all machines are given the security parametek and fresh randomness.

2. Then Z iteratively inputs messages on some input ports ofN, and receives back
messages on some output ports of the system.

3. In the end Z outputs a bit ¢ 2 f 0; 1g, which we think of as its guess atb.

Since a random guess is correct with probability%, we call

e 1

advy € Pr[c= b 5

the advantageof Z, and require that it is negligible. It is easy to see that thisis the same
as requiring that

def

KNo[Z ;N1[Zk =Pr[c=1jb=1] Pr[c=1jb=0]
is negligible. This gives us the following de nition.

Denition 1  We say thatNo and N, are computationally indistinguishablé kNo[Z ;N1 [
Zk is negligible in the security parameter for all poly-timeZ . In that case we writeNg ¢
Nji.

Essentially we just extended the notion of computational irdistinguishability to interactive
systems by using an interactive distinguisher.

The notion of indistinguishable systems have an important poperty, which we use
later. Consider two systemsNg and N1 with the same open ports and letN be some
third system which can connect to some of the ports of those syems. If Ng and N, are
indistinguishable and N is poly-time, then No[N and N1 [N are also indistinguishable.
Let namely Z be any distinguisher for(Ng [N ) and (N1 [N ), and let Z°= (N [Z ).
Then

K(No[N )[Z ;(N1[N )[Zk =kNo[ (N[Z );N1[ (N[Z )k

kNo[Z ®N1[Z %;

and the right-hand-side is negligible by the assumption tha Ng ¢ N; and the fact that
ZCis poly-time.

In words, this property says that if we extend two indistinguishable systems by the
same poly-time sub-system, the results are again indistingshable. Not very surprising,
but a nice property to have.

In addition, the notion is transitive l.e., if Ng and N1 are indistinguishable, andN1
and N, are indistinguishable, thenNg and N, are indistinguishable.

5.4 The Security De nition

Putting the above together we get the following de nition.
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De nition 2 Let Fhame be an ideal functionality and let ame be a protocol with the same
open protocol ports. We say that name Securely implement§ hame if there exists a poly-
time simulator S such that name © Fname [S . If name © Fname [ S only holds for
distinguishers which make passive corruptions, we say thtte protocol is a passive secure
implementation. If name ¢ Fname [S only holds for distinguishers which make at most
t corruptions, we say that the protocol ist-secure. If pame © Fname [ S only holds for
distinguishers which makes corruption from some adversarstructure A, we say that the
protocol is A-secure. If name © Frame [S only holds for distinguishers which makes all
corruptions before having any other interactions with the ystem, we say that the protocol
is static secure.

Writing the de nition out a bit, it say that there should exis t a poly-time simulator
S such that all poly-time distinguishers Z output negligibly close guesses in pame [ Z
and (Fname [S ) [Z . These two systems are illustrated for our secure transferxample in
Fig. 5.

Note how we do not have an explicit notion of an adversary. Tts is because we con-
sider the adversary to be part of the environmentZ . When distinguishing the systems, the
environment Z can give inputs to parties and schedule the execution (whicltonstitutes
normal use of the system) but can also see all values leaked bBye communication device
used by the protocol, corrupt parties and send arbitrary mesages on behalf of actively
corrupted parties. Therefore the environment can launch arattack, where even the choice
of inputs to the protocol are a coordinated part of the attack This is the ultimate mono-
lithic adversary. For the same reason we will sometimes call the adversaryand e.g. say
that F4 leaks(mid;P1;P2; m) to the adversary.

5.5 Modular Composition

An important property of the UC framework is that when e.g. & implements Fg , then
Fst can securely be replaced byg; in any protocol. Consider some third ideal functionality
F, doing some interesting task ideally secure. Assume that weaa design a protocol ,,
which usesFg as communication device and which securely implements,. Designing a
secure implementation ofF, using secure transfer as communication device is potentigl
much easier than designing a protocol using only authentidad transfer. The structure of
such a protocol is shown in the top row of Fig. 6, along withF .

To get an implementation using only authenticated transfer we can replace the use
of Fg by the use of the protocol s we write nl st=Fst]. This is possible asF g
and 4 have the same protocol ports. The result is shown in the bottm row in Fig. 6.
We considerQ; [ P1 as one party and considerP, [ Q2 as one party. As an example,
P? = Qi [ P: is just a machine with open portsat :in; and at :out, connecting it to
the protocol's communication deviceF g and with open protocol ports n:in ; and n:out;
named as the ideal functionality F,, that the protocol is trying to implement. The ports
inside Q1 [ P1 are just particularities of how the machine is implemented® In addition
Q1 [ P1 has some special ports which allow to corrupt it. We could inst on somehow

°If we use interactive Turing machines as the underlying mach ine model, then these internal ports will
just correspond to work tapes of the machine.
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st :leak 1 st :leak st :leak 2 n:leak
st:infl 1 T st :infl st:infl o n:infl

ning | Vo st:ing v lst:outy ' |n:out> ning L v |n:out>
n:out 1 Q1 st :out 1 st st:in 2 Q2 niin2 n:out 1 1L Jminz

st :leak 1 at :leak 1 at :leak at :leak 2 st :leak 2

r--q-StiAfl- oo oo I—at—:inﬂw‘ 1 at :infl (——T——at—sinﬂ—z ———————— -stoinfl- 2
n:in 1 V] st:iing Y lat :ing v Jat :out o V' st:out> Y Im:out;
n:out1 Q1 st :out1 P1 at ‘out 1 a atiin o | P2 st:in » Q2 . r;ﬁ:in 2
Figure 6: The protocol ,, the ideal functionality F,, and the protocol [ n=Fg;]

joining these ports, but allowing to corrupt the components of P separately just gives
more power to en entity corrupting PY. A passive corruption of P{ is done by inputting
(passive corrupt ) on both st:infl ; and at :infl 1, and inputting (passive corrupt ;1)
on at :infl , in response to which one receives the internal state of botkomponents of
the party plus the internal state of the party on the communication device. An active
corruption of P{is done by inputting (active corrupt ) on both st:infl ; and at :infl 1,
and inputting (active corrupt ;1) on at :infl . After this one can then send messages on
behalf of P using at :infl

The question is whether [ s =Fg;] securely implementsF,,? For this, there must exist
a poly-time simulator U which simulates all 10 special ports of the protocol [ st =Fst]
given just the two special ports of F,,. The answer is in the a rmative. This is a rather
powerful result to have as it allows us to design protocols g. for a setting with ideally
secure channels and then later plug in protocols using morealistic communication devices
without losing security, and without having to reprove secuity each time. This is called
secure modular composition

Theorem 1 Let g be a secure implementation of somEg; and let , be a secure imple-
mentation of someF . If the parties of |, are poly-time and , usesFg as communication
device, then [ s =Fs;] securely implementsF,,. If both protocols are passive secure, then
the composition is passive secure. If both protocols aresecure, then the composition is
t-secure. If both protocols areA-secure, then the composition isA-secure. If both protocols
are static secure, then the composition is static secure.

In the theorem we maintained the names from our secure transf example, but the
protocols and ideal functionalities can be arbitrary. We sletch the proof of the theorem.

Since g securely implementsFg;, there exists a poly-time simulator S such that the
two systems in the top row of Fig. 7 are indistinguishable. Hee F5 denotes any ideal
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Figure 7: Extending ¢ and Fg [S with Q1 and Qg

functionality that g might use. Again we use the naming from our example for clant
In the second row, we extended g by connecting Q; and Q- to the system. In the last
row, we extendedFg [S by connectingQ; and Q, to the same ports as in the extension of

st - SinceQ1 and Q; are poly-time, the systems in the last two rows are indistingiishable
by the fact that indistinguishability of systems is closed wnder poly-time extensions.

Since , securely implementsF,, there exists a poly-time simulator T such that the
two systems in the top row of Fig. 8 are indistinguishable. Inthe bottom row of Fig. 8
we extended both systems by connecting to the same ports. SinceS is poly-time, the
systems in the bottom row are indistinguishable by the fact hat indistinguishability of
systems is closed under poly-time extensions.

Now notice that the system in the bottom row of Fig. 7 is identical to the system to the
left in the bottom row of Fig. 8. By transitivity it follows tha t the system in the second row
in Fig. 7 is indistinguishable from the system to the right in the bottom row of Fig. 8. The
system in the second row in Fig. 7 is [ st=Fst]. fwelet U= S[T , then the system to
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Figure 8: Extending ,andF,[T with S

the right in the bottom row of Fig. 8is F,[U . So, it follows that F,, [U and [ st =F«]
are indistinguishable. But then U is exactly a simulator showing that [ s =Fs; ] securely
implements F,. Not very surprisingly, the simulator for the composition of two protocols
is a composition of the simulators for the individual protomls.

Exercise 12 Above we only proved that if g securely implementsFg and , securely
implements F,, then [ s =Fs] securely implementsF,,. Argue that the same holds for
t-security. l.e., argue that if ¢ t-securely implementsFg and , t-securely implements
Fn, then [ st =Fst] t-securely implementsF,.

5.6 Example Proofs

We conclude our secure transfer example by formally provinghat the protocol is a secure
implementation of the ideal functionality.
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5.6.1 No Corruptions

We start by a proof for the case where there are no corruptionsl.e., for the case where
the distinguisher does not use the leakage ports and in uere ports of the parties.

Theorem 2 If the encryption scheme has perfect correctness and is seni& secure, then
st Securely implementskFg; as long as there are no corruption (formally it isO-secure).

Proof: The semantic securityof an encryption scheme is de ned via a game with an
adversary A: First we sample a random key pair(ek;dk) and give ek to A. Then A
outputs two messagesng and mj; with jmgj = jmqj. Then we ip a random bit b and
input C  Eck(mp) to A. Then A outputs a bit ¢, which we think of as its guess ath. We
call advp = jPr[c= b %j the advantageof A, and require that adva is negligible for all
poly-time A.

Consider now some poly-time distinguisheZ , which expects to play with either ¢ or
Fst [S . We have to argue thatadvz is negligible. We do that by translating Z into an
equivalent poly-time adversary against the encryption sceme. The adversaryA runs Z as
a sub-routine, as follows:

1. First receive ek.
2. Then run Z until it outputs some (mid;P»;m) on st:in ;.

3. Then output mg = m and m; = 0/™ to the semantic security game and get back
C  Eexk(my) for some unknownb.

4. Then input (mid; P1;P>; hello ) onZ:at :leak and run Z until it outputs (deliver ;mid;Pq;P>)
on at :infl

5. Theninput (mid; P,;P1;ek) onZ:at :leak and run Z until it outputs (deliver ;mid;P;P;)
on at :infl

6. Theninput (mid; P 1;P>;C) onZ:at :leak and run Z until it outputs (deliver ;mid;Pq;P5)
on at :infl

7. Then input (mid; P1;m) on Z:st :out, and run Z until it outputs some guessc.
8. Then output c.

It is clear that if b = 1, then C = Eq(0™) and the messages shown t@ have
exactly the same distribution as inFg [S , and thereforec has the same distribution as in
(Fst [S)[Z . If b=0, then C = Ee(m) and the messages shown td have exactly the
same distribution as in ¢, and therefore ¢ has the same distribution asin ¢ [Z . This
implies that adva = advz. Sinceadvy is negligible, we conclude thatadv; is negligible,
as desired. ged

The important point to remember from this proof is how the simulator takes the allowed
leakage and uses it to produce the more elaborate actual leadge, and how actual in uence
(deciding the delivery time of the three messages of the protol) is mapped into allowed
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in uence (deciding the delivery time of the one message in ta ideal setting). All our proofs
will have this structure.

In the above proof, the simulation produced bysS is only computationally indistinguish-
able. A computationally unbounded Z could easily distinguish E¢x(m) and E ¢ (0™). If
the simulated values have the exact same distribution as theeal values, we say that the
implementation is perfectly secure This is the same as the advantage of any computa-
tionally unbounded Z being 0. If the advantage of any computationally unboundedZ is
negligible, then we say that the implementation isstatistically secure

5.6.2 One Active Corruption.

We then extend the analysis to consider one static corruptin. l.e., we now allow the
distinguisher to corrupt one party, and it must do so before ay other interactions.

Theorem 3 If the encryption scheme has perfect correctness and is seni& secure, then
st securely implementsF; as long as there is at most one static corruption (formally it
is static, 1-secure).

Proof: If there are no corruptions, the simulator behaves as in the pof of O-security. If
there is one corruption, the simulator behaves as describegelow.

We rst consider the case where the sender is active corrupte l.e., the environ-
ment inputs (active corrupt ) on at :infl 1 and (active corrupt ;1) on at :infl before
the execution (cf. Fig. 5). The simulator starts by also corupting P;. l.e., it outputs
(active corrupt ;1) onst:infl . Now S provides inputs to Fg on behalf of P;.

In the real world, P1[F & [ P2, Z can send arbitrary messages td®, via at :infl
If Z sends a message of the forfmid; P1;C) to P, 10 after P, sent ek, then P, outputs
(mid; P1; Dg(C)) on st:out,. This is easily simulated. The simulator S continues as
follows:

1. If Z inputs (alternative input ;1;(mid; P»;hello )) and then (deliver ;mid;P1;P2)
on at :infl , then sample(ek; dk) and output (mid;P,;P1;ek) on at :leak .

2. If Z later inputs (alternative input ;1;(mid; P»; C)) and then (deliver ;mid;P1;P5)
onat :infl , then let m®= Dy (C) and output (alternative input ;1;(mid; P,; m9)
on st:infl , and then output (deliver ;mid;Pq;P>) on st :infl

This makes Fg; output (mid;P1;m%= Dg(C)) on st:out,. Therefore Z sees the two
systems respond in exactly the same way. Note how the power & to send an arbitrary
C was mapped into the ideal power of sending an arbitrary mesgg m® by using m® =
Dak(C).

We then consider the case where the receivé?; is active corrupted. l.e., the environ-
ment inputs (active corrupt ) on at :infl , and (active corrupt ;2) on at :infl before
the execution. The simulator starts by outputting (active corrupt ;2) onst:infl . Now
Fst no longer outputs on st :outy, but sends the output to S on st:leak instead. The
simulator proceeds as follows.

VFormally Z inputs (alternative input  ;1;(mid; P2;C)) and then (deliver ;mid;P1;P,) on at :infl
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1. On input (mid; P1;P2;1) on st:leak, the simulator knows that some (mid;P2; m)
was input to Fg; on st :in 1. The simulator inputs (deliver ;mid;P1;P2). SinceP; is
corrupted this makesF ¢ output (output ; 2; (mid; P1; m)) to S. The simulator stores
m.

2. The simulator then outputs (mid; P 1;P>; hello ) on at :leak .

3. Onalaterinput (deliver ;mid;P1;P2) onat :infl , output (output ;2; (mid;P1;hello ))
on at :leak . This is what would have happened iR [F & [ Po.

4. If Z inputs (alternative input ;2;(mid;P1;ek)) and then (deliver ;mid;P5;Pq)
on at :infl , then compute C  Eqk(m) and output (mid; P1;P2;C) on at :leak .

5. On a later input (deliver ;mid;P1;P5) on at :infl , output (output ;2;(mid;P1;C))
on at :leak . Again, this is what would have happened iR [F &z [ P2.

It can again be seen that the values thatZ sees have the exact same distribution in the
protocol P1[F 4 [ P2 and in the simulation Fg [S . ged

Exercise 13 Verify that the simulation of the case of a corrupted receiveis perfect, by
tracking the message thaZ would see inP1[F g [ P> if it behaves as in the interaction
with the simulator above.

5.7 Modeling Synchronous n-Party Protocols

In the following all our protocols will consist of n-parties running a synchronous protocol.
It is therefore convenient to once and for all x some converibns for how we model, and
talk about, that setting. It is easier to start by describing how we model a synchronous
ideal functionality.

For our purposes here, asynchronous ideal functionalitwill be one which proceeds
through a number of rounds, which all proceed as follows: Fat the ideal functionality
waits for an input x; from all parties (or at least all honest parties). Then it computes
outputs y; for all parties and returns y; to each party P;. Between getting the inputsx; and
giving the outputs y;, the ideal functionality might output running to the parties a number
of times. This models that it takes several rounds for the idal functionality to compute
the output (which will be the case when it is replaced by a probcol). For simplicity we
let the adversary decide how many rounds it takes before theutputs are delivered this
is the worst case. We do, however, require that all parties geoutputs in the same round.
l.e., they output running the same number of times before they give the real outpuy;.
We also let the adversary decide in which order the outputs a delivered again this is
the worst case. The details are given in Fig. 9.

In the rest of the note we assume that all ideal functionalites have this generic syn-
chronous behavior. In particular, when we specify ideal fuctionalities below, all we need
to specify is the behavior of the ideal functionality in compute outputs , i.e., how the

puts is executed only when all honest parties gave an input, we casmssume that all honest

\We sometimes also specify some additional values to be leake in get input .

46



5.7 Modeling Synchronousn-Party Protocols 5 DEFINITION OF SECURITY

A generic synchronous ideal functionalitiesF sync , proceed as:
init:  Initially, let output; = true and running; = false fori=1;:::;n.2

get inputs:  On an input X; on sync :in; while output; = true and running; =
false , let running; = true and store (i;Xx;), and output (running ;i) on
sync :leak (possibly along with other messages to be leaked).

running: On an input (running ;i) onsync :infl  while running; = true , output
running on sync :out;.

compute outputs:  Oninput (compute outputs) onsync :infl while output; =
true and running; = true for all honest P;, compute an output y; for each
P;, from the stored inputs (j;Xj).b Let output; = false for all P;.

deliver outputs:  On an input (deliver ;i) on sync:infl while output; =
false , output y; on sync:outj, and let running;:= false and
output; : = true . It is enforced that all honest parties output running the
same number of times between getting the inpuix; and giving the output
yi.©

Note that while running; = true , all inputs on sync :in; are ignored by the ideal
functionality.

2The Boolean output; tells whether P; delivered the output from the last round already. The
Boolean running; tells whether P; is computing the next output.

b|f running; = false for some P;, then simply ignore the input (compute outputs ).

°This is done as follows: If an input (running ;i) is given on sync :infl , which would violate
the restriction, because P; would end up outputting running more times than an honest party
P; which already provided its output y;, then the input is simply ignored. Furthermore, if an
input (deliver ;i) is given, which would violate the restriction, because some honest party P;
already output running more than P;, then the input is simply ignored.

Figure 9: A generic synchronous ideal functionality

parties give inputs in all rounds when specifying the inputeutput behavior of the ideal

functionality. We will never mention the rounds where just running is output: we think

of the whole process from thex; are input till the y; are output as one round on the ideal
functionality.

A synchronous protocak a protocol which uses a synchronous ideal functionality s
communication device, and where each party proceeds as indzi5.7. We require from all
protocols that all parties provide an output y; on sync :out; after receiving the same number
of outputs Y; from the ideal functionality. That way the parties will stay synchronized.
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A party P; for a generic synchronous protocol sync proceeds as follows:

init: Initially, let running; = false .

get input:  On an input x; onsync :in, let running; = true , and go torunning .
running:

1. Input some messag&; to F.

2. Wait for a messageY; from F. If Y; 6 running, then go to Step 3.
Otherwise, output running on sync :out; and go to Step 2 §ic].

3. WhenY; 6 running , do one of the following:

Output running on sync :out; and to Step 1.
Output some output y; on sync :out;, let running:= false , and
go to get input .

When running = true , party P; ignores all inputs onsync :in ;.

Figure 10: A generic synchronous party.
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6 An Active Secure Protocol

In this section, we show how to modify the protocol from Sectin 4 to make it secure
also against active cheating. We will postulate in the folleving that we have a certain
ideal functionality F.on available. This functionality can then be implemented bothin the
i.t. and the cryptographic scenario. We consider such impl@entations later.

We note already now, however, that in the cryptographic sceario, Fcom can be im-
plemented if t < n=2 (or in general, the adversary isQ2) and we make an appropriate
computational assumption. In the i.t. scenario we need to rquire t < n= 3 in case of pro-
tocols with zero error and no broadcast given. If we assume atadcast channel and allow
a non-zero error, thent < n=2 will be su cient. All these bounds are tight.

Before we start, a word on broadcast: with passive corruptionbroadcast is by de nition
not a problem, we simply ask a player to send the same message é¢veryone. But with
active adversaries where no broadcast is given for free, arcopt player may say di erent
things to di erent players, and so broadcast is not immediae. Fortunately, in this case,
we will always have thatt < n=3 for the i.t. scenario andt < n=2 for the cryptographic
scenario, as mentioned. And in these cases there are in factgbocols for solving the
consensus broadcast problem e ciently. So we can assume th&roadcast is given as an
ideal functionality. In the following, when we say that a player broadcasts a message, this
means that we call this functionality.

6.1 Some Ideal Functionalities

In the following we will design protocols which use secure emnels and broadcast. For-
mally, we use a synchronous ideal functionalityFs, to model synchronous communication
with secure transfer and consensus broadcast, and the pratols will then use this ideal
functionality as communication device. The details are gien in Fig. 11. In Section 9 we
discuss how to implement consensus broadcast.

We will use Fgy as communication device to implement secure function evaation.
The ideal functionality for secure function evaluatiofSFE) of a function f : K" !

We assume that all honest parties always input a value; from K. Formally we only
prove security for environments that behave like this. Thiswill guarantee that it is secure
to use our implementation OfFéfe in any protocol where the honest parties always input
values fromK .12

6.2 Model for Homomorphic Commitments and Auxiliary Protoc ols

We will assume that each playerP; can commit to a valuea 2 K. This will later be
implemented by distributing and/or broadcasting some infamation to other players. We
model it here by assuming that we have an ideal functionalityF¢om. To commit, one
simply sendsa to F¢om, who will then keep it until P; asks to have it revealed. Formally,

121n general, if an implementation is proven secure for a restricted set of environments (restricted on the
values they can input on the protocol ports) then it is secure to use the implementation inside any protocol
which gives inputs according to the restriction.
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The ideal functionality Fg, proceeds as follows in each round:

the corrupted parties P; which did not give an input, let x; = (?;7?;:::;?)
compute outputs:  The output to Pj isy; = (mMqj;:::;Mpi;m), wherem =
(Mg0;::15 Mp;0).

#Leaking these values already now models rushing communicaton.

Figure 11: The ideal functionality for secure transfer and consensubroadcast. In

parties and m;; is the message?; wants to send securely toP; .

The ideal functionality F;fe proceeds as follows in each round:

get inputs:  For the corrupted P; which did not give an input, or which gave an
input which is not from K, let x; = 0.

compute outputs:  The outputs are computed as(y1;:::;Yn) = f(X1;:::;Xn).

Figure 12: The ideal functionality for secure function evaliation

we assumeF .o, is equipped with commandscommit and open described in Fig. 13 (more
will be de ned later).

Some general remarks on the de nition oF¢om: since the implementation of any of the
commands may require all (honest) players to take part actiely, we require that all honest
players in a given round send the same command t6.om in order for the command to be
executed. In some cases, such as a commitment we can of counsérequire that all players
send exactly the same information since only the committingplayers knows the value to be
committed to. So, in such a case, we require that the committesends the command and
his secret input, while the others just send the command. If.m is not used as intended,
e.g., the honest players do not agree on the command to exeeytF .o, Will output all its
private data on com:leak and let the adversary fully determine all outputs via com:infl

Below we will use the following short-hand for describing ineractions with Feon. The
symbol [ ]i denotes a variable in whichF ¢, keeps a committed value received from player
Pi. Thus when we write[a];, this means that player P; has committed toa. By P; : [a]; ( a
we mean that the parties use thecommit command of F¢o, to let P; commit to a. By
[ai ( awe mean that the parties use the publiccommitcommand to forceP; to commit to
a. By a( [a]j we mean that the parties use theopencommand to let all parties learn the
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The ideal functionality F.om has the following basic commands:

commit: This command is executed if in some round playerP; sends
(commit i; cid; a) and in addition all honest players send(commit i; cid; ?).
In this case F¢om records the triple (i;cid;a). Here, cid is just a commit-
ment identi er, and a is the value committed to.2 The output to all parties
is (commit i; cid; success).

public commit:  This command is executed if in some round all parties send
(commit i; cid; a). In this caseF¢om records the triple (i; cid; a). The output
to all parties is (commit i; cid; success).?

open: This command is executed if in some round all honest playersead
(openi;cid), in which case we require that somdi; cid; a) is stored. The
output to all parties is (open i; cid; a).

If P; is corrupted and does not input(open i; cid), then (open;i; cid; fail )
is output to all parties.

designated open: This command is executed if in some round all honest players
send(operti;cid;j ), in which case we require that soméi; cid; a) is stored.
The output to P; is (openi;cid;j;a) and the output to all other parties is
(openi; cid; j; success).
If P; is corrupted and does not input(open i; cid;j ), then (open;i; cid; fail )
is output to all parties.

2We require that all honest players agree to the fact that a com mitment should be made
because an implementation will require the active particip ation of all honest players.

®The di erence here is that all parties input a and that P; is forced to accept the commitment.
In an implementation the other parties can in principle just remember that P; is committed to
the known a, but it is convenient to have an explicit command for this.

Figure 13: The basic commands of the ideal commitment functinality.

value ofa. By P; :a  [a]; we mean that the parties use the designatedpen command
to let P; learn a.

It is clear from the description that all players know at any point which committed
values have been de ned. Of course, the value committed to ieot known to the players
(except the committer), but nevertheless, they can askFc, to manipulate committed
values, namely to add committed values and multiply them by pblic constants, as long
as the variables belong to the same party. The details are gan in Fig. 14. We write
[as]; [a1]i +[ a2]i and [a3]; [a2]i, where it is understood thatas = a; + a, respectively
az = ao.

Later we show how to implement the basic commands and the sinig manipulation
commands. For now we just assume that we have them. Once we hathese commands it
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The ideal functionality Fcom has the following simple manipulation commands:

add: This command is executed if in some round all honest playersesad
(add;i; cid 1; cidy; cid3), in which case we require that some(i;cid;a;) is
stored and some(i; cid»; ay) is stored. As a resultF.om stores(i;cids;a; +
az). The output to all parties is (add;i; cid 1; cidy; cids; success).

mult by constant:  This command is executed if in some round all honest play-
ers send(mult;i; ;cid »;cid3), in which case we require that 2 K and
that some (i; cid,; ay) is stored. As a resultF.,y, stores(i;cids; a 2). The
output to all parties is (mult;i; ;cid »;cids; success).

Figure 14: The simple manipulation commands of the ideal comitment functional-
ity.

The ideal functionality Fcom has the following advanced manipulation commands:

transfer: This command is executed if in some round all honest players
send (transfer ;i;cid;j ), in which case we require that somgi; cid;a) is
stored. As a result Fcom stores (j;cid;a). The output to all parties is
(transfer ;i;cid;j; success), exceptP; which gets (transfer ;i;cid;j;a ).

If P; is corrupted and does not input(transfer ;i;cid;j ), then no value is
stored and the output to all parties is (transfer ;i;cid;j; fail ).

mult: This command is executed if in some round all honest playersead
(mult;i; cid 1; cidy; cids), in which case we require that some(i;cid;az)
is stored and that some(i;cid»;ap) is stored. As a result Fcon Stores
(i;cid 3; apa2). The output to all parties is (mult ;i; cid 1; cidy; cids; success).

If P; is corrupted and does not input(mult;i; cid ;; cid,; cidz), then no value
is stored and the output to all parties is (transfer ;i; cid;j; fail ).

Figure 15: The advanced manipulation commands of the ideal@nmitment func-
tionality.

is possible to usd-¢om to implement Fge . The rst step is to extend F¢om with the more
advanced manipulation commands in Fig. 15. We write[a]; [a]i and [as]; [ai]i[az]i
for these commands.

The advanced commands are special in that they can be implemgd given the basic
commands and the simple manipulation commands.
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6.2.1 The Transfer Protocol

The implementation of the command [a]; [a]; starts as follows:
1. Pj ca( [a)i.
2. Pj :[a]j ( a

3. If the rst command fails, then all parties output fail .22 If the second command
fails, then P; is corrupted. In that case the following is executed:

(@ a( [al.
(b) [a]; ( a

If the rst command fails, then all parties output fail . The second command cannot
fail.

Note that if P; is corrupted and does not do a commitment, then all parties larn a and
simply forces a commitment toa for P;. This is secure, as wherP; is corrupted, then
a becomes know to the adversary in the ideal world also (aa is output to Pj). So, the
simulator learns a and can simulate the protocol simply by running it on the right a.

This protocol is, however, not su cient. If P; is corrupted it could run P; : [a‘ﬂj ( a°
for a°6 a. And, itis not sucientto do P; : a°( [aJ and let P; check thata’= a, as
also P; could be corrupted. The ideal implementation asks thata®= a even if P; and P
are corrupted, therefore this should hold also for the protool.

The next step is therefore that P; and P; prove to the other parties that a%= a. We
describe this protocol for a single verier. To convince allthe players, the protocol is
simply repeated independently (for instance in parallel),each other playerPy taking his
turn as the veri er. The outcome of all the proofs are visibleby all parties, and the parties
accept the proof if and only if all over individual proofs areaccepting. Each individual
proof proceeds as follows:

. First P; picks a uniformly randomr 2g K and sends it securely toP; .

. Then the parties executeP; : [r]i r and P; :[r]; r.

1

2

3. Then the veri er Py broadcasts a challenges 2 K.

4. Then the parties execute[s]; ( e[a] +[r]i and [s]; ( €a]; +[r];.
5

. Thens ( [s]y and s°( [s];.

6. The parties accept the proof only ifs = s°

3In this case P; is clearly corrupted, so the command is allowed to fail, as a corrupted P; in the ideal
command also has the in uence that it can make the command fai l.
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Failures are handled as in the rst part of the protocol: if P; makes a command fail,
output fail . If P; makes a command fail, then reconstruct publicly and create [a]; .

It is clear that if P; and P; are honest, then all proofs will be accepting. Second, if
Pi and P; are honest, thenr is random and the only value leaked to the other parties is
ea+ r, which is just a uniformly random eld element. This is secure, as the simulator can
simulate ea+ r using a uniformly random value. If either P; or P; is corrupted, there is
nothing to simulate as the simulator learnsa in the ideal world. What remains is to argue
soundness. l.e., %6 a, then the proof will fail with high probability.

So, assume thata® 6 a. l.e., P; made a commitment[a+ 3] for , 6 0. Then P;
and P; makes commitments|r]; respectively[r + (];. Again P; could pick 6 0, but
could also use = 0 we do not know. We do however know that s = ea+ r and
that sS°= e(a+ L)+ (r+ )=s+(e a+ ). Therefore the proof is accepted if and
onlyif e 4+ =0, whichis equivalenttoe= _,%( ) (recall that , 60 and thus
invertible.) Since e is uniformly random when Py is honest and picked after 5 and
are xed, the probability that e = ,( ) is exactly 15Kj. There aren t > n=2
honest parties, so the probability that all proofs with honest veri ers are accepting is at
most 15Kj"=2. If that is not negligible the whole process can be repeated aumber of
times in parallel to make the error e.g.2 , where is the security parameter.

If the proof fails, it could be due to P; being corrupted, so we run Steps (a) and (b)
as described above to givd®; a chance to reveala and let the other parties do a forced
commitment of P; to a.

6.2.2 The Multiplication Protocol

The implementation of the command [c]; [a]i[b]i starts as follows:
1. Pi:[ci ( ab

Of courseP; can cheat and commit toc 6 ab. So, again a proof is run to check that
the commitments are to consistent values. Again we describthe proof only for a single
prover Py.

1. P; chooses a uniformly random 2 K.
P T (
. P I[ ]i ( b.

2
3
4. P; broadcasts a uniformly random challenges 2 K.
5. [Ali efali+[ I A( [A].

6. [D]; A[bli e [1i;D( [D].

7. The parties accept the proof only ifD = 0.

It is easy to show that if P; remains honest, then the proof succeeds and all values
opened are random (or xed to Q) and so reveal no extra information to the adversary.
Using an analysis similar to that for the transfer protocol it can be shown that ifc = ab+
for 60, then the proof fails except with probability 15Kj.
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6.3 An MPC Protocol for Active Adversaries

The active secure protocol runs be emulating the passive s@® protocol, and just in
addition makes sure that all parties are committed to all thdr shares, and that all shares
are computed correctly.

Input sharing:  Each player P; holding input x; 2 K commits to X;, secret shares; using
Shamir's secret sharing scheme and makes sure the other pag are committed to
their shares:

1. B Z[Xi]i ( Xj. P

2. P;j chooses at random a polynomiak;(X) = x; + jt:l j)d , of degree t with
Xi(O) = Xj.

3. Forj=1;:it Pc[ i (.

4. Forx =1;:::;n: [xi(X)]i jog X[ )i.108

5 Forj =1;::in (D)l Dt

Addition:  The operanda is shared by a polynomiala(X) of degree t, and the parties
committed to their shares. l.e.,a(0) = a and P; holds a; = a(i), and F¢om holds

Multiplication Each operand is shared by a polynomial, as describe ixddition . Mul-
tiplication proceeds as follows:

Local multiplication step: Fori=1;:::;n, the parties execute[d;]; = [&]i[a];-
Resharing step: P; secret sharegd;]; the same way|x;]; was shared ininput Shar-

P
Recombination step:  For j = 1;:::;n, the parties execute[g]; = L rildi i,

Output Reconstruction: The output y is shared by a polynomialy(X) of degree t,
and the parties committed to their shares. l.e.,y(0) = y and P; holdsy; = y(i), and

2. Some openings might fail, but since there are at most corrupted parties, P;
can collect at leastn t sharesy;. Sincen t>t, this allows to computey
using Lagrange interpolation

4 The party commits to the coe cients of the polynomial.

15The party evaluates the polynomial inside the commitments.

6 This linear combination is computed by rst computing the mu ltiplications by a constant x/ [ il and
then using the add command.

Y The shares are transferred.
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The security follows almost directly from the security of the passive secure protocol.
In particular, since the manipulation commands ofF ., are used, all parties compute all
shares exactly as in the passive secure protocol, arel,m keeps the shares as secret. The
worst that can happen is that some party refuses to carry out oe of the commands. We
describe how to handle this now.

First, if P; refuses any of the commands innput sharing , each party P; will simply
get share[x;]; (0. This ensure that the shares are shares of thé-polynomial and that
all parties are committed. This corresponds toP; having chosen inputO.

In Addition there are no commands which can fail, and we described how tcahdle
the failures in Output Reconstruction

It remains to be described what should be done if a playeP; fails in Multiplication
In general, the simplest way to handle such failures is to godrk to the start of the com-
putation, open the input values of the players that have justbeen disquali ed, and restart
the computation, simulating openly the disquali ed players. This allows the adversary to
slow down the protocol by a factor at most linear inn. This solution works in all cases.
However, in the i.t. case whent < n= 3, we can do better: after multiplying shares locally,
we have points on a polynomial of degre@t, which in this case is less than the number of
honest players,n t. In other words, reconstruction of a polynomial of degree2t can be
done by the honest players on their own. So, the recombinatiostep can always be carried
out: we just tailor the recombination vector to the set of at leastn t players that actually
completed the local multiplication step correctly.

6.4 Realization of F¢, : Information Theoretic Scenario

We assume throughout this subsection that we are in the i.t. senario and thatt < n=3.
We show how to implement a commitment scheme with the desiretbasic commands and
simple manipulation commands.

The idea that immediately comes to mind in order to have a plagr D commit to a is to
ask him to secret sharea. At least this will hide a from the adversary if D is honest, and
will immediately ensure the homomorphic properties we negchamely to add commitments,
each player just adds his shares, and to multiply by a constan all shares are multiplied
by the constant.

However, if D is corrupt, he can distribute inconsistent shares, and canhen easily
open a commitment in several ways, as detailed in the exeise below.

Exercise 14 A player P sends a value; to each playerP; (also to himself). P is supposed
to choose these such thaa; = f (i) for all i, for some polynomialf (X) of degree at most
t wheret < n=3 is the maximal number of corrupted players. At some later tim, P is

supposed to reveal the polynomidl (X) he used, and eachP; reveals a;, The polynomial

is accepted if values of at most players disagree withf (X) (we cannot demand fewer
disagreements, since we may geétof them even ifP was honest).

1. We assume here (for simplicity) thatn = 3t + 1. Suppose the adversary corrupts
P. Show how to choose two di erent polynomial$ (X);f {X) of degree at most and
valuesg; for P to send, such thatP can later reveal and have accepted bofh(X) and

f9X.
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2. Suppose for a moment that we would settle for computatiohaecurity, and that P
must send toP;, not only a;, but also his digital signatures; on a;. We assume that
we can forceP to send a valid signature even if he is corrupt. We can now demd
that to be accepted, a polynomial must be consistent withll revealed and properly
signed shares. Show that now, the adversary cannot have twicegknt polynomials
accepted, even if up ta@  n=3 players may be corrupted before the polynomial is to
be revealed. Hint: First argue that the adversary must corqpt P before thea;; s; are
sent out (this is rather trivial). Then, assumef 1(X) is later successfully revealed and
let C; be the set that is corrupted wheri; is revealed. Assume the adversary could
also choose to leP reveal f »(X), in which caseC, is the corrupted set. Note that if
we assume the adversary is adaptive, you cannot assume ti@at= C,. But you can
still use the players outsideC1; C, to argue thatf1(X) = f2(X).

3. (Optional) Does the security proved above still hold if > n=3? why or why not?

To prevent the problems outline above, we must nd a mechanis to ensure that the
shares of all uncorrupted players after committing consisintly determine a polynomial
f (X) of degree at mostt, without harming privacy of course.

6.4.1 Minimal Distance Decoding

Before we do so, it is important to note that n shares out of which at mostt are corrupted
still unigquely determine the committed value a, even if we don't know whicht of them are
corrupted. This is based on an observation also used in errarorrection.

Concretely, de ne the shares

and let e 2 K" be an arbitrary error vector subject to
wh(e)

wherewy denotes the Hamming-weight of a vector (i.e., the number ofts non-zero coor-
dinates), and de ne
s=s+ e

Then a is uniquely de ned by s.

In fact, more is true, since the entire polynomialf is. This is easy to see from Lagrange
Interpolation and the fact that t < n=3.

Namely, suppose thats can also be explained as originating from some other polyo
mial g of degree at mostt together with some other error vectoru with Hamming-weight
at most t. In other words, suppose that

St + e= syt u:

Sincewy (e);wh(u) tandt<n=3,thereareat n 2t>t positions in which the
coordinates of both are simultaneously zero. Thus, for moréhan t values ofi we have

()= 90):
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Since both polynomials have degree at modt, this means that
f(9=09(X:

6.4.2 The Protocol

Based on the above observation, we see that we have a commitmestheme if we can nd
a protocol which ensures that all honest parties hold consient shares. We describe this
mechanism later, but rst described the implementation assiming that we have such a
protocol.

commit: The party to commit to a value x generates a Shamir sharing ok using the
sub-protocol assumed above. As a result eadh, gets a sharex;, and the shares of
the honest parties are on a polynomial of degree at most

public commit:  Each P; takes his share to bea; = a. This is a share on the polynomial
a(X¥) = a.

open: The value a is opened as follows: If; is honest, thenP; knows a polynomial a(X)
of degree t, and P; holds g = a(j). Even if P; is corrupted will the shares of the
honest parties be on some polynomiah(X) of degree t.

1. P; broadcastsa(X).

3. The opening is accepted if and only ia(X) has degree t anda; = a(j) for at
leastn t parties. In that case, the value of the opening is taken to be = a(0).

designated open: As above, but the shares are only sent t®; . If P; rejects the opening,
it broadcasts a public complaint, and P; must then do a normal opening. If that one
fails, all parties output fail

add: To add two commitments [a]; and [b]i, shared bya(X) and b(X), the party P; computes
c(X) = a(X) + b(X), and eachP; computesc = a + b.

multiplication by constant: To multiply a commitment [b];, shared by b(X), by a con-
stant the party P; computesc(X) = b (X), and eachP; computesc = b;.

6.4.3 Forcing Consistent Shares

The mechanism we will use to force consistent shares is call@ispute contral It has the
advantage, over some other technigues, that it is very e ciet as long as there are no
corruptions, which is the typical case in practice.

The basic idea is the following. To check thatP; creates a consistent sharing, we could
simply let P; rst do a sharing, where eachP; learnss; = s(j). Then P; broadcastss(X)
and eachP; broadcastss;. Then it is checked that s(X) has degree t and that s(j) = s;
for all P;. There are two obvious problems with this approach:

1. It is insecure to broadcasts(X) and the shares, as it reveals the secret.
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2. Even if P; is honest could some corruptP; broadcasts; 6 sj, which would result in
s; 6 s(j) and the sharing being rejected.

Before we describe how to solve these problems we introducense notation. When P;
shared a secres by giving shares; to Pj, we write

l.e., [s]; is the vector of shares. We calls]; consistentif there exists a polynomial s(X) of
degree t such thats(j) = s; for all honest parties.
After having dealt

[sli = (s1;:::5sn) ;
P; will pick a uniformly random r 2 K and deal a sharing
[rli =(ra;:iiirn)

It can be see that the set of consistent sharings constitutea linear vector space. So, if
both [s]; and [r]; are consistent, then so ida];. Equally important, if [s]; is not consistent,
then the probability that [a]; is consistent is at mostl=Kj: If [s]; is not in the linear vector
space of consistent sharings, then the probability thak[s]; +[r]; happens to be in the space
is at most 15jKj. Therefore it is su cient to test that [a]; is consistent. Finally, sincer
is random, it is secure to reveala = es+ r, and we can do the test by broadcasting the
shares of[a]; as described above.

known by all parties. Initially all D; = ;. If someP; broadcastsa; € & in the test, then
P; is added to D; and the test is repeated. Whenj is added toD; we say that a dispute
arises.

To avoid that the same dispute arises twice,P; will give P; the share0 in all future
sharings. We call this acorrected sharing l.e., when the test is run again it will be the
case thats; =0 and rj = 0, and thereforeg; = es + rj = 0.1° This way it is known by
all parties what are the shares ofP;. Therefore P; does not have to broadcasty the
parties simply usea; €0 forj 2 D;. If P; broadcastsa(X) with a(j) 6 0 forj 2 D it is
now clear that P; is corrupted. In fact, we can just enforce thatP; always broadcasta(X)
with a(j) =0 forj 2 D simply by letting all parties de ne the message broadcast byP; to
be a(X)dzefO if that is not the case. After this convention, it is clear that if it again happens
that a 6 a(j), then this is for somej 62D;. We can therefore addj to D; and repeat
again. This will eventually terminate, as D; can get size at mosin.

18 Again the other parties can all act as veri ers in one of n proofs.
¥ Fixing the share of P; 2 D; is secure, asP; is corrupted when P; is honest. Therefore the corrupted
parties know the share of P; anyway. So, xing it to a known value does not leak new informa tion.
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In fact, the process terminates already ifiD;ij > t: It is clear that if P; is honest, then
J 2 D implies that P; is corrupted. So, for all honestP; it will always be the case that
jDij  t. In particular, if it happens that jD;j >t for someP;, then all parties considerP;
corrupted and start ignoring all messages fronP;.

This means that whenever someP; has to share a values, it will be the case that
jDij t. Therefore it is possible to pick a polynomials(X) of degree t for which s(0) = s
ands(j) =0 forj 2 D; (as at mostt + 1 points are xed). Furthermore, a random such
polynomial can be picked e ciently. Here is one way to do it:

1. First pick a uniformly random polynomial s{X) of degree t and with s{0) = s.

2. Compute acorrection polynomiat(X) of degree t with ¢(0) =0 and ¢(j) = sjO for
j 2 Dj. If Djj <t, then add the restrictions ¢(j) = 0 for t j Djj parties P; with
j 62Dj, to get t + 1 restrictions. From theset + 1 restriction ¢(X) can be computed
using Lagrange interpolation.

3. Lets(¥) = s4X) c(X.

Clearly, s(0) = sand s(j) =0 for j 2 D;. Furthermore, since the corrupted parties
could computec(X) themselves, from their sharesjo, dealing a sharing usings(X) is as secure
as dealing with s4X) and then all parties doing the correction Sj = sJQ c(j) themselves.
Since dealing withs{X) is perfectly secure (it is a standard sharing) it follows tha dealing
with the corrected s(X) is also perfectly secure. This shows how to do a corrected gireg
and that it is secure to use corrected sharings.

This shows how to make consistent sharings, which in turn gies a secure implementa-
tion of F¢om and then Fg . Note that we assumed thatt < n=3. Below we show how to
gett < n=2in the cryptographic model. It is possible to gett < n=2 even in the i.t. model,
but we will not look at this.

6.4.4 Formal Proof for the Fcom realization

We have not given a full formal proof that the F.on realization we presented really imple-
ments F¢om Securely according to the de nition. For this, one needs to pesent a simulator
and prove that it acts as it should according to the de nition. We will not do this in detalil
here, but we will give the main ideas one needs to build such arsulator basically, one
needs the following two observations:

If player P; is honest and commits to some value;, then since the commitment
is based on secret sharing, this only results in the adversgrseeing an unquali ed
set of shares, insu cient to determine x; (anything else the adversary sees follows
from these shares). The set of shares is easy to simulate evénx; is not known,
e.g., by secret sharing an arbitrary value and extracting shres for the currently
corrupted players. This simulation is perfect because ourraalysis above shows that
an unquali ed set of shares have the same distribution regaliess of the value of the
secret.
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If the (adaptive) adversary corrupts P; later, it expects to see all values related to the
commitment. But then the simulator can corrupt P; in the ideal process and learn
the value x; that was committed to. It can then easily make a full set of shaes that
are consistent with x; and show to the adversary. This can be done by solving a set
of linear equations, since each share is a linear function @ and randomness chosen
by the committer.

If P; is corrupt already when it is supposed to commit tox;, the adversary decides
all messages thatP; should send, and the simulator sees all these messages. As
we discussed, either the commitment is rejected by the honeglayers and P; is
disquali ed, or the messages sent byP; determine uniquely a valuex?. So, the
simulator can computex? and commit to xiO on F¢om On behalf of the corruptedP;.

6.5 Realization of F., : Cryptographic Scenario

We have now seen how to implemenE ¢o in the i.t. scenario. Handling the cryptographic
case can be done in various ways, each of which can be thought as di erent ways of
adapting the information theoretic solution to the cryptographic scenario.

6.5.1 Using Encryption to Implement the Channels

A very natural way to adapt the information theoretic soluti on is the following: since the
i.t. protocol works assuming perfect channels connectingvery pair of players, we could
simply run the information theoretically secure protocol, but implement the channels using
encryption, say by encrypting each message under the publiey of the receiver. Intuitively,
if the adversary is bounded and cannot break the encryptionhe is in a situation no
better than in the i.t. scenario, and security should followfrom security of the information
theoretic protocol.

In fact, we showed in Section 5 that this is when the adversaryis static. So, for a
static adversary, standard semantically secure encryptio provides a secure realization of
this communication functionality. It turns out that for an a daptive adversary, one needs
a strong property known as non-committing encryption [11]. The reason is as follows:
suppose playerP; has not yet been corrupted. Then the adversary of course do@®t know
his input values, but it has seen encryptions of them. The simlator doesn't know the
inputs either, so it must make fake encryptions with some arfirary content to simulate
the actions of P;. This is all ne for the time being, but if the adversary corrupts P; later,
then the simulator gets an input for P;, and must produce a good simulation of;'s entire
history to show to the adversary, and this must be consistentwith this input and what
the adversary already knows. Now the simulator is stuck: it annot open its simulated
encryptions the right way. Non-committing encryption solves exactly this problem by
allowing the simulator to create fake encryptions that can later be convincingly claimed
to contain any desired value.

Both semantically secure encryption and non-committing engyption can be imple-
mented based on any family of trapdoor one-way permutationsso this shows that these
general complexity assumptions are su cient for general cyptographic MPC. More e -
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cient encryption schemes exist based on speci ¢c assumptiersuch as hardness of factoring.
However, known implementations of non-committing encrypton are signi cantly slower,
typically by a factor of , where is the security parameter.

6.5.2 Cryptographic implementations of higher-level funct ionalities

The above approach only gives the threshold < n=3, as the i.t. protocol had threshold
t < n= 3. Recall, however, that we only needed the assumptioh< n= 3 when implementing
Fcom. The implementation of Fge from Fom was secure fort < n=2. So, if we could
get an implementation of F¢om for t < n=2, we would have an implementation ofF g

for t <n=2. In the cryptographic model, getting such an implementation can be done in
several ways. We sketch one of them.

If the adversary is static, we can use, e.g., the commitment$rom [13] based ong-
one-way homomorphisms, which exists, e.g., if RSA is hard tinvert or if the decisional
Di e-Hellman problem in some prime order group is hard. We then require that the eld
over which we compute isZ4. A simple example is if we have prime®; g, wheregjp 1and
g;h;y are elements inZ, of order g chosen as public key by playe;. Then [a]; is of the
form (g';y2h"), i.e., a Die-Hellman (El Gamal) encryption of y2 under public key g; h.
It is clear how to implements the simple manipulation commarnls, as the commitment is
linear.

One could then implement the advanced manipulation commansl in the way we did
above. One can, however, do better. In [13], protocols are etvn for proving e ciently in
zero-knowledge that you know the contents of a commitment, ad that two commitments
contains the same value, even if they were done with respecbtdi erent public keys. It
is trivial to derive a transfer protocol from this: P; privately reveals the contents and
random bits for [a]; to P; (by sending them encrypted underP;'s public key). If this is not
correct, P; complains, otherwise he makega]; and proves it contains the same value as
[a]i. In [13] there is also given a protocol showing that a commitrant contains the product
of two other commitments. This gives an e cient mult protocol. We note that, in order
to be able to do a simulation-based proof of security of thid .., implementation, each
player must give zero-knowledge, proof of knowledge of higesret key initially, as well as
prove that he knows the contents of each commitment he makes.

If the adversary is adaptive, the above technique will not wok, for the same reasons
as explained in the previous subsection. It may seem naturab then go to commitments
and encryption with full adaptive security, but this means we need to use non-committing
encryption and so we will loose e ciency. However, under spe ¢ number theoretic as-
sumptions, it is possible to build adaptively secure protools using a completely di erent
approach based on homomorphic public key encryption, withot loosing e ciency com-
pared to the static security case[22].
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7 Protocols Secure for General Adversary Structures

It is relatively straightforward to use the techniques we hae seen to construct protocols
secure against general adversaries, i.e., where the adwamgs corruption capabilities are
not described only by a thresholdt on the number of players that can be corrupt, but by
a general adversary structure, as de ned earlier.

What we have seen so far can be thought of as a way to build se@MPC protocols
from Shamir's secret sharing scheme. The idea is now to rema Shamir's scheme by
something more general, but otherwise use essentially these high-level protocol.

To see how such a more general scheme could work, observe tliae evaluation of
shares in Shamir's scheme can be described in an alternativeay. If the polynomial used
isf (X = s+ a X+ i+ a X, we can think of the coe cients (s;ay;:::;a;) as being arranged
in a column vector a. Evaluating f (X) in points 1;2;::;n is now equivalent to multiplying
the vector by a Van der Monde matrix M, with rows of form (i%;it;:::;it). We may think
of the scheme as being de ned by this xed matrix, and by the rde that each player is
assigned 1 row of the matrix, and gets as his share the coordite of M a corresponding to
his row.

It is now immediate to think of generalizations of this: to other matrices than Van der
Monde, and to cases where players can have more then one rowsigmed to them. This
leads to general linear secret sharing schemes, also knows Blonotone Span Programs
(MSP). The term linear is motivated by the fact any such scheme has the same property
as Shamir's scheme, that sharing two secrets; s® and adding corresponding shares of
and s® we obtain shares ofs+ s® The protocol constructions we have seen have primarily
used this linearity property, so this is why it makes sense tdry to plug in MSP's instead
of Shamir's scheme. There are, however, several technicalallties to sort out along the
way, primarily because the method we used to do secure multiigation only generalizes
to MSP's with a certain special property, so called multiplicative MSP's. Not all MSP's
are multiplicative, but it turns that any MSP can be used to construct a new one that is
indeed multiplicative.

Furthermore, it turns out that for any adversary structure, there exists an MSP-based
secret sharing scheme for which the unquali ed sets are extig those in the adversary
structure. Therefore, these ideas lead to MPC protocols foany adversary structure where
MPC is possible at all.

For details on how to use MPS's to do MPC, see [15].
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8 A Double Auction

8.1 Introduction

In this section we describe a practical application of secaer MPC to implement a secure
double auction, which was used to clear the Danish 2008 markdor contracts on sugar
beets. This was the rst large scale application of MPC.

In fact, despite the obvious potential that MPC has in solving a wide range of problems,
we have seen virtually no practical applications of MPC in the past. This is probably in
part due to the fact that direct implementation of the rst ge neral protocols, as those
described in above sections, would lead to very ine cient stutions. Another factor has
been a general lack of understanding in the general public die potential of the technology.

A lot of research has gone into solving the e ciency problem,both for general protocols
(cf. [22, 28, 14]) and for special types of computations suchs voting. The sugar beets
double auction was developed as part of two research projecSCET (Secure Computing,
Economy and Trust) and SIMAP (Secure Information Managemeh and Processing) car-
ried out at Aarhus University (cf. http://sikkerhed.alexandra.dk/uk/projects/scet/
and http://sikkerhed.alexandra.dk/uk/projects/simap/ ). These projects aimed at
improving the e ciency of MPC, this time with an explicit foc us on a range of economic
applications, which were believe to have particularly inteesting for practical use.

In the economic eld of mechanism design the concept of a trued third party has been
a central assumption since the 70's [29, 35, 21]. Ever sinckd eld was initiated it has
grown in momentum and turned into a truly cross disciplinary eld. Today, many practical
mechanisms require a trusted third party. In particular, the SCET and SIMAP projects
considered:

Various types of auctions. This is not limited to only standard highest bid auctions
with sealed bids but also includes, for instance, variants wh many sellers and buyers,
s-called double auctions: essentially scenarios where omants to nd a fair market
price for a commodity given the existing supply and demand inthe market.

Benchmarking, where several companies want to combine infaration on how their
businesses are running, in order to compare themselves to digpractice in the area.
The benchmarking process is either used for learning, plammy or motivation pur-
poses. This of course has to be done while preserving con délity of companies'
private data.

When looking at such applications, it was found that the computation needed is basi-
cally elementary arithmetic on integers of moderate size,ypically around 32 bits. More
concretely, quite a wide range of the cases require only addin, multiplication and com-
parison of integers. The known generic MPC protocols can usilly handle addition and
multiplication very e ciently, by using the eld K = Z, for a prime p chosen large enough
compared to the input numbers to avoid modular reductions. This gives integer addition
and multiplication by doing addition and multiplication in K.

This is e cient because each number is shared "in one piec&® using a linear secret

20 As opposed to a bit-wise sharing.
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sharing scheme, so that secure addition, for instance, regqes only one local addition by
each player. Unfortunately, this also implies that comparson is much harder. A generic
solution would express the comparison operation as an arithetic circuit over Zp, but this
would be far too large to give a practical solution, becausehe circuit would not have
access to the binary representation of the inputs. Insteadspecial purpose techniques for
comparison have been developed. We will have a closer look #iese in Section 8.5.

8.2 The Application Scenario

In this section we describe the practical case in which the sere auction was deployed. In
Denmark, several thousand farmers produce sugar beets, whi are sold to the company
Danisco, which is the only sugar producing company on the Dash market. Farmers have
contracts that give them production rights, that is, a contract entitles a farmer to produce
a certain amount of beets per year and deliver them to Daniscdor a xed price. These
contracts can be traded between farmers, but trading has htsrically been very limited
and has been done only via bilateral negotiations. In the yaa up to 2008, however, the EU
drastically reduced the support for sugar beet production. This and other factors meant
that there was now an urgent need to reallocate contracts todrmers where productions
payed o best. It was realized that this was best done via a nabn-wide exchange, a double
auction. The details of this mechanism can be found in [2].

Brie y, the goal is to nd the so-called market clearing pricewhich is a price per unit
of the commodity that is traded (here the contracts for growing sugar beets for Danisco).
What happens is that each buyer speci es, for each potentiaprice, how much he is willing
to buy at that price, similarly all sellers say how much they ae willing to sell at each price.
All bids go to an auctioneer, who computes, for each price, thtotal supply and demand in
the market. Since we can assume that supply grows and demanckcreases with increasing
price, there is a price where total supply equals total demadh, and this is the price we are
looking for. Finally, all bidders who speci ed a non-zero anount to trade at the market
clearing price get to sell/buy the amount at this price.

This could in principle be implemented with a single trusted party as the auctioneer.
However, in the given scenario, there are some additional serity concerns implying that
this is not a satisfactory solution: Bids clearly reveal infemation on a farmer's economic
position and her productivity, and therefore farmers wouldbe reluctant to accept Danisco
acting as auctioneer, given its position in the market. Evenf Danisco would never misuse
its knowledge of the bids in future price negotiations, the nere fear of this happening
could a ect the way farmers bid and lead to a suboptimal resul of the auction. On the
other hand, contracts in some cases act as security for debhat farmers have to Danisco,
and hence the farmers' organization DKS running the auctionindependently would not be
acceptable for Danisco. Finally, the common solution of delgating the legal and practical
responsibility by paying e.g. a consultancy house to be thertisted auctioneer would be
a very expensive solution. It was therefore decided to imphlaent an electronic double
auction, where the role of the auctioneer would be played by anultiparty computation
done by representatives for Danisco, DKS and the SIMAP projet.

A three party solution was selected, partly because it was rtaral in the given scenario,
but also because it allowed using e cient information theoretic tools such as secret sharing,
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rather than more expensive cryptographic methods needed veim there are only two parties.

8.3 The Auction System

In the system that was deployed, a web server was set up for reiwing bids, and three servers
were set up for doing the secure computation. Before the auan started, a public/private
key pair was generated for each computation server, and a regsentative for each involved
organization stored the private key on a USB stick, protecte under a password.

Encrypt and Share Curve. Each bidder logged into the webserver and an applet was
downloaded to her PC together with the public keys of the comptation servers. After the
user typed in her bid, the applet secret shared the bids, crdimg one share for each server,
and encrypted the shares under the respective server's publkey. Finally the entire set of
ciphertexts were stored in a database by the webserver.

As for security precautions on the client side, the system di not explicitly implement
any security against cheating bidders, other than verifyirg their identity. The reason being
that the method used for encrypting bids implicitly gives sane protection: it is a variant
of a technique called non-interactive VSS based on pseudardom secret sharing presented
in [25]. We will not look at the details of this method, but using it, an encrypted bid is
either obviously malformed, or is guaranteed to produce caistently shared values. This
means that the only cheating that is possible, is to submit bils that are not monotone, i.e.,
bids where, for instance, the amount you want to buy does not dcrease with increasing
price, as it should. It is easy to see that this cannot be to a ldders advantage.

Secure Computation. After the deadline for the auction had passed, the servers we
connected to the database and each other, and the market clgag price was securely com-
puted, as well as the quantity each bidder would buy/sell at that price. The representative
for each of the involved parties triggered the computation ly inserting her USB stick and
entering her password on her own machine.

The computation was based on standard Shamir secret sharingver K = Z,,, where p
was a64-bit prime. Standard protocols with passive security were ged for addition and
multiplication, while a variant of a protocol from [20] was used for secure comparison. The
SIMAP protocol settled for passive security because the moémportant goal was to avoid
that any party would need access to bids in cleartext at any pot, and passive security
already achieves this.

The system worked with a set of4000 possible values for the price, meaning that
after the total supply and demand had been computed for all pices, the market clearing
price could be found using binary search oved000 values, which means aboutl2 secure
comparisons.

8.4 Practical Evaluation and Potential

The bidding phase ran smoothly, with very few technical quesons asked by users. The
only issue was that the applet on some PC's took up to a minuted complete the encryption
of the bids. It is not surprising that the applet needed a nontrivial amount of time, since
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each bid consisted 04000 numbers that had to be handled individually. A total of 1200
bidders participated in the auction, each of these had the ofon of submitting a bid for
selling, for buying, or both.

The actual computation was done January 14, 2008 and lastedomut 30 minutes. Most
of this time was spent on decrypting shares of the individuabids, which is not surprising,
as the input to the computation consisted of about9 million individual numbers. As a
result of the auction, about 25.000 tons of production right changed owner.

Other than the fact that the system worked and produced corret results, it is of course
important what users think. In this connection, one can notethe results of an on-line
survey that was conducted simultaneously with the bidding fhase. Here, aboui80% of the
respondents said that it was important to them that the bids were kept con dential, and
also that they were happy about the con dentiality that the s ystem o ered. Also Danisco
and DKS were satis ed with the system, and said that they may vell run the auction again
in following years.

In judging the further potential of multiparty computation , it is important to ask what
motivated, at the end of the day, DKS and Danisco to try using sich a new and untested
technology? One important factor was simply the obvious neg for a nation-wide exchange
for production rights, which had not existed before, so the pportunity to have a cheap
electronic solution secure or not was certainly a major re ason.

It does seem, however, that security also played a role. If Dasco and DKS would have
tried to run the auction using conventional methods, one or nere people would have had
to have access to the bids, or control over the system holdinthe bids in cleartext. As a
result, some security policy would have had to be agreed, angring questions such as: who
should have access to the system and when? who has respongipif data leaks, and what
are the consequences? Since the parties have con icting anests, this would have lead to
very lengthy discussions, possibly bringing the whole pr@gct to a halt. Alternatively, the
parties might have found a solution in collaboration with a wnsultancy house as mediator,
but this would have been a more expensive solution, and the paes would still have had
to agree on whether the mediator's security policy was satfactory.

As it happened, there was no need for this kind of negotiatios at all, since the multi-
party computation ensured that no one needed to have accessg bids at any point. The
conclusion is that the ability of multiparty computation to keep secret everything that
is not intended to be public, really is useful in practice, beause it short-circuits discus-
sions and concerns about which parts of the data are sensigvand what common security
policy one should have for handling such data. In contrast, fisome part of the system
even a secure hardware device has access to the private data in cleartext, one is forced
to administrate that part via a security policy that all part ies can agree on. It may be
time-consuming, expensive or even impossible to reach sueim agreement if parties have
conicting interests. One might expect that multiparty com putation will turn out to be
useful in many similar practical scenarios in the future

8.5 Implementation Details

In this section we describe the technical detail of how the smire computation of the market
clearing price was performed.
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integer di;; among the servers. We denote the sharing bjd;; ]. The integer d;j species
how much the buyer is willing to buy if the price turns out to be p;. Similarly, we assume

denote the sharing by[s;j ]. The integer s;; speci es how much the seller is willing to sell
if the price turns out to be p;.

8.5.1 Discrete Market Clearing Price

The goal, given by economic mechanism design, is now to nd # price where most goods
are moved. For this, the servers rst run the following code:

1. For all prices p;, compute sharings

xS
[di]= [di]
j=1

and
X
[sil= Isij];
j=1
by locally adding shares, i.e., use the protocol for addinghared values.

If the demand d and supply s were continuous functions of the pricep and were
monotonously decreasing respectively monotonously incasing, then the pricepmcp Where
most goods would be traded is given byl(pPmep) = S(Pmcp). Below this price the supply is
smaller (or at least not larger) and above this price the demad is smaller (or at least not
larger), which leads to a lower amount being traded (or at leat not more).

We assume that the curves computed in shared form are monotenas speci ed above.
They are, however, not continuous. We will therefore rst canpute

imep = Maxfi :di ., >Sin,d:

We can assume thatd; > s, (by e.g. setting p1 = 0), which ensures thatine, is well-
de ned.?! It is then easy to see that the price trading most goods Iipep OF Pipep+1 - FOT

our purpose here we simply de ne the discrete market clearip price to be p;,,. If the

price grid is ne enough we expect the amount of goods being &ded atp;,,,, and pj,,+1

to be the same for all practical purposes. In the practical aplication more involved choices
were used to choose between the two possible clearing prices

2 Alternatively we can introduce some dummy price po and dene so = 0 and dp to be the maximal
amount and create some dummy sharings[so] and [do].

68



8.6 Secure Comparison 8 A DOUBLE AUCTION

Algorithm 1 : Compare
start state : sharings[a] and [b]
end state : sharing[c] wherec=1 if a >b and c =0 otherwise

2 | [a]l=[a]+[b] 2[@]hL]
5 ([d‘];III;[do])? MS1([c];:::;[co]);

6 for i=0;:::;" do
7 L[aliz[ai][di];
8 = olal

8.5.2 Binary Search

i = dP=2e and securely test whetherd, > s;. If so, they go to a higher price; if not, they
go to a lower price. This way they arrive atimcp using log,(P) secure comparisons. By
securely testing, we mean that they leak whethe; > s;, and nothing else.

Note that doing a binary search does not violate the securitygoal of leaking onlyimcp.
Given imcp one knows thatd; >s; forall i imep and d;i  sj for all i >i ymep. Therefore
the outcome of all the comparisons done during the computatin can be simulated given
just the result imcp.

The binary search is important for the feasibility of the sydem, as each secure com-
parison is relatively expensive, meaning that the di erene between e.g4000 comparison
and dog,(4000)e = 12 comparisons would be a di erence between running for minute and
running for hours.

After imcp is found, the individual values d;.,; ands;,.; are reconstructed, and the
goods are traded at pricep;,., and in the revealed amounts.

8.6 Secure Comparison

The above approach leaves us only with the problem of takingwo secret shared integers
[a] and [b] and securely computing a bitc 2 f 0;1g, wherec =1 if and only if a > b. We
write 7

c=[a]>[b :

Unfortunately there is no e cient algorithm for computing c¢ from a and b using only
addition and multiplication modulo p. Instead we will take an approach which involves
rst securely computing sharings of the individual bits of a and b, and then performing the
comparison on the bit-wise representations.

Assume rst that we have a protocol Bits which given a sharing[a] securely com-
putes sharings[a-];:::;[ag], where™ = blog,(p)c and a p a0 is the binary representation
of a, with ap being the least signicant bit. l.e., a = i-o 2'a;. Assume furthermore
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Algorithm 2 . MS1

end state : sharings[d-];:::;[do], whered- dp= MS1l(c «p)

2 for i=":0do [fi] [fisa]X [a]);

3fori=";:i:;0do [di]  [fisr] [fil;
that we have a protocolMS1 which given sharings[c];:::;[co] of bits computes sharings
[d-];:::;[do] of bits, whered; =1 for the largesti for which ¢ =1 and whered; = 0 for
all otheri ifall ¢ =0, thenletall d =0. le., [d];:::;[do] can be seen as a unary

representation of the indexi of the most signi cant 1 in c.

We assume that it never happens thata = b. l.e., a > b or b > a. This can be
guaranteed by introducing some dummy, di erent least signicant bits. The comparison
is then performed as inAlgorithm Compare . A computation like [a] +[b] 2[a][b]
means that the parties rst run the multiplication protocol the compute a sharing ofa;b.
Then they run the multiplication protocol with the result of this and a dummy sharing of

2 to get a sharing of 2a;by. Then they run the addition protocol twice to get a sharing
ofag+h 2ab.

It is easy to see thatc; 2 f0;1gand ¢ =1 if and only if a5 6 Iy. So, thei for which
di =1 is the most signi cant bit position in which a and b di er. Therefore a > b if and
only if & > bj, and asa; 6 b we Iﬁ,’ive thata; > b; if and only if & = 1. So, the result is
c= aj, which can be computed as | ad;, as onlyd; = 1. So, the value ofc is correct.

Clearly the protocol is secure, as no values are opened dugrthe computation all
computations are done on secret shared values using securgprotocols. Note that we
computed a sharing ofc. When c is needed one can simply reconstrucfc] towards all
parties. If the comparison is done as a part of a larger securmputation it is, however,
in some cases necessary to not leak We will see an example of that below.

does not needBits as sub-protocol.
Using simple techniques we can also develop a secure protbBitAdd , which takes bit-

where some inputs might be known bits instead of shared bitse.g., by instead of [lp]:
simply rst do a dummy sharing of [by] of by and then run the corresponding protocol for
shared values. Finally we need the protocoMS1. These three protocols all start with a
binary representation and are therefore fairly easy to cortsuct.

As an example we look atMS1, seeAlgorithm MS1. Note that it only uses addition

2\We useL as bound as it might be the case thatL 6 °.
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Algorithm 3 : Bits
start state : sharing[a] ofa2 Z,
end state : sharings[f-];:::;[fo] of the bits of a
1 ([r}[r);:::;Ir0) RandomSoledBits
2 [c]=[a] [r];

3 ¢ Reconstruct ([c]);

Algorithm 4 : RandomSoledBits
end state : sharing [r] of a random unknown eld elementr 2 Z,
end state : sharings[r-]:::;[ro] of the bits of r

1c¢c O

2 while ¢=0 do

3 for i =0;:::;  do [ri] RandomBit ();

4 write p in binary p;:::; po;

5 | [ BitCompare ((p;:::;po);([r]:::5[ral));
6 ¢ Reconstruct ([q]);

P . .
7 [r] izo 21[ril;

and multiplication of shared values as it should. As for the orrectness, note thef; is
always a value fromf0;1g and that it is 0 if and only if fi;; =0 or ¢ = 1. In particular,
whenf; =0, thenfy =0 forall k <j . Furthermore, since we start withf-,; =1 it follows
that f; =1 fori = ";:::;ip whereig is the smallest index such that all the bitsc;:::; ¢,
are 0. As an example, ifc= ¢; ¢9=0001001Q then fgf; fo=111100000 Note then
that fiz; fijisOif fj41f; =11 orfj41f; =00 and that fij,; fjis1if fj41f; =10. So,
di will be 0 everywhere, except where the sequendel 1100000changes froml to 0. In our
example wherefgf;  fo =111100000we get that dy ; do = 0001000Q In general, d;
will be 1 exactly where the rst 1 is found in c, as it should be.

Exercise 15 Implement BitAdd and BitSub securely using in the order of® secure
multiplications. The number of secure additions is not impdant, as they are cheap in
that they do not require communication. [Hint: Iterate from the least signi cant bit to
the most signi cant one, and keep a carry bit. The challengesito only use addition and
multiplication.]
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We then turn our attention to Bits . At rst this seems as a hard challenge, but as
often is the case in MPC, arandom self reductiomwill do the job. I.e., we generate a random
solved instance of the problem, and then use it to solve the aginal problem. In doing that,
we use the randomness of the solved instance to mask the ongi instance, which allows
to reveal the masked values and do most of the hard operationgn plaintext. This is a
very common technique.

Assume that we have a secure protocdkandomSolvedBits  which outputs a random

such a random solved instance is fairly easy. The protocol #n proceeds as described in
Algorithm  Bits .

The protocol reconstructs only one value, namelyc. Sincec=a rmodpandr is
an unknown uniformly random value in Z,, independent ofa, the value c is a uniformly
random number in Z, independent ofa, so it is secure to let all parties learnc. Therefore
the protocol is secure. It takes a little more work to see thatit is correct.

First note that d= c+ r. Sincec= a r mod p this means thatd= aord= a+ p.
The later case happens when > a such thata r mod p gives a wrap around. We nd out
which case we are in by (securely) comparing to p: the bit eis1if d= a+ pand itis Oif
d= a we can write this as d= a+ ep. The next step then (securely) subtractsep from
d. In the for-loop we compute a bit-wise sharing ofep. Then we use a secure subtraction.
It follows that f-.1;f-;:::;fg is the bit-wise representation ofd ep= a. Sincea is an

the result.

We are then stuck with RandomSolvedBits . For a last time we push some of the
burden into the future, by assuming that we have a protocolRandomBit which generates
a sharing of a random bit. Then a random solved instance is gemated as in Algo-
rithm RandomSoledBits . We essentially generate a random element 2 Z,, by using
secure rejection sampling. Since < p with probability at least % by the de nition of
this protocol terminates after an expected two iterations,and on termination r is clearly
a uniformly random integer from [0::p), as desired.

Note that the reason why generating a random solved instances easier than solving
a given instance is that we do not solve the random instance we generate the solution
(the bits) and then generate the instance from the solution.

All that is left is then to implement RandomBit . One ine cient way of doing it is to
let all parties generate a sharing of a random bit and then e.gtiake the secure XOR of these
bits.?® The reason why this is ine cient is that it would require n 1 multiplications for
each of the generated bits. With three servers that is ne, bt in general it can be rather
ine cient. Furthermore, it is not actively secure as the servers might not all contribute
bits, and as can be seen, all the above protocols are indeedige secure if the sub-protocols
are active secure, so we should try to also make the generatiof random bits active secure.

Our active secure protocol is based on the fact that squaring non-zero element modulo
an odd prime is a2-to-1 mapping, and givenb = a2 one has no idea if the pre-image
was a or a. We will let the "sign" of such an a be our random bit. We use a sub-

ZThe XOR of bits a and b can be expressed via addition and multiplication as a+ b 2ab.
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Algorithm 5 : RandomBit
end state : a sharing[r] of a random unknown bit

1A O

2 while A =0 do

3 [a] RandomFieldElement ;
4 [a%] = [a][a];

5 | A Reconstruct ([a%));

b IOKmod p;
[c] = (b * mod p)[al;
[r1=2 Yd+1);

o N O

protocol RandomFieldElement  which generates a sharing of a random eld element. It
is implemented by each server sharing a random eld elementznd then adding them. Here
there is no room to cheat: as long as just one server contribas a random eld element,
the result is random.

The protocol is given in Algorithm RandomBit . It rejects when A = 0 to ensure
that we started with a 2 Z,. When the loop terminates, thenA = a? mod p for a uniformly
random a2 Z,. SinceA only has two square roots, as we are computing modulo a prime,
and sincea is one of them, it follows thgt b= aor b= amodp. SinceA = a? modp
and A = ( a)?modp, the value b= = A modp is clearly independent of whetherA
was computed asA = a® modp or A = ( a)? mod p, no matter which algorithm is used
for computing the square root. Sincea was chosen uniformly at random it follows that
Prlb= a] = 5 and Prlb= amodp] = % If b= a,thenb Yamodp=1 and thusr = 1.
If b= amodp, thenb !famodp= 1modp and thusr = 0. So,Pr[r = 1] = % and
Pr[r =0] = % Since[a] is not reconstructed, no party knows whetherr =0 orr =1.

8.6.1 Conclusion

By inspection of the above protocols, and given a solution to kercise 15, it can be seen that
all protocols use a number of multiplications in the order oflog,(p), and the unmentioned
constant is fairly small. This allows to perform comparisors of shared integers relatively
e ciently. The ability to split a shared number has many othe r applications. One is to
move a numberx shared modulo one primep into a sharing modulo another primeq. If
g is smaller than p, this computes a modulo reduction ofx modulo g. Many similar tricks
exists, and are constantly being produced, to allow e cient secure computation of specic
operations.

Exercise 16 Above we had to computtleO A mod p. When p is a prime and A is a square
modulo p this can be done e ciently. The algorithm depends on whethep mod 4 =1 or
p mod 4 =3. NoteH p > 2, then pis odd, so it cannot be the case thgt mod 42 f 0; 2g. If
pmod4 =3,then Amodp= APD* modp. le., if you let b= AP mod p, then
b2 mod p= A. Notice that A(P*D =4 js well de ned asp mod 4 = 3 implies thatp=4m+3
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for some integer. Thereforep+1 =4m+4=4(m+1) and(p+1)=4 =m+1 is an
integer, as it should be forA(P*1)=* to be de ned. Prove thatk? modp = A. [Hint: Use
that A = a> mod p for somea and thatp+1=(p 1)+2, and a little theorem.]

Exercise 17 Assume that you are given a sharinga] of an elementa 6 0, and assume
that you can generate a sharingr] of a uniformly random elementr 6 0. Argue that it is
secure to computdar] = [a][r] and revealar. Show how to securely computfa *] from [a].

Exercise 18 In a Vickrey auction there is a single item, and a number of bugrs B;. Each
buyer B; bids a pricep;. The winner is the buyer with the highest bid, and the winneregs
to buy the item, but at the second highest bid. Assume that agtices are di erent and
describe a protocol which computes the winner and the pricand which leaks noting else.
You are allowed to assume that you have access to some servarsvhich more than half
are honest. Try to make the system as e cient as possible.
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9 Consensus Broadcast

In the above section we designed protocols for a setting whercommunication takes place
using Fgp, which in particular means that we assumed that we had acces® consensus
broadcast. In real life no ideal consensus broadcast is pe#, so the consensus broadcast
has to be implemented using a protocol. In this section we tak a brief look at how to
implement consensus broadcastetweenn parties P1;:::;P,. Many more details can be
found in [36, Chapter 7], where it is in particular shown how b UC implement Fg,. Here
we look at a modi ed version of a protocol by Dolev and Strong?4]. This protocol uses
signatures to make it possible to prove to others that a parttular message was received.

9.1 The Dolev-Strong Protocol

We assume that each partyP; has a key pair (skj;vk;) for a digital signature scheme
(sig; ver), where sk; is the private signing key andvk; is the public veri cation key. We
use Sigs, (M) to denote the computation of a signature on messag® and we use
very, (M; ) to denote the veri cation of a signature  on messageM the veri cation
returns valid or invalid

To motivate the protocol, consider an implementation of corsensus broadcast where we
simply ask a party Pg, acting as sender in some roundp, to sign M = (rg;s; m) and send
M and the signature on M to all parties. Signing this value is the party's way of sayirg
that in round rg, | Ps send the messagen.

We then instruct the other parties to only accept a messagen as sent byPg in round
ro if it receives a signature on the aboveM from Pg at the beginning of roundrg+ 1. If
P; accepts a message it outputgrg; s; m) to signal that it believes Py sent messagean in
round rq. This approach of course does not work. Recall namely that tl goal is that all
honest parties agree on which messages all other parties seim each round. In the above
protocol a corrupted Ps could send(ro;s;m) and = sigg,_(ro;S; m) to some honestP;
and (ro;s;m°6 m) and °=sigg (ro;s;m9 to some other honestP;. As a result P; and
P; will not agree on the message broadcast bfs in round ro.

The next natural attempt is then to compare views. l.e., whena party P; receives
M = (ro;s;m) and = sigg (M) from Pg, it sendsM and to all other parties and
wait to receive similar M%and ©from all other parties. If it receives M %= (rp;s;m°6
m) and 0 = sigg. (M9 from some otherP;, then P; knows that Ps is cheating and
can e.g. choose not to output any message of the forifro; s; ) the parties could also
choose some default messag®-messagesand output (rg; s;no-messagey to signal the
Ps broadcast no messages in rounty. The above protocol still does not work, at least not
if there are more than one corrupted party. Assume e.g. thaP; and P, are honest andP3
and P4 are corrupted, and that s =4, i.e., P4 acts as sender. NowP, sends(rg;4;0) and

= Sig s, (ro;4; 0) to P1, P2 and P3 and additionally sends(ro;4; 1) and 0= Sigsk,(ro;4; 1)
to P3. Then Pz relays (ro;4,0) and = sigg,(ro;4;0) to Py and relays (ro;4,1) and
0= Sigsk,(ro;4; 1) to P2. As a consequence the execution looks perfectly correct @y,
which outputs (rg; 4; 0). The party P,, however, sees two di erent signed messages (hamely
(ro; 4;0) from P1 and (rg; 4;1) from P3) and thus outputs (ro; 4; no-messages.
To combat the above attack one would have to compare all sigriares received in round
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Protocol Basic Dolev-Strong

setup: We assume that all parties know and agree on the veri cation kys

send: Each party Ps: On input (broadcast ;m) in round rq proceed as follows:

M (ro;s;m).
. Output (rg;s;m).

s Sigg, (M).

O f S0
Send(ro;s;m; 9 to eachP; 6 Ps.P

Ll A

o

relay: Each party P;: On receiving a message of the fornfrg;s;m; ) in round
r (from any other party), where P; not already output (rg;s; m), proceed
as follows:

=

. M (ro;s;m).
2.1 r ro.

3. If isanr -signature forM and Ps is one of the signers and; is not
one of the signers, proceed as below. Otherwise, stop the pessing of
(ro;s;m; ) now.

4. Output (ro;s; m).

5. i Sigg (M)

6. O [f 0.

7. Send(rg;s;m; 9 to each P; which is not a signer from .©

#We allow that each party Ps, s2f 1;:::;ng, can broadcast more than one message in each

round. We use ro to denote the round a message was (supposedly) sent.
®This message is received at the beginning of roundro + 1 by all other parties.
°This message is received at the beginning of roundr +1 by each suchP;.

Figure 16: The basic Dolev-Strong protocol

2, which gives a three-round protocol. This is, however, not eough if three corrupted
parties cooperate, in which case four rounds are needed, asd on. This regression stops,
fortunately, as there is only a xed number of corrupted parties. If we want to tolerate all
the way uptot = n 1 corrupted parties, thent +1 = n round will do.
Below we will call a set a "-signatureon a messagéVl if it contains a signature ; on
M from "~ distinct parties Pj, i.e., there exist™ distinct parties P; such that for each such
Pj there exists j 2 for which very; (M; ;) = valid . We call a party P; a signer from
if P; is one of these parties. The details of a basic form of the Dolev-Strong pradcol
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are given in Fig. 16.
The protocol can be shown to have the following three propereés.

validity: If Pg and P; are honest, thenP; outputs (rg;s;m) if and only if Ps has input
(broadcast ; m) in round ry.

agreement: If any honest party P; outputs (ro;s; m), then all honest partiesP; eventually
output (rp;s;m). This holds even whenPs is corrupted.

termination:  If P; is honest, thenP; never outputs a message of the fornfrg; s; m) after
round ro + n.

By the termination property all parties P; know that by round rg+ n they have decided
on what messages was sent by which parties in rourng. By agreement they know that they
decided on the same set of messages, and by validity they knawat they decided that an
honestPs sentm if and only if Ps actually intended to sendm. It might be a problem that
it takes n rounds to decide, as messages sent or broadcast in rounds+ 1;:::;ro+ n 1
cannot depend on messages broadcast in roumg. The only generic way out of this problem
is to do nothing in these rounds except running the Dolev-Siong protocol simply wait
until there is guaranteed agreement on which parties sent wdt and then run the next round
of the protocol. In special protocols one can of course exptahe intermediary rounds to
do other computations. There is provable no way out of waitirg for a lot of rounds to get
agreement: any consensus broadcast protocol toleratingg corruptions must have a worst
case running time of at leastt + 1 rounds.

9.2 Analysis

We now argue that the protocol has the claimed properties.

Validity is almost trivial. The party Ps outputs (rg;s;m) in round rg by construction
of send. All other honest P; 8 Ps will receive (ro; s; m; fsigy_(ro;s; m)g) at the beginning
of round ro + 1 and will then output (rg;s;m) in round rg + 1, as they haver =1
and fsigg (ro;s;m)g contains one valid signature fromPs 6 P;. The only non-trivial
observation to be made is that no honestP; will output (ro;s;m9 if Ps does not have
input (broadcast ;m9 in round rg, as this (by the check in Step 3 inrelay ) requires that
P; receives at least one signature ofro;s; m9, and Ps never signs(ro; s; m% when it does
not get the input (broadcast ;m9 in round ry.

We then consider agreement. Assume that some honest parf§; outputs (ro;s; m). We
have to argue that then all other honest parties also output(rg;s;m). For simplicity of
the argument, let r be the rst round in which some honestP; output (rp;s;m), and let
P; denote any of the honest parties which output(ro; s; m) in round r.?* We have to argue
that all other honest parties output (ro;s; m) in some roundr® r (actually they do so at
the latest in round r +1).

If P; = Pg, then the argument follows as for validity. Assume then thatP; 6 Ps. This
means that P; output (ro;s;m) in relay , soP; passed the check in Step 3, which means

% Note that if Ps is honest, thenr = ro and P; = Ps. If Ps is corrupt it might be that r>r ¢ and it will
always be the case thatP; 6 Ps.
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that is anr -signature for (ro;s; m), where P; is not one of the signers. This means that
when P; adds ; to extend to © then ©becomes an(r + 1)-signature for (ro;s; m).
The party P; sends this value to allP; which are not signers from and they receive it
in round r®= r +1. By de nition of r, no honest party P; outputs (ro;s;m) in a round
r®<r, so since a partyP; only signs (ro;s; m) after having output (ro;s; m), it follows
that no honest P; signed(ro;s;m) in a round rO<r . Hence, since was received in round
r, no honest party P; is a signer from , which means that all honest partiesP; receive 0
inround r%= r + 1, where they haver®=r% ro=r+1 rg=r +1. So, Cwill for
all these honest partiesP; be an rO-signature for (ro; s; m) where Ps is a signer and where
they themselves are not signers. Therefore they all outpuro;s; m) in round r +1 (unless
they did so already in roundr.)

Exercise 19 Show that if there aref corrupted parties, then no honest party will output
a message of the fornfrg; ; ) afterround ro=f +1.

Exercise 20 Consider the following simple protocol for broadcast: wheRs gets input
(broadcast ;m) in round rq it lets M (ro;s;m), s sigg (M) and sends(M; ) to
all parties. When a party P; receives a value of the form((rg;s;m); s) from any other
party, where very ((ro;s;m); s) = valid , then it outputs (ro;s; m) (if it did not already
do so) and sendg((rg;s;m); s) to all other parties. Which of the propertiesvalidity ,
agreement and termination does this protocol have and which does it not have? Argue
for your answer.

Exercise 21 UseK = Zy;andn =5 andt = 2. Create a sharing ofs = 4. Derive the
formula which in general allows to reconstructing the sectes from just the sharess;; s3; S4.
Check that it works on your concrete sharing.

9.3 Results on Consensus Broadcast

Above we described a consensus broadcast protocol which camlerate any number of
corrupted parties. It is known that if one does not assume thaany setup is possible,
such as the public keys in the above example, then it is only msible to toleratet < n=3
corrupted parties[26]. It seems one could just start by digtbuting public keys and then
run the Dolev-Strong protocol, but getting to agree on who ha which public key is a
consensus problem in itself!

The Dolev-Strong protocol uses signatures and therefore Bacomputational security.
If we allow a setup where pairs of parties share some corretad secret values, then it
is, however, possible to implement a tool called pseudo-sigtures, which has the same
functionality as digital signatures of being transferableauthenticators, but which opposed
to digital signatures are unconditionally secure. Using sch pseudo-signatures instead of
digital signatures, it is possible to implement unconditicnally secure consensus broadcast
secure against any number of parties, i.et < n .[39]
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