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An example of a current research project:

static program analysis 
ffor 

J S iJavaScript

by Simon Holm Jensen Peter Thiemann and Anders Møllerby Simon Holm Jensen, Peter Thiemann, and Anders Møller,
to appear at the 16th International Static Analysis Symposium, SAS’09



JavaScript: the lingua franca of Web 2 0JavaScript:  the lingua franca of Web 2.0
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J S i t i d i lJavaScript is a dynamic language

• Object-based

• Prototype-based inheritance

• First class functions closures• First-class functions, closures

• Runtime typesyp

• …

NO STATIC TYPE CHECKINGNO STATIC TYPE CHECKING
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H J S i t d i dHow JavaScript was designed

““I hacked the JS prototype 
in ~1 week. And it showed! 

Mistakes were frozen early.”

B d Ei h i t f J S i t– Brendan Eich, inventor of JavaScript
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An exampleAn example
var x = {var x  {

a: 42, 

b: function() {return a;}

}

print(x b())print(x.b())

var x {var x = {

a: 42, 

b: function() {return this.a;}

}

i t( b())
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print(x.b())



Another exampleAnother example
function A() {}function A() {}

A.prototype.count = 0;

A.prototype.inc = function() {A.prototype.count++;}

function B() {}

B.prototype = new A;  // now B is a “subclass” of A

var x = new B;

var y = new B;

print(x.count);

x.inc();

x inc();

0

x.inc();

print(x.count);

print(y.count);

2

2

x.count++;

print( co nt)

2

3
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print(x.count);

print(y.count); 2



O hOur approach

• Abstract interpretation using 
“th t f k”“the monotone framework”

• The recipe:
1. construct a control flow graph for the 

program to be analyzedprogram to be analyzed

2. define an appropriate dataflow lattice
( b f d )(abstraction of data)

3. define transfer functions
(abstraction of operations)
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an abstract heapan abstract heap
for each program point
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P li i ltPreliminary results

• A conservative static analysis for the full 
JavaScript language (ECMA 262 3rd ed )JavaScript language (ECMA-262 3rd ed.)

• Useful analysis precision
– can detect many kinds of likely programming errors

• Acceptable performancep p
– but room for improvement ☺
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